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Chapter 1 Frontline Hardware & Software

Frontline Test Equipment family of protocol analyzers work with the following technologies.
o Classic Bluetooth

o Bluetooth low energy (BPA LE supports Bluetooth low energy features through Bluetooth 4.2, except
optional extended packet length.)

« Dual Mode Bluetooth (simultaneous Classic and low energy)
o Bluetooth Coexistence: Bluetooth with 802.11 Wi-Fi

o Bluetooth HCI (USB, SD, High Speed UART)

e NFC

o 802.11 (Wi-Fi)

« SD

e HSU (High Speed UART)

The Frontline hardware interfaces with your computer that is running our robust software engine called the
ComProbe Protocol Analysis System or Frontline software. Whether you are sniffing the air or connecting
directly to the chip Frontline analyzers use the same powerful Frontline software to help you test,
troubleshoot, and debug communications faster.

Frontline software is an easy to use and powerful protocol analysis platform. Simply use the appropriate
Frontline hardware or write your own proprietary code to pump communication streams directly into the
Frontline software where they are decoded, decrypted, and analyzed. Within the Frontline software you see
packets, frames, events, coexistence, binary, hex, radix, statistics, errors, and much more.

This manual is a user guide that takes you from connecting and setting up the hardware through all of the
Frontline software functions for your Frontline hardware. Should you have any questions contact the
Frontline Technical Support Team.

Frontline BPA low energy Hardware & Software User Manual 1
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1.1 What is in this manual

The Frontline User Manual comprises the following seven chapters. The chapters are organized in the
sequence you would normally follow to capture and analyze data: set up, configure, capture, analyze, save.
You can read them from beginning to end to gain a complete understanding of how to use the Frontline
hardware and software or you can skip around if you only need a refresher on a particular topic. Use the
Contents, Index, and Glossary to find the location of particular topics.

« Chapter 1 Frontline Hardware and Software. This chapter will describe the minimum computer
requirements and how to install the software.

o Chapter 2 Getting Started. Here we describe how to set up and connect the hardware, and how to apply
power. This chapter also describes how to start the Frontline software in Data Capture Methods. You will
be introduced to the Control window that is the primary operating dialog in the Frontline software.

« Chapter 3 Configuration Settings. The software and hardware is configured to capture data. Configuration
settings may vary for a particular Frontline analyzer depending on the technology and network being
sniffed. There are topics on configuring protocol decoders used to disassemble packets into frames and
events.

« Chapter 4 Capturing and Analyzing Data. This Chapter describes how to start a capture session and how
to observe the captured packets, frames, layers and events.

« Chapter 5 Navigating and Searching the Data. Here you will find how to move through the data and how
to isolate the data to specific events, often used for troubleshooting device design problems.

« Chapter 6 Saving and Importing Data. When a live capture is completed you may want to save the
captured data for future analysis, or you may want to import a captured data set from another developer
or for use in interoperability testing. This chapter will explain how to do this for various data file formats.

« Chapter 7 General Information. This chapter provides advanced system set up and configuration
information, timestamping information, and general reference information such as ASCII, baudot, and
EBCDIC codes. This chapter also provides information on how to contact Frontline's Technical Support
team should you need assistance.

1.2 Computer Minimum System Requirements
Frontline supports the following computer systems configurations:
o Operating System: Windows 7/8/10
o USB Port: USB 2.0 High-Speed or or later
The Frontline software must operate on a computer with the following minimum characteristics.
e Processor: Core i5 processor at 2.7 GHz
« RAM: 4 GB

o Free Hard Disk Space on C: drive: 20 GB

1.3 Software Installation

Download the installation software from FTE.com. Once downloaded, double-click the installer and follow the
directions.

Use this link: http://www.fte.com/bpale-soft.

2 Frontline BPA low energy Hardware & Software User Manual
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Chapter 2 Getting Started

In this chapter we introduce you to the Frontline hardware and show how to start the Frontline analyzer
software and explain the basic software controls and features for conducting the protocol analysis.

2.1 BPA low energy Hardware
1. Insertthe USB cable mini-connector into the USB port on the Frontline BPA low energy hardware.

2. Insertthe other end of the USB cable into the PC.

mini USB
port

Figure 2.1 - BPA low energy Hardware USB Port

2.2 Data Capture Methods

This section describes how to load TELEDYNE LECROY Frontline Protocol Analysis System software, and how
to select the data capture method for your specific application.

2.2.1 Opening Data Capture Method
On product installation, the installer creates a folder on the windows desktop labeled "Frontline <version #>".
1. Double-click the " Frontline <version #>" desktop folder

This opens a standard Windows file folder window.

Frontline BPA low energy Hardware & Software User Manual 3
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Chapter 2 Getting Started

?( 4. » Frontline ComProbe Protocol Analysis System 12.11.662.0 »

- Include in library « Share with « Burn Mew folder
-~

) * MName

rites

sktop ‘E‘ J Developrment Tools

whnloads o ; Documentation

cent Places . Maintenance Tools

ogle Drive @ Capture File Viewer

Iries
curments

My Dorcemerts

2. Double-click on Frontline ComProbe Protocol Analysis System and the system displays the Select

Eﬂ ComProbe 802,11 with Wireshark
@ Frontline ComProbe Protocol Analysis System

Selectto open
Capture Methods

Figure 2.2 - Desktop Folder Link

Data Capture Method... dialog.

Note: You can also access this dialog by selecting Start > All Programs > Frontline

(Version #) > Frontline ComProbe Protocol Analysis System

Select Data Capture Method....

=3 Blustoath A Sniffing

=53 Wirtual Sriffing

{:’ Bluetooth Classic/low energy [BPA 600)

Fequirez one ComProbe BPA B00 hardware.

low energy data.

Uszed for typical applications to capture combined Bluetooth Classic and

&3 IEEE11073+

£ CPAS Side

Connected Devices

-
( [ Run ] [ Cancel ] [ Help ] i Create Shortcut When Run

Figure 2.3 - Example: Select Data Capture Method..., BPA 600

Three buttons appear at the bottom of the dialog; Run, Cancel, and Help.
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Select Data Capture Method dialog buttons
Button Description

Becomes active when a capture method is selected. Starts the selected capture
method.

Run
Cancel Closes the dialog and exits the user back to the computer desktop.

Help Opens Frontline Help. Keyboard shortcut: F1.

3. Expand the folder and select the data capture method that matches your configuration.

4. Click on the Run button and the Frontline Control Window will open configured to the selected
capture method.

Note: If you don't need to identify a capture method, then click the Run button to start the
analyzer.

Creating a Shortcut

A checkbox labeled Create Shortcut When Run is located near the
Create Shortout When Run bottom of the dialog. This box is un-checked by default. Select this
checkbox, and the system creates a shortcut for the selected method, and
places itin the "Frontline ComProbe Protocol Analysis System <version#>"
desktop folder and in the start menu when you click the Run button. This function allows you the option to
create a shortcut icon that can be placed on the desktop. In the future, simply double-click the shortcut to
start the analyzer in the associated protocol.

Supporting Documentation

The Frontline <version #>directory contains supporting documentation for development (Automation,
DecoderScript™, application notes), user documentation (Quick Start Guides and the Frontline User Manual),
and maintenance tools.

2.2.2 Frontline® BPA low energy Data Capture Methods

The Frontline Protocol Analysis System has different data capture methods to accommodate various
applications.

Frontline BPA low energy Hardware & Software User Manual



TELEDYNE LECROY Chapter 2 Getting Started

Select Data Capture Method.... =

=149 Blustocth low energy Srifling Requires ane ComProbe BPA low energy hardware o one ComPiobe
¢ A Bluetaoth low energy FBLEA hardware
5 iualSirifing Used for typical applications to capture Elugtooth low energy data.
-4 FT5 Side
A IEEET1073+

Connected Devices

[ Fun ][ Cancel ] [ Help ] [7] Create Shortcut when Fun

Figure 2.4 - BPA low energy Select Data Capture Method
e Bluetooth low energy
o This method requires one Frontline BPA low energy hardware or one Frontline FBLEA hardware.

o Used for typical applications to capture Bluetooth low energy data.

2.3 Control Window

The analyzer displays information in multiple windows, with each window presenting a different type of
information. The Control window opens when the Run button is clicked in the Select Data Capture
Method window. The Control window provides access to each Frontline analyzer functions and settings as
well as a brief overview of the data in the capture file. Each icon on the toolbar represents a different data
analysis function.

% ComProbe Protocol Analysis System - Bluetooth low energy EI = @
File View Live Options Window Help

FHhed¥ LPRH B LW

Configuration: <MNo Device >
Capture file: C:\Users\Public\Documents\Frontine Test EquipmentiMy Capture Files\Capture-2013-05-23_074201.cfa
Capture Status: Paused (Capture to Single File) <1% used Packets on hfw: 0

For Help Press F1 Packet Decoder (0 pps) #0 - 100%

Figure 2.5 - Control Window
Because the Control window can get lost behind other windows, every window has a Home icon @ that
brings the Control window back to the front. Just click on the Home icon to restore the Control window.

When running the Capture File Viewer, the Control window toolbar and menus contain only those
selections needed to open a capture file and display the About box. Once a capture file is opened, the
analyzer limits Control window functions to those that are useful for analyzing data contained in the current
file. Because you cannot capture data while using Capture File Viewer, data capture functions are
unavailable. For example, when viewing Ethernet data, the Signal Display is not available. The title bar of the
Control window displays the name of the currently open file. The status line (below the toolbar) shows the
configuration settings that were in use when the capture file was created.

6 Frontline BPA low energy Hardware & Software User Manual
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2.3.1 Control Window Toolbar

Toolbar icon displays vary according to operating mode and/or data displayed. Available icons appear in color,
while unavailable icons are not visible. Grayed-out icons are available for the Frontline hardware and software
configuration in use but are not active until certain operating conditions occur. All toolbar icons have
corresponding menu bar items or options.

Table 2.1 - Control Window Toolbar Icons
Icon Description

r_ﬂ Open File - Opens a capture file.

'{3}; I/0 Settings - Opens settings

Start Capture - Begins data capture to disk

Stop Capture - Available after data capture has started. Click to stop data capture. Data can
be reviewed and saved, but no new data can be captured.

gl = e

Save - Saves the capture file.

"
M

Clear - Clears or saves the capture file.

Event Display - (framed data only) Opens a Event Display, with the currently selected bytes
highlighted.

Frame Display - (framed data only) Opens a Frame Display, with the frame of the currently
selected bytes highlighted.

Notes - Opens the Notes dialog.

Cascade - Arranges windows in a cascaded display.

Low energy - Opens the low energy Timeline dialog.

MSC Chart - Opens the Message Sequence Chart

Bluetooth low energy Packet Error Rate Statistics - Opens the Packet Error Rate Statistics
window.

= EHElad B Y

2.3.2 Configuration Information on the Control Window

The Configuration bar (just below the toolbar) displays the hardware configuration and may include I/O
settings. It also provides such things as name of the network card, address information, ports in use, etc.

IC-:unFiguratiDn: Displays hardware configuration, network cards, address information, ports in use, etc. I

Frontline BPA low energy Hardware & Software User Manual 7
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2.3.3 Status Information on the Control Window

The Status bar located just below the Configuration bar on the Control window provides a quick look at
current activity in the analyzer.

Capture Status: | @ Mok Active (Capture to Single File)  Mf&  used| Utilization: 0% Host | 0% Control | Events: 0

o Capture Status displays Not Active, Paused or Running and refers to the state of data capture.
o Not Active means that the analyzer is not currently capturing data.
o Paused means that data capture has been suspended.
o Running means that the analyzer is actively capturing data.

o % Used

The next item shows how much of the buffer or capture file has been filled. For example, if you are
capturing to disk and have specified a 200 Kb capture file, the bar graph tells you how much of the
capture file has been used. When the graph reaches 100%, capture either stops or the file begins to
overwrite the oldest data, depending on the choices you made in the System Settings.

« Utilization/Events

The second half of the status bar gives the current utilization and total number of events seen on the
network. This is the total number of events monitored, not the total number of events captured. The
analyzer is always monitoring the circuit, even when data is not actively being captured. These graphs
allow you to keep an eye on what is happening on the circuit, without requiring you to capture data.

2.3.4 Frame Information on the Control Window

Frame Decoder information is located just below the Status bar on the Control window. It displays two pieces
of information.

IFl:ur Help Press F1 Frame Decoder (233 fps)  BEalemeEih RS a]nks

« Frame Decoder (233 fps) displays the number of frames per second being decoded. You can toggle this
display on/off with Ctrl-D, but it is available only during a live capture.

o #132911 displays the total frames decoded.

o 100% displays the percentage of buffer space used.

2.3.5 Control Window Menus

The menus appearing on the Control window vary depending on whether the data is being captured live or
whether you are looking at a .cfa file. The following tables describe each menu.

Table 2.2 - Control Window File Menu Selections
Hot

Mode Selection Description
Key

Live Close Closes Live mode.

8 Frontline BPA low energy Hardware & Software User Manual
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Table 2.2 - Control Window File Menu Selections (continued)

Mode Selection Hot Description
Key
Capture | Go Live Returns to Live mode
File
Reframe If you need to change the protocol stack used to interpret a
capture file and the framing is different in the new stack, you
need to reframe in order for the protocol decode to be correct.
See Reframing on page 36
Unframe Removes start-of-frame and end-of-frame markers from your
data. SeeUnframing on page 36
Recreate This option is available when you are working with decoders. If
Companion File you change a decoder while working with data, you can
recreate the ".frm file", the companion file to the ".cfafile".
Recreating the ".frm file" helps ensure that the decoders will
work properly.
Reload Decoders The plug-ins are reset and received frames are decoded again.
Live & Open Capture File | Ctrl- | Opens a Windows Open file dialog. at the default location
Capture -O | "...\Public Documents\Frontline Test Equipment\My Capture
File Files\". Capture files have a .cfa extension.
Save Ctrl- [ Saves the current capture or capture file. Opens a Windows
S Save As dialog at the default location "...\Public
Documents\Frontline Test Equipment\My Capture Files\".
Exit ComProbe Shuts down the ComProbe Protocol Analysis System and all
Protocol Analysis open system windows.
System
Recent capture files A list of recently opened capture files will appear.

The View menu selections will vary depending on the Frontline analyzer in use.

Table 2.3 - Control Window View Menu Selections

Mode Selection Hot key Description
Live & | Event Display Ctrl- Opens the Event Display window for analyzing byte level
Capture Shift-E | data.
File
Frame Display Ctrl- Opens the Frame Display window for analyzing protocol
Shift-M | level data

Bluetooth low
energy Timeline

Opens the Bluetooth low energy Timeline window for
analyzing protocol level data in a packet chronological
format and in packet throughput graph.

Bluetooth low

energy Packet Error

Rate Statistics

Opens the Bluetooth low energy PER Stats window to
show a dynamic graphical representation of the error rate
for each low energy channel.

Frontline BPA low energy Hardware & Software User Manual
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Table 2.4 - Control Window Edit Menu Selections

Mode Selection nfEs Description
key
Capture | Notes Ctrl- Opens the Notes window that allows the user to add
File Shift- | comments to a capture file.
@]

The Live menu selections will vary depending on the Frontline analyzer in use.

Table 2.5 - Control Window Live Menu Selections

Mode Selection Hoks Description
Key

The following two rows apply to all Frontline products except Set in Target.

Live Start Capture Shift- [ Begins data capture from the configured wireless devices.
F5
Stop Capture F10 Stops data capture from the configured wireless devices.

The following rows apply to all Frontline products

Live Clear Shift- | Clears or saves the capture file.
F10

10 Frontline BPA low energy Hardware & Software User Manual
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Table 2.5 - Control Window Live Menu Selections (continued)

Mode Selection Mo Description
Key

Live & | Hardware Settings 0 - Classic
Capture ’ hl
File 1 - Bluetooth low energy

1/0 Settings 0 - Classic

1 - Bluetooth low energy
System Settings Alt- Opens the System Settings dialog for configuring capture
Enter | files.

Directories...

Opens the File Locations dialog where the user can change
the default file locations.

Check for New
Releases at Startup

When this selection is enabled, the program automatically
checks for the latest Frontline protocol analyzer software
releases.

Side Names...

Opens the Side Names dialog used to customize the
names of the slave and master wireless devices.

Protocol Stack...

Opens the Select a Stack dialog where the user defines the
protocol stack they want the analyzer to use when
decoding frames.

Set Initial Decoder
Parameters...

Opens the Set Initial Decoder Parameters window. There
may be times when the context for decoding a frame is
missing. For example, if the analyzer captured a response
frame, but did not capture the command frame, then the
decode for the response may be incomplete. The Set Initial
Decoder Parameters dialog provides a means to supply the
context for any frame. The system allows the user to define
any number of parameters and save them in templates for
later use.Each entry in the window takes effect from the
beginning of the capture onward or until redefined in the Set
Subsequent Decoder Parameters dialog. This selection is
not present if no decoder is loaded that supports this
feature.

Set Subsequent
Decoder
Parameters...

Opens the Set Subsequent Decoder Parameters dialog
where the user can override an existing parameter at any
frame in the capture. Each entry takes effect from the
specified frame onward or until redefined in this dialog on a
later frame. This selection is not present if no decoder is
loaded that supports this feature.

Automatically
Request Missing
Decoder
Information

When checked, this selection opens a dialog that asking for
missing frame information. When unchecked, the analyzer
decodes each frame until it cannot go further and it stops
decoding. This selection is not present if no decoder is loaded
that supports this feature.

Enable/Disable
Audio Expert
System

When enabled, the Audio Expert System is active, other
wise it is not available. Only available when an Audio
Expert System licensed device is connected.

Frontline BPA low energy Hardware & Software User Manual
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The Windows menu selection applies only to the Control window and open analysis windows: Frame

Display, Event Display, Message Sequence Chart, Bluetooth Timeline, Bluetooth low energy
Timeline, and Coexistence View. All other windows, such as the datasource, are not affected by these
selections.

Table 2.6 - Control Window Windows Menu Selections

Mode Selection Al Description
Key
Live & | Cascade Ctrl-W [ Arranges open analysis windows in a cascaded view with
Capture window captions visible.
File
Close All Views Closes Open analysis windows.
Minimize Control When checked, minimizing the Control window also
Minimizes All minimizes all open analysis windows.
Frame Display and When these windows are open the menu will display these
Event Display selections. Clicking on the selection will bring that window
to the front.

Table 2.7 - Control Window Help Menu Selections

Mode Selection Hot-Key Description
Live & Help Topics Opens the Frontline Help window.
Capture . . . .
File About Frontline Provides a pop-up showing the version and release
Protocol Analysis information, Frontline contact information, and copyright
System information.
Support on the Web Opens a browser to fte.com technical support page.

2.3.6 Minimizing Windows

Windows can be minimized individually or as a group when the Control window is minimized. To minimize
windows as a group:

1. Go tothe Window menu on the Control @ window.

2. Select Minimize Control Minimizes All. The analyzer puts a check next to the menu item,
indicating that when the Control window is minimized, all windows are minimized.

3. Selectthe menu item again to deactivate this feature.

4. The windows minimize to the top of the operating system Task Bar.

12 Frontline BPA low energy Hardware & Software User Manual
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Chapter 3 Configuration Settings

In this section the Frontline software is used to configure an analyzer for capturing data .

3.1 BPAle I/O Settings - Datasource

3.1.1 BPA Low Energy datasource Toolbar/Menu

The datasource dialog toolbar and menu options are listed below.

Table 3.1 - BPA Low Energy Datasource Toolbar

Icon

Description

Start Sniffing button to begin sniffing. All settings are saved automatically when you
start sniffing.

Pause button to stop sniffing.

=

Save button to save the configuration if you made changes but did not begin sniffing. All
settings are saved automatically when you start sniffing.

o

Help button opens the help file.

Table 3.2 - BPA Low Energy datasource Menu

Menu Item Description

File

Save and Exit options, self explanatory.

View

Hides or displays the toolbar

BPA Low Energy | Start Sniffing, Stop Sniffing

Help

Opens ComProbe Help, and About BPA Low Energy.

Frontline BPA low energy Hardware & Software User Manual
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3.1.2 BPA low energy Devices Under Test

You can select the ComProbe BPA low energy analyzer for sniffing Bluetooth low energy communications on
available devices.

Note: Frontline BPA LE supports Bluetooth low energy features through Bluetooth 4.2,
except optional extended packet length.

€3 EPA Low Energy datasource I. = ih,l

File VWiew BPALow Energy Help
@Ol HY

Devices Under Test | LE Device Database | BPA low energy Information

LE Device: (ked0ff50839370) Tile -
LE Encryption

Long Temn Key: PINADOEB data:

[] Sriffer Diagnostics
[] Fitter out ADV packets for Non-corfigured devices

Clear

Figure 3.1 - BPA Low Energy datasource Devices Under Test Tab

The default value in the LE Device drop down is Sync with First Master. Devices in the LE Device
Database may be selected. Once a device is selected or if any other change is made to the Devices Under
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Test tab, the toolbar save button E becomes available. Clicking on this button will save the current Devices
Under Test settings that will be available the next time you open ComProbe BPA low energy analysis.

To begin sniffing Bluetooth low energy simply click the red Start button o on the datasource toolbar.

Specifying the LE Device Address

You may specify the LE device you are testing by typing in or choosing its address (BD_ADDR). You can type it
directly into the drop down, or choose it from the existing previous values list in the drop down.

Alternatively you can open the LE Device Database tab, right-click on any device in the list, and click on
Select LE Device in the pop-up menu. The selected device's BD_Addr and Nickname will appear in the
LE Device field.

To enter the device manually type the address - 12 digit hex number (6 octets). The "0x" is automatically

typed in the drop down control.

Note: If one device changes its address and the other device does not, then select the
device address that does not change for the LE Device Address field.

Once you have the devices address identified, the next step is to identify the Encryption.

LE Encryption

LE Encipption
Long Tem Key FINADOE data

Figure 3.2 - BPA low energy Devices Under Test LE Encryption
1. Enter the Long Term Key for the LE Encryption.

The Long Term Key is similar to the Link key in Classic. Itis a persistent key that is stored in both devices
and used to derive a fresh encryption key each time the devices go encrypted.

Click here to learn more about the Long Term Key.

In LE, the long term key is generated solely on the slave device and then, during pairing, is distributed to a
master device that wants to establish an encrypted connection to that slave in the future. Thus the long term
key is transmitted over the air, albeit encrypted with a one-time key derived during the pairing process and
discarded afterwards (the so called short term key).

The long term key is directional, i.e. it is only used to for connections from the master to the slave (referring
to the roles of the devices during the pairing process). If the devices also want to connect the other way
round in the future, the device in the master role (during the pairing process) also needs to send its own long
term key to the device in the slave role during the pairing process (also encrypted with the short term key of
course), so that the device which was in the slave during the pairing process can be a master in the future and
connect to the device which was master during the pairing process (but then would be in a slave role).

Since most simple LE devices are only ever slave and never master at all, the second long term key exchange
is optional during the pairing process.

Note: f you use Copy/Paste to insert the Long Term Key , ComProbe software will auto
correct (remove invalid white spaces) to correctly format the key

Frontline BPA low energy Hardware & Software User Manual 15
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2. Enter a PIN or out-of-band (OOB) value for pairing.
This optional information offers alternative pairing methods.

Click here to learn more about these possible pairing values.
One of two pieces of data allow alternative pairing:

1. PIN is a six-digit (or less if leading zeros are omitted) decimal number.

2. Out-of-Band (OOB) data is a 16-digit hexadecimal code which the devices exchange via a channel that is
different than the le transmission itself. This channel is called OOB.

For off-the-shelf devices we cannot sniff OOB data, but in the lab you may have access to the data exchanged
through this channel.

Click here to see how to capture data after completing the configuration.

Sniffer Diagnostics: Checking this box will record communications traffic between ComProbe software
and the ComProbe BPA low energy hardware. Most often used in conjunction with Frontline Technical
Support instructions should the user have problems with their hardware. Checking this box will not affect
capture, analysis, or display of data.

Filter out ADV packets for Non-Configured devices: Checking this box will filter out advertising packets
from devices not specified in the LE Device field. If "Sync with First Master" has been selected in the LE
Device field checking this box will have not affect. the purpose of this option is to reduce the advertising
traffic in situations where there are many devices; advertising traffic can clutter the captured data with
unnecessary packets.

3.1.3 BPA Low Energy LE Device Database

The LE Device Database contains information about low energy devices that have been discovered or
entered by the user.

&) BPA Low Energy datasource = =

File View BPALowEnergy Help
e HO

Devices Under Test | LE Device Database | BPA low energy Information |

BD Addr BD Addr Type Identity Resolving Key (IRK) Nickname
0xd0ff5083937 Public 0x00000000000000000000000000000000 Tile
Oxcedd 1770 1824 Public 0x00000000000000000000000000000000

0x472b6c789571 Public 0x00000000000000000000000000000000

Oxeal4fed798c3 Public 0x00000000000000000000000000000000 Device 1
0x000000000000 Public 0x00000000000000000000000000000000 <Added Device>

Figure 3.3 - BPA Low Energy datasource LE Device Database Tab

The LE Device Database is automatically updated when you perform certain operation such as entering
encryption information from the Devices Under Test dialog.

Device Control Menu

BD Addr BD Addr Type Identity Resolving Key (IRK)
Right-clicking anywhere in Oxd0ff5083937h Public Ox00000000000000000000000000000000
the device list will display the Dxcedo 17701824 m . I
device control menu that will Ox472h6c739571 Public Select LE Device
Select, Delete, or Add a Oxea 14fed 79603 Public Delete LE Device(s)
device.. Clicking on one of .
these menu items will Add LE Device
perform the following
actions.
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Table 3.3 - LE Device Database Control Menu

Menu

Item Action

Test.

Select | Will place this device into the LE Device field in the Device Under Test tab. The device must
be selected/highlighted in the list prior to making this menu selection. If multiple devices have
been selected/highlighted in the list, the first device in the list is placed in the Device Under

devices in the list will delete all of those devices.

Delete | Will deleted the selected/highlighted device from the database. Selecting/highlighting multiple

Add Used for manual entry of a device into the database. A new device entry will append to the

Addr Type field, double click and tab to select available types. See the following image.

end of the device list. To enter data double click on the field and type in the data. For the BD_

| Public 0x00000000000000000000000000000000 <Added Device> |
Figure 3.4 - Add Menu Option Fields Display
Editing a Device

Any device entry can be edited by double-clicking in the field. An edit box will open and new device
information can be typed in.

BD Addr BD Addr Type Identity Resolving Key (IREK) Mickname

T et PV . 00000000000000000000000002000000 Tie

Figure 3.5 - Editing IRK Field

When editing the BD_Addr Type field "<Tab to toggle>" appears. Press the keyboard Tab key until your
selected device address type appears.

LE Device Database Fields
In the LE Device Database table the following columns appear.

Table 3.4 - BPA Low Energy Datasource LE Device Database Fields

is a 48 bit randomly generated address. "Private" address is a 48 bit

is generated using an IRK.

Column Description
BD_Addr The address of the Bluetooth low energy device
BD_Addr Type May be either "Public" or "Random". "Public"addresses are set to BD _

Addr. "Random" is either a 'static" or "private" address. "Static" address

"non-resolvable" address or "resolvable' address. A "resolvable" address

(IRK) host device with alist of IRKs can search the list to identify a peer

used to identify Bluetooth low energy devices that have previously
authenticated.

Identity Resolving Key Will appear when BD_Addr Type is Random, Private, and Resolvable. A

device that has previously authenticated with the host. This field can be

Nickname A user-added name for the device, often used to make device
identification easier during the analysis. Can be any alpha-numeric
string.

Frontline BPA low energy Hardware & Software User Manual
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3.1.4 BPA low energy Datasource Information

The ComProbe BPA low energy Information tab is one of the three tabs that appear when you first start the
low energy analyzer.

%4 BPA Low Energy datasource . &

File View BPA LowEnergy Help
el HY

| Devices Under Test | LE Device Database | BPA low energy Information

FEA3D422 Refresh Device List

Update Fimware... ]

Firmware Version: BPA 600 268 (17-Apr-14) BERA 600 (k23)

Figure 3.6 - BPA low energy Information Tab
There are several pieces of information on this display:

« Displayed in the text window is the serial number of the connected BPA 600 device. To update the device
list click Refresh Device List.

« If you want to load the latest ComProbe BPAle hardware firmware, you select the Update Firmware
button..

o The current firmware is displayed under Firmware Version.
3.1.5 BPA low energy Update Firmware
When you select the Update Firmware on the BPA Low Energy datasource information tab, the

Update BPA low energy ComProbe firmware dialog appears. You use this dialog to update your low
energy analyzer with the latest firmware.

It is very important that you update the firmware. If the firmware versions are not the same, you will not be
able to start sniffing.
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e =~

Update BPA low energy ComProbe firmware

File: Z:\Program Files {x86)\Frontiine Test System IIFrontline ComProbe Protocol Analysis Syskerm 12

Skatus: Ertor opening DFL File

Flash Device Done | | Help

Figure 3.7 - BPA low energy Information Tab Update Firmware Dialog
1. Make sure the ComProbe BPA low energy analyzer is attached.
2. Select the location of the firmware file.

3. Select Flash Device. The download begins, with the Status bar displaying the progress. When the
download is complete, you can check the firmware version by checking the Status field.

4. Select Done when the update is finished.

3.2 Decoder Parameters

Some protocol decoders have user-defined parameters. These are protocols where some information cannot
be discovered by looking at the data and must be entered by the user in order for the decoder to correctly
decode the data. For example, such information might be a field where the length is either 3 or 4 bytes, and
which length is being used is a system option.

There may be times when the context for decoding a frame is missing. For example, if the analyzer captures a
response frame but does not capture the command frame, then the decode for the response may be
incomplete. The Set Initial Decoder Parameters window allows you to supply the context for any frame.
The dialog allows you to define any number of parameters and save them in a template for later use

The decoder template function provides the capacity to create multiple templates that contain different
parameters. This capability allows you to maintain individual templates for each Bluetooth® network
monitored. Applying a template containing only those parameters necessary to decode transmissions
particular to an individual network, enhances the efficiency of the analyzer to decode data.

If you have decoders loaded which require decoder parameters, a window with one tab for every decoder
that requires parameters appears the first time the decoder is loaded.

For help on setting the parameters, click the Help button on each tab to get help information specific to that
decoder.

If you need to change the parameters later,

o Choose Set Initial Decoder Parameters... from the Options menu on the Control and Frame
Display windows.

Frontline BPA low energy Hardware & Software User Manual 19



TELEDYNE LECROY Chapter 3 Configuration Settings

Options | Window  Help

Hardware Settings 2
I/0 Settings b
Systern Settings... Alt+Enter
Directories...

v | Check for New Releases at Startup

| Side Mames...

Protocol Stack...
Set Initial Decoder Parameters...

Set Subsequent Decoder Parameters...

v Automatically Request Missing Deceding Infermation

Figure 3.8 - Select Set Initial Decoder Parameters... from Control window

The Set Initial Decoder Parameters window opens with a tab for each decoder that requires
parameters.

Set Initial Decoder Parameters

9= H

|AVDTF‘ | Security | L2CAP | RFCOMM | A20F | Use | iPx | TCP | uDP |

Temnplate

Figure 3.9 - Tabs for each decoder requiring parameters.

o Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the
capture onward or until redefined in the Set Subsequent Decoder Parameters dialog.

Override Existing Parameters

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter
o Select the frame where the change should take effect

o Select Set Subsequent Decoder Parameters... from the Options menu, and make the needed
changes. You can also right-click on the frame to select the same option.

20 Frontline BPA low energy Hardware & Software User Manual



Chapter 3 Configuration Settings TELEDYNE LECROY

Options | Window Help

Directories...
v Check for New Releases at Startup

Side Mames...

Protocol Stack...
Set Initial Decoder Parameters...
i Set Subsequent Decoder Parameters...

v Automatically Request Missing Deceding Information

Figure 3.10 - Set Subsequent Decoder Parameters... from Control window

OrEa8QCGO D ™ | RRB R
Unfiltered | Info | Configured BT low energy devices | Enors |
Baseband | LMP | PreConnection-FHS | Bluetooth FHS | L2CAP | SDP W—
B.. Frameft Fole Addr. DLl Charnel  Frame Type P/AF Bt Cmd.. Cmd Type =
50 Master 1 0x00 a SABh 1
51 Slave 1 0x00 a A 1
52 I aster 1 000 0 UIH a Com... Param. Meg.
A3 Slave 1 0«00 1] UIH 0 FRes.. Param. Neg.I A

Set Subsequent Decoder Parameters

H52. RFCOMM

Rules in effect from frame #52 onward until redefined here for a later frame:

Onthe Slave side, with Server Channel 13, RFCOMM is camying Hands Free { Ovenidden by user )

Change the Selected temto Camy | Hands Free =
o]

Figure 3.11 - Example: Set Subsequent Decode for Frame #52, RFCOMM

« Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame
onward or until redefined in this dialog on a later frame.

« The Remove Override button will remove the selected decode parameter override.
« The Remove All button will remove all decoder overrides.

If you do not have decoders loaded that require parameters, the menu item does not appear and you don't
need to worry about this feature.

3.2.1 Decoder Parameter Templates

3.2.1.1 Select and Apply a Decoder Template

1. Select Set Initial Decoder Parameters... from the Options menu on the Control @ window

or the Frame Display @ window.
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2.

Click the Open Template Fg icon in the toolbar and select the

_ ﬁ m x |Temp|ate F

desired template from the pop up list. The system displays the
content of the selected template in the Initial Connections list at F'_| Frontlinel ‘

the top of the dialog Frontline?
Click the OK button to apply the selected template and decoders' Frontline2 1 '
. . i, . al |
settings and exit the Set Initial Decoder Parameters dialog. - Frontline2 .
the
L"E Frontlings I

3.2.1.2 Adding a New or Saving an Existing Template

Add a Template

A template is a collection of parameters required to completely decode communications between multiple
devices. This procedure adds a template to the system and saves it for later use:

1.

Click the Save E button at the top of the Set Initial S ——
Decoder Parameters dialog to display the Template
Manager dlalog Mame Ta Save Template As: Cancel

Frantlined

Enter a name for the new template and click OK. Cuntertly Saved Templates For This Objast Tupe:

Frontling

The system saves the template and closes the Template FrontineZ
Manager dialog. i

Frontlined
Frontline5

Click the OK button on the Set Initial Decoder
Parameters window to apply the template and close the
dialog.

Save Changes to a Template

This procedure saves changes to parameters in an existing template.

1.

After making changes to parameter settings in a user defined template, click the Save E button at
the top of the Set Initial Decoder Parameters window to display the Template Manager dialog.

Ensure that the name of the template is listed in the Name to Save Template As text box and click
OK.

The system displays a dialog asking for confirmation of the change to the existing template. Click the
Yes button.

The system saves the parameter changes to the template and closes the Save As dialog.

Click the OK button on the Set Initial Decoder Parameters window to apply the template and
close the window.

3.2.1.3 Deleting a Template

22

1.

After opening the Set Initial Decoder Parameters window click the Delete { button in the

toolbar.

The system displays the Template Manager dialog with a list of saved templates.
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2. Select (click on and highlight) the template marked for deletion and click the Delete button.
The system removes the selected template from the list of saved templates.
3. Click the OK button to complete the deletion process and close the Delete dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the deletion and
close the dialog.

3.2.2 Selecting A2DP Decoder Parameters

Decoding SBC frames in the A2DP decoder can be slow if the analyzer decodes all the parts (the header, the
scale factor and the audio samples) of the frame. You can increase the decoding speed by decoding only the
header fields and disregarding other parts. You can select the detail-level of decoding using the Set Initial
Decoder Parameters window.

Note: By default the decoder decodes only the header fields of the frame.
1. Select Set Initial Decoder Parameters from the Options menu on the Control window or the
Frame Display window.
2. Click on the A2DP tab.

3. Choose the desired decoding method.

| AVDTP | Security | L2CAP | RFCOMM | A2DP |use |IPx | TCP | uDP |

SBC frames decoding Information
@) Decode only the header fields of the SBC frame in detail

Decode all the parts (the header, the scale factors and the audio samples ) of the
SBC frame in detail

Figure 3.12 - A2DP Decoder Settings
4. Follow steps to save the template changes or to save a new template.
5. Click the OK button to apply the selection and exit the Set Initial Decoder Parameters window.

3.2.3 L2CAP Decoder Parameters
3.2.3.1 About L2CAP Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture onward
or until redefined in the Set Subsequent Decoder Parameters dialog.

AVDTP [ Securty | L2CAP [RFcOMM [A2DP [use [ipx  [TcP [upe |

Initial Connections i effect from beginning of capture orward urtil redefined in the Set Subsequent Decoder Parameters dialog)

Stream Master -
Charnel ID
Address

DataSource(DS) No. {set Ofor Single DS)

Caries (PSM) = Raw Data - -

Figure 3.13 - L2CAP Decoder parameters tab
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The L2CAP Set Initial Decoder Parameters dialog requires the following user inputs to complete a
Parameter :

« Stream - This identifies the role of the device initiating the frame (master or slave)
o Channel ID - The channel number 0 through 78

o Address - This is the physical connection values for the devices. Each link in the net will have an address.
A piconet can have up to seven links. The Frame Display can

provide address information. o Frame 37: [Slave] Len=27
+- Bazeband:

« Data Source (DS) No. -When only one data source is employed, - L2CAP:
set this parameter to O (zero), otherwise, set to the desired data P
source number.

Rale: Slave

Carries (PSM) - Select the protocol that L2CAP traverses to from the

. - Channel 1D: 020040 [SDP)
following:

- S0P

« AMP Manager
o AMP Test Manager
. SDP
« RFCOMM
« TCS
o LPMP
« BNEP
« HCRP Control
« HCRP Data
. HID
« AVCTP
o AVDTP
o« CMTP
« MCAP Control
« |EEE P11073 20601
« -Raw Data-
Adding, Deleting, and Saving L2CAP Parameters
1. From the Set Initial Decoder Parameters window, click on the L2ZCAP tab.
2. Setorselectthe LZCAP decoder parameters.

3. Click on the ADD button. The Initial Connection window displays the added parameters.
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Initial Cannections {in effect from beginning of capture onward until redefined in the Set Subsequent Decoder Parameters dialog):

On the Slave side, with CID GeD000, Address 0, and DataSource 1, L2CAF is camying AMP Test Manager
On the Master side, with CID (D000, Address 0, and DataSource 2, L2CAP is camying SMP
On the Master side, with CID (l0de, Address 0, L2CAF is camying — Raw Data -

Figure 3.14 - Parameters Added to Decoder

4. To delete a parameter from the Initial Connections window, select the parameter and click on the

Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as

described above, and recreate the parameter with the changed settings and selections and then click

on the Add button.

6. L2CAP parameters are saved when the template is saved.

3.2.3.2 L2CAP Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any

frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:

1. Select the frame where the change should take effect

2. Select Set Subsequent Decoder Parameters from
the Options menu, or by selecting a frame in the frame
display and choosing from the right-click pop-up menu,
and make the needed changes. Refer to

3. Change the L2CAP parameter by selecting from the rule
to change, and click on the listed parameters.

4. If you wish to remove an overridden rule click on
Remove Override button. If you want to remove all
decoder parameter settings click on Remove All.

5. Click OK.

Each entry in the Set Subsequent Decoder Parameters
dialog takes effect from the specified frame onward or until
redefined in this dialog on a later frame.

Note: If the capture has no user defined overrides, then the
system displays a dialog stating that no user defined

overrides exist.

3.2.4 RFCOMM Decoder Parameters
3.2.4.1 About RFCOMM Decoder Parameters

Each entry in the Set Initial Decoder Parameters dialog takes effect from the beginning of the capture

A Slave B (L0001 (Sionalind]

This is the Summary Pane

Copy Selection to Clipboard
Save Selection...

Go To...

Show Frame Size Column
Show Timestamp Column
Show Delta Column

Add New Column (Help)
Remowve New Column
Change Column Order (Help)

Restore Default Columns

Add Bookmark...
Export...

Provide L2CAP Rules...
Provide RFCOMM Rules...

Set Subsequent Decoder Parameters...

Show Hidden Panes

onward or until redefined in the Set Subsequent Decoder Parameters dialog.

Frontline BPA low energy Hardware & Software User Manual
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| AvDTP | Secury | L2cap | RFCOMM |a2pP [usB [P [TcP | uoP |

Iniial Connections in effect from beginning of capture omward unti redsfined inthe Set Subsequent Decoder Parameters dialog):

Stream

Server Charnel 5

oLel 0

DataSource(DS) Ho. (set Ofor Single DS) 0

Carries (UUID) [oBex -

Figure 3.15 - RFCOMM parameters tab

The RFCOMM Set Initial Decoder Parameters tab requires the following user inputs to complete a
parameter:

« Stream - Identifies the role of the device initiating the frame (master or slave)
« Server Channel - The Bluetooth® channel number O through 78

o DLCI - This is the Data Link Connection Identifier, and identifies the ongoing connection between a client
and a server

« Data Source (DS) No.- When only one data source is employed, set this parameter to O (zero),
otherwise, set to the desired data source

« Carries (UUID) - Select from the list to apply the Universal Unique Identifier (UUID) of the application
layer that RFCOMM traverses to from the following:

o OBEX

o SPP

o encap asyncPPP

o Headset

o FAX

o Hands Free

o SIM Access

o VCP

o UDI

o -Raw Data-

Adding, Deleting, and Saving RFCOMM Parameters

1. From the Set Initial Decoder Parameters window, click on the RFCOMMtab.
2. Setor selectthe RFCOMMdecoder parameters.

3. Click on the ADD button. The Initial Connection window displays the added parameters.

Inital Connections (i effect from beginning of capture onward unti redefined)

piconet 2 on th Slave side with the L2CAP CID (0000 and with the remote sids TSID 0. the AVDTP is ca gnisling packets (Madfied by user
In the picenet 2 an the Master side with the L2CAP CID (+0000 and wih the remete side TSID -1, the AVDTP is camying Rparting packets (Modficd by user)
n the piconet 2 on the Master side with the L2CAP CID &x0000 and with the remote side TSID 0, the AVDTP is canying Unknown (Modfied by user)

Figure 3.16 - Parameters Added to Decoder
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4. To delete a parameter from the Initial Connections window, select the parameter and click on the
Delete button.

5. Decoder parameters cannot be edited. The only way to change a parameter is to delete the original as
described above, and recreate the parameter with the changed settings and selections and then click
on the Add button.

6. RFCOMM parameters are saved when the template is saved as described in on page 1

3.2.4.2 RFCOMM Missing Decode Information

ComProbe software usually determines the protocol carried in an RFCOMM payload by monitoring previous
traffic. However, when this fails to occur, the Missing Decoding Information Detected dialog appears
and requests that the user supply the missing information.

The following are the most common among the many possible reasons for a failure to determine the
traversal:

o The capture session started after transmission of the vital information
o The analyzer incorrectly received a frame with the traversal information

« The communication monitored takes place between two players with implicit information not included in
the transmission

In any case, either view the RFCOMM payload of this frame (and other frames with the same channel) as hex
data, or assist the analyzer by selecting a protocol using this dialog.

Note that you may use the rest of the analyzer without addressing this dialog. Additional information gathered
during the capture session may help you decide how to respond to the request for decoding information.

If you are not sure of the payload carried by the subject frame, look at the raw data shown under data in the
Decode pane in the Frame Display. You may notice something that hints as to the profile in use.

In addition, look at some of the frames following the one in question. The data may not be recognizable to the
analyzer at the current point due to connection setup, but might be discovered later on in the capture.

3.2.4.3 RFCOMM Override Decode Information

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter:
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Select the frame where the change should take effect,
and select Set Subsequent Decoder Parameters
from the Options menu, or by selecting a frame in the
frame display and choosing from the right-click pop-up
menu, and make the needed changes.

Change the RFCOMM parameter by selecting from the
Change the Selected Item to Carry drop down list.

If you wish to remove an overridden rule click on
Remove Override button. If you want to remove all
decoder parameter settings click on Remove All.

Choose the protocol the selected item carries from the
drop-down list, and click OK.

Each entry in the Set Subsequent Decoder Parameters
dialog takes effect from the specified frame onward or until
redefined in this dialog on a later frame.

28

Chapter 3 Configuration Settings

This is the Summary Pane

Copy Selection to Clipboard
Save Selection...

Go To...

Show Frame Size Column
Show Timestamp Column
Show Delta Celumn

Add Mew Column (Help)
Remove New Colurn
Change Column Order (Help)
Restore Default Columns

Add Bookmark...
Export...

Provide L2CAP Rules...
Provide RFCOMM Rules...

Set Subsequent Decoder Parameters...

Show Hidden Panes

Set Subsequent Decoder Parameters ===
#131. RFCOMM
Rules in effect from frame #131 onward urtil redefined here for a later frame
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Figure 3.17 - Set Subsequent Decoder Parameters selection list

Note: If the capture has no user defined overrides, then the system displays a dialog

stating that no user defined overrides exist.
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Everywhereyoulook

Chapter 4 Capturing and Analyzing Data

The following sections describe the various ComProbe software functions that capture and display data
packets.

4.1 Capture Data

4.1.1 Air Sniffing: Positioning Devices

When capturing over the air packets, proper positioning of the Frontline hardware and the Devices Under
Test (DUTs) will result in the best possible captures and will mitigate sources of path loss and interference.
The following procedures will help optimize the capture process especially if you are have problems
obtaining reliable ...captures.

Problems with indoor radio propagation

Even in free space, it is well understood that radio frequencies attenuate over distance. The free-space rule-
of-thumb dictates that radio energy decreases in strength by 20 dB by each 10-to-1 increase in range. In the
real-world, the effects of objects in an outdoor environment cause reflection, diffraction, and scattering
resulting in greater signal losses. Indoors the situation can be worse. Reflections occur from walls and other
large flat surfaces. Diffraction occurs from objects with sharp edges. Scattering is produced from objects with
rough surfaces and from small objects. Also any object directly in the path of the radiation can present a hard
or soft partition depending on the partition's material properties. Path losses from partitions are difficult to
estimate.

Estimating indoor propagation loss

1
One estimate of indoor path loss, based on path loss data from a typical building, provides a Tange*s power
rule. At 2.4 GHz, the following relationship provides an approximate estimate of indoor path loss:

Indoor Path Loss (in dB) = 40 + 35Log,, (range, in meters)

This approximation is expected to have a variance of 13 dB.
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Mitigating path loss and interference

Bluetooth device design contributes to mitigating environmental effects on propagation through spread
spectrum radio design, for example. However, careful planning of the testing environment can also
contribute to reliable data capture process.

The first step to ensuring reliable air-sniffing data capture is to understand the RF characteristics of the
Devices Under Test (DUTs). The Bluetooth Class, antenna types, and radiation patterns are all important factors
that can affect the placement of the DUTs and the Frontline hardware. Radiation patterns are rarely spherical,
so understanding your device's radiation patterns can greatly enhance successful data capture. Position
devices to avoid radiation attenuation by the surroundings.

This step is optional: Consider conductive testing to establish a baseline capture. Conductive testing isolates
the DUTs and analyzer from environmental effects.

The next step is to ensure that the testing environment is as clutter-free as possible.

o Line-of-sight obstructions should be eliminated between the Frontline hardware and the DUTs because
they cause a reduction in signal strength. Obstructions include, but are not limited to: water bottles,
coffee cups, computers, computer screens, computer speakers, and books. A clear, unobstructed line-of-
sight is preferred for DUT and Frontline hardware positioning.

« If using an analyzer connected to a computer, position the computer on an adjacent table or surface away
from the analyzer and DUTs, taking advantage of the cables' length. If this is not possible, position the
computer behind the analyzer as far away as possible. If using the Frontline FTS4BT, which is a dongle,
either use an extension USB cable or position the computer such that the dongle is positioned towards the
DUTs.

o The preferred placement is positioning the DUTs and the Frontline hardware at the points of an
equilateral triangle in the same horizontal plane, i.e. placed on the same table or work surface. The sides
of the triangle should be between 1 and 2 meters for Bluetooth transmitter classes 1 and 2. The distance
for transmitter class 3 should be 1/2 meter.

Figure 4.1 - Devices Equally Spaced in the Same Horizontal Plane

Finally, eliminate other RF sources.
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o Wi-Fiinterference should be minimized or eliminated. Bluetooth shares the same 2.4 GHz frequency
bands as Wi-Fi technology. Wi-Fi interference can cause loss of packets and poor captures. In a laboratory
or testing environment do not place the DUTs and Frontline hardware in close proximity with Wi-Fi
transmitting sources such as laptops or routers. Turning off Wi-Fi on the computer running the Frontline
software is recommended.

Poor Placement

A poor test configuration for the analyzer is placing the DUTs very close to each other and the analyzer far
away. The DUTs, being in close proximity to each other, reduce their transmission power and thus make it
hard for the analyzer to hear the conversation. If the analyzer is far away from DUTs, there are chances that
the analyzer may miss those frames, which could lead to failure in decryption of the data.

Obstacles in close proximity to or in between the analyzer and the DUTs can interfere and cause reduction in
signal strength or interference. Even small objects can cause signal scattering.

Figure 4.2 - Example: Poor Capture Environment

4.1.2 Capturing Data to Disk - General Procedure

Note: Capture is not available in Viewer mode.

1. Click the Start Capture button a to begin capturing to a file. This icon is located on the Control ,
Event Display, and Frame Display windows.

2. Files are placed in My Capture Files by default and have a .cfa extension. Choose Directories from the
Options menu on the Control window to change the default file location.

Note: For the Dashboard, when you capture to series of files, the window displays
the data from the beginning of the first capture, even when a new file in the series is
created. This is because the Dashboard is a "Session Monitor", which means that
even if you capture to a series of files, the data from the first file is always
displayed. The display does not refresh when a new capture file in a series is
created.

3. Watch the status bar on the Control window to monitor how full the file is. When the file is full, it
begins to wrap, which means the oldest data will be overwritten by new data.
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4. Click the Stop Capture icon [ to temporarily stop data capture. Click the Start Capture icon again

to resume capture. Stopping capture means no data will be added to the capture file until capture is
resumed, but the previously captured data remains in the file.

5. To clear captured data, click the Clear icon iré .

o Ifyouselect Clear after selecting Stop Capture, a dialog appears asking whether you want to
save the data.
o You can click Save File and enter a file name when prompted .
o If you choose Do Not Save, all data will be cleared.
o If you choose Cancel, the dialog closes with no changes.

o Ifyou select the Clear icon while a capture is occurring:
o The capture stops.
o A dialog appears asking if you want to save the capture

o You can select Yes and save the capture or select No and close the dialog. In either case, the
existing capture file is cleared and a new capture file is started.

o If you choose Cancel, the dialog closes with no changes.

To see how to capture to a single file, choose System Settings from the Options menu on the Control window.

When live capture stops, no new packets are sniffed but there can still be packets that were previously
sniffed but not yet read by the ComProbe analyzer. This happens when packets are being sniffed faster than
the ComProbe analyzer can process them. These packets are stored either on the ComProbe hardware itself
or in afile on the PC. If there are remaining packets to be processed when live capture stops the
Transferring Packets dialog below is displayed showing the packets yet to be read by the ComProbe
analyzer. The dialog shows the name of each ComProbe hardware device, its process id in square brackets,
and the number of packets remaining. These stored packets are read until they’re exhausted or the user
clicks the Discard button on the dialog.

Unlike 802.11, Bluetooth packets never come in faster than the datasource can process them. However,
Bluetooth packets must still be stored so that they can be read in chronological order with the 802.11 packets.
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Transferring Packets ...

Current Packet Transfer Statistics:

Hardware Packets on hardware
ComProbe 502,11 [6120] 21,084
BPA S00 [2720] 3
Takal 21,087

Live capture has stopped but there are packets buffered on the ComProbe Hardware that
hawve not been decoded, These packets will continue bo be transferred and decoded until
complete,

Press the "Discard” button to stop packet transfer and discard all untransferred packets

dnsfer iz 26% complete (0 seconds remsining)

’ Discard ] [ Help

Figure 4.3 - Packet Transfer Dialog
4.1.3 Extended Inquiry Response

Extended Inquiry Response (EIR) is a tab that appears automatically on the Frame Display window
when you capture data.
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Figure 4.4 - Frame Display Extended Inquire Response

EIR displays extensive information about the Bluetooth® devices that are discovered as data is being captured.

EIR provides more information during the inquiry procedure to allow better filtering of devices before
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connection; and sniff subrating, which reduces the power consumption in low-power mode. Before the EIR
tab was created, this type of information was not available until a connection was made to a device.
Therefore, EIR can be used to determine whether a connection can/should be made to a device prior to
making the connection.

Note: If a Bluetooth device does not support Extended Inquiry Response, the tab
displays Received Signal Strength Indication (RSSI) data, which is less extensive
than EIR data.

4.2 Protocol Stacks
4.2.1 Protocol Stack Wizard

The Protocol Stack wizard is where you define the

protocol stack you want the analyzer to use when iz e Fas =
decoding frames.
Select a protocol stack:
. Build “Your Cr -
To start the wizard: mimae
80211 Radio
Air Sniffer
1. Choose Protocol Stack from the Options BlueCore Se Pt (BCS from Cambidge Sioon Radi) wih atokaverse |2
menu on the Control window or click the Bluctoolh HCI USB wih auldiraverse
Protocol Stack icon £ on the Frame Pettious Protocol wih autotraverse
- jwt_Protocal
. LEBE
D|sp|ay_ MWS5 Wireless Coexistence Intefface 2 <
. Cument Protocol Stack: Remove Selected ftem From List
2. Select a protocol stack from the list, and LT ey 7
||ck Fi n ish Bluetooth Vitual Transport with Autotraverse
o .
Most stacks are pre-defined here. If you have i = T

special requirements and need to set up a custom
stack, see Creating and Removing a Custom Stack
on page 35.

1. If you select a custom stack (i.e. one that was defined by a user and not included with the analyzer),
the Remove Selected Item From List button becomes active.

2. Click the Remove Selected Item From Listbutton to remove the stack from the list. You cannot
remove stacks provided with the analyzer. If you remove a custom stack, you need to define it again in
order to get it back.

If you are changing the protocol stack for a capture file, you may need to reframe. See Reframing on page 36
for more information.

You cannot select a stack or change an existing one for a capture file loaded into the Capture File Viewer (the
Capture File Viewer is used only for viewing capture files and cannot capture data). Protocol Stack changes
can only be made from a live session.
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4.2.2 Creating and Removing a Custom Stack

To create a custom stack: [ Select a Protocol Stack =5=)

1. Choose Protocol Stack from the

. Select a protocol stack:
Options menu on the Control

! ) A
window or click the Protocol Stack 802.11 MAC
802.11 Radio

icon @ on the Frame Display Air Sriffer )
—_— BlueCore Serial Protocol (BCSP from Cambridge Silicon Radio) with autotraverse
Bluetooth HCI UART (H4) with autotraverse
toolbar. Bluetooth HCI USB with autotraverse
Bluetooth virtual transport with autotraverse
Fictitious Protocol with autotraverse

m

2. Select Build Your Own from the HADS with autotraverse
. . jwt_Protocal
list and click Next. LEBE

MWS Wireless Coexdstence Interface 2 Sk

3. The system displays an information

screen that may help you decide if Curent Protoco Stackc p—
you need to define your own l

custom stack. Defining a custom

stack means that the analyzer uses g Ned> ] [ Concel

the stack for every frame. Frames
that do not conform to the stack
are decoded incorrectly. Click Select a Protocol Stack L

Next to continue.
Choose one at a time by Protocol Decode Stack:
double clicking or by using All additional stack layers | Baseband
s | t P t | [eez Failiiinm: @) can be determined AVDTP
eleC rotocols AMP Manager o automatically.
ARP —. There are no additional
1. Selecta protocol from the list on e ] stack layers.
AVDTP >
the eft
AVDTP Recover
2. Click the right arrow button to ggg gi';ﬁgﬁng
move it to the Protocol Decode AVRCR
. rowsing
Stack box on the right, or double- Baseband Vove Down
. . BCCMD
click the protocol to move it to the BIP —
right BlueCore Serial Protocal ™
. 4 [m 3
3. Toremove a protocol from the
stack, double-click it or select it [ <Back | Fnsh | [ Cancel |

and click the left arrow button.

4. If you need to change the order of the protocols in the stack, select the protocol you want to move,
and click on the Move Up and Move Down buttons until the protocol is in the correct position.

5. The lowest layer protocol is at the top of the list, with higher layer protocols listed underneath.
Auto-traversal (Have the analyzer Determine Higher Layers)

If you need to define just a few layers of the protocol stack, and the remaining layers can be determined
based on the lower layers:

1. Click the All additional stack layers can be determined automatically button.

2. If your protocol stack is complete and there are no additional layers, click the There are no
additional stack layers button.

3. If you select this option, the analyzer uses the stack you defined for every frame. Frames that do use
this stack are decoded incorrectly.
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Save the Stack

1. Click the Add To Predefined List button.

2. Give the stack a name, and click Add.
In the future, the stack appears in the Protocol Stack List on the first screen of the Protocol Stack wizard.
Remove a Stack

1. Selectitin the first screen and click Remove Selected Item From List.

2. If you remove the stack, you must to recreate it if you need to use it again.

Note: If you do not save your custom stack, it does appear in the predefined list, but
applies to the frames in the current session. However, it is discarded at the end of the
session.

4.2.3 Reframing

If you need to change the protocol stack used to interpret a capture file and the framing is different in the
new stack, you need to reframe in order for the protocol decode to be correct. You can also use Reframe to
frame unframed data. The original capture file is not altered during this process.

Note: You cannot reframe from the Capture File Viewer .

To reframe your data, load your capture file, select a protocol stack, and then select Reframe from the File
menu on the Control window. Reframe is only available if the frame recognizer used to capture the data is
different from the current frame recognizer.

In addition to choosing to Reframe, you can also be prompted to Reframe by the Protocol Stack Wizard.

1. Load your capture file by choosing Open from the File menu on the Control window, and select the
file to load.

2. Select the protocol stack by choosing Protocol Stack from the Options menu on the Control
window, select the desired stack and click Finish.

3. If you selected a protocol stack that includes a frame recognizer different from the one used to
capture your data, the Protocol Stack Wizard asks you if you want to reframe your data. Choose
Yes.

4. The analyzer adds frame markers to your data, puts the framed data into a new file, and opens the
new file. The original capture file is not altered.

See Unframing on page 36 for instructions on removing framing from data.

4.2.4 Unframing

This function removes start-of-frame and end-of-frame markers from your data. The original capture file is
not altered during this process. You cannot unframe from the Capture File Viewer (accessed by selecting
Capture File Viewer or Load Capture File to start the software and used only for viewing capture files).
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To manually unframe your data:

1. Select Unframe from the File menu on the Control window. Unframe is only available if a
protocol stack was used to capture the data and there is currently no protocol stack selected.

In addition to choosing to Unframe, you can also be prompted to Unframe by the Protocol Stack Wizard.
1. Load your capture file by choosing Open from the File menu on the Control window.
2. Select the file to load.
3. Choose Protocol Stack from the Options menu on the Control window
4. Select None from the list

5. Click Finish. The Protocol Stack Wizard asks you if you want to unframe your data and put itinto a
new file.

6. Choose Yes.

The system removes the frame markers from your data, puts the unframed data into a new file, and opens
the new file. The original capture file is not altered.

See Reframing on page 36 for instructions on framing unframed data.

4.2.5 How the Analyzer Auto-traverses the Protocol Stack

In the course of doing service discovery, devices ask for and receive a Protocol Descriptor List defining which
protocol stacks the device supports. It also includes information on which PSM to use in L2CAP, or the channel
number for RFCOMM, or the port number for TCP or UDP. The description below talks about how the
analyzer auto-traverses from L2CAP using a dynamically assigned PSM, but the principle is the same for
RFCOMM channel numbers and TCP/UDP port numbers.

The analyzer looks for SDP Service Attribute Responses or Service Search Attribute Responses carrying
protocol descriptor lists. If the analyzer sees L2CAP listed with a PSM, it stores the PSM and the UUID for the
next protocol in the list.

After the SDP session is over, the analyzer looks at the PSM in the L2CAP Connect frames that follow. If the
PSM matches one the analyzer has stored, the analyzer stores the source channel ID and destination channel
ID, and associates those channel IDs with the PSM and UUID for the next protocol. Thereafter, when the
analyzer sees L2CAP frames using those channel IDs, it can look them up in its table and know what the next
protocol is.

In order for the analyzer to be able to auto-traverse using a dynamically assigned PSM, it has to have seen the
SDP session giving the Protocol Descriptor Lists, and the subsequent L2CAP connection using the PSM and
identifying the source and channel IDs. If the analyzer misses any of this process, it is not able to auto-traverse.
It stops decoding at the L2CAP layer.

For L2CAP frames carrying a known PSM (0x0001 for SDP, for example, or 0x0003 for RFCOMM), the analyzer
looks for Connect frames and stores the PSM along with the associated source and destination channel IDs. In
this case the analyzer does not need to see the SDP process, but does need to see the L2CAP connection
process, giving the source and destination channel IDs.

4.2.6 Providing Context For Decoding When Frame Information Is Missing

There may be times when you need to provide information to the analyzer because the context for decoding
a frame is missing. For example, if the analyzer captured a response frame, but did not capture the command
frame indicating the command.
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The analyzer provides a way for you to supply the context for any frame, provided the decoder supports it.
(The decoder writer has to include support for this feature in the decoder, so not all decoders support it.
Note that not all decoders require this feature.)

If the decoder supports user-provided context, three items are active on the Options menu of the Control
window and the Frame Display window. These items are Set Initial Decoder Parameters,
Automatically Request Missing Decoding Information, and Set Subsequent Decoder Parameters.
(These items are not present if no decoder is loaded that supports this feature.)

Set Initial Decoder Parameters is used to provide required information to decoders that is not context
dependent but instead tends to be system options for the protocol.

Choose Set Initial Decoder Parameters in order to provide initial context to the analyzer for a decoder. A
dialog appears that shows the data for which you can provide information.

If you need to change this information for a particular frame :
1. Right-click on the frame in the Frame Display window
2. Choose Provide <context name>.

Alternatively, you can choose Set Subsequent Decoder Parameter from the Options menu.
3. This option brings up a dialog showing all the places where context data was overridden.

4. If you know that information is missing, you can't provide it, and you don't want to see dialogs asking
for it, un-check Automatically Request Missing Decoding Information.

5. When unchecked, the analyzer doesn't bother you with dialogs asking for frame information that you
don't have. In this situation, the analyzer decodes each frame until it cannot go further and then simply
stop decoding.

4.3 Analyzing Protocol Decodes

4.3.1 The Frame Display
To open this window

Click the Frame Display icon EI on the Control window toolbar, or select Frame Display from the

View menu.
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Figure 4.5 - Frame Display with all panes active
Frame Display Panes

The Frame Display window is used to view all frame related information. It is composed of a number of
different sections or "panes", where each pane shows a different type of information about a frame.

o Summary Pane - The Summary Pane displays a one line summary of each frame for every protocol
found in the data, and can be sorted by field for every protocol. Click here for an explanation of the
symbols next to the frame numbers.

o Decode Pane - The Decode Pane displays a detailed decode of the highlighted frame. Fields selected in
the Decode Pane have the appropriate bit(s) or byte(s) selected in the Radix, Binary, Character , and
Event panes

» Radix Pane - The Radix Pane displays the logical data bytes in the selected frame in either hexadecimal,
decimal or octal.

« Binary Pane - The Binary Pane displays a binary representation of the logical data bytes.
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« Character Pane - The Character Pane displays the character representation of the logical data bytes in
either ASCII, EBCDIC or Baudot.

« EventPane - The Event Pane displays the physical data bytes in the frame, as received on the network.
By default, all panes except the Event Pane are displayed when the Frame Display is first opened.
Protocol Tabs
Protocol filter tabs are displayed in the Frame Display above the Summary pane.

o These tabs are arranged in separate color- ; :
coded groups. These groups and their im[mfi=:: Y ﬁ)@..-'-‘”‘_"_"_':__.. Classic Bluetooth (blue].

colors are General (white), Classic Iy FETPTIC o
Bluetooth (blue), Bluetooth low energy L L | L A | e

BO2.11 Fladss | BOZ1T MAC | Data | ‘-——-______. Bluetooth low energy (green)
(green), 802.11 (orange), USB (purple), % Cor ], S :

NFC (brown) and SD (teal). The General 1500 :
group applies to all technologies. The 3:1 . 802.11 (orange) |
other groups are technology-specific. vy

« Clicking on a protocol filter tab in the General group filters in all packets containing that protocol
regardless of each packet’s technology.

« Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol
on that technology.

« A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2CAP occurs in both Classic Bluetooth and Bluetooth low
energy , there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth
low energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary Pane when certain conditions are met. These
tabs appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

o Info appears when a frame containing an Information field is first seen.
The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.
Comparing Frames
If you need to compare frames, you can open additional Frame Display windows by clicking on the
Duplicate View icon ﬁ You can have as many Frame Display windows open at a time as you wish.

Frame Wrapping and Display

In order to assure that the data you are seeing in Frame Display are current, the following messages appear
describing the state of the data as it is being captured.
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« All Frame Display panes except the Summary pane display "No frame selected" when the selected
frame is in the buffer (i.e. not wrapped out) but not accessible in the Summary pane. This can happen
when a tab is selected that doesn’t filter in the selected frame.

¢ When the selected frame wraps out (regardless of whether it was accessible in the Summary pane) all
Frame Display panes except the Summary pane display "Frame wrapped out of buffer".

o When the selected frame is still being captured, all Frame Display panes except the Summary pane
display "Frame incomplete".

4.3.1.1 Frame Display Toolbar

The buttons that appear in the Frame Display window vary according to the particular configuration of the
analyzer. For controls not available the icons will be grayed-out.

Table 4.1 - Frame Display Toolbar Icons

Icon Description

Control — Brings the Control window to
the front.

Open File - Opens a capture file.

I/0 Settings - Opens the I/0 Settings
dialog.

& 09

Start Capture - Begins data capture to a
user designated file.

Stop Capture - Closes a capture file and
stops data capture to disk.

Save - Save the currently selected bytes
or the entire buffer to file.

dl| B | @

Clear- Discards the temporary file and
clears the display.

-~

Event Display — Brings the Event Display
window to the front.

Show Message Sequence Chart -

IEI Message Sequence Chart (MSC)
displays information about the messages

passed between protocol layers.

Duplicate View - Creates a second Frame
Display window identical to the first.

Apply/Modify Display Filters - Opens the
Display Filter dialog.

J | &

Quick Protocaol Filter - brings up a dialog
? box where you can filter or hide one or
more protocol layers.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon

Description

£
=

Protocol Stack - brings up the Protocol
Stack Wizard where you can change the
stack used to decode framed data

t

Reload Decoders - When Reload
Decoders is clicked, the plug-ins are
reset and received frames are re-
decoded. For example, If the first frame
occurs more than 10 minutes in the past,
the 10-minute utilization graph stays
blank until a frame from 10 minutes ago or
less is decoded.

Find - Search for errors, string patterns,
special events and more.

Display Capture Notes - Brings up the
Capture Notes window where you can
view or add notes to the capture file.

Add/Modify Bookmark - Add a new or
modify an existing bookmark.

E B U | &

Display All Bookmarks - Shows all
bookmarks and lets you move between
bookmarks.

R

low energy Timeline- Opens the low
energy Timeline

=

Bluetooth low energy Packet Error Rate
Statistics Opens the Packet Error Rate
Statistics display

E

Bluetooth Classic Packet Error Rate
Statistics - Opens the Packet Error Rate
Statistics display.

Reload Decoders - When Reload Decoders is clicked, the plug-ins are reset
and received frames are re-decoded. For example, If the first frame occurs
more than 10 minutes in the past, the 10-minute utilization graph stays blank
until a frame from 10 minutes ago or less is decoded.

Filter:

Filter: Text giving the filter currently in
use. If nofilter is being used, the text
reads "All Frames" which means that
nothing is filtered out. To see the text of
the entire filter, place the cursor over the
text and a ToolTip pops up with the full
text of the filter.

The following icons all change how the panes are arranged on the Frame

Display. Additional layouts are listed in the View menu.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon

Description

Show Default Panes - Returns the panes
to their default settings.

Show Only Summary Pane - Displays
only the Summary pane.

Shall All Panes Except Event Pane -
Makes the Decode pane taller and the
Summary pane narrower.

Toggle Display Lock - Prevents the
display from updating.

Go To Frame

First Frame - Moves to the first frame in
the buffer.

Previous Frame - Moves to the previous
frame in the buffer.

Next Frame - Moves to the next frame in
the buffer.

oc o e &= 0|

Last Frame - Moves to the last frame in
the buffer.

.y
=
B

Find on Frame Display only searches the
Decode Pane for a value you enter in the
text box.

©

Find Previous Occurrence - Moves to the
previous occurrence of the value in the
Frame Display Find.

o

Find Next Occurrence - Moves to the next
occurrence of the value in the Frame
Display Find.

Cancel Current Search - Stops the
current Frame Display Find.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon Description

Summary Drop Down Box: Lists all the
protocols found in the data in the file. This
box does not list all the protocol decoders
available to the analyzer, merely the
protocols found in the data. Selecting a
protocol from the list changes the
Summary: Summary pane to display summary
information for that protocol. When a low
energy predefined Named Filter (like
Nulls and Polls) is selected, the
Summary drop-down is disabled.

Summary: |NDn-Captured Info v|

Text with Protocol Stack: To the right of the Summary Layer box is some text
giving the protocol stack currently in use.

| Summary: | Mon-Captured Info - | Baseband with Auto-traverse

Note: If the frames are sorted in other than ascending frame number order, the order of the
frames in the buffer is the sorted order. Therefore the last frame in the buffer may not have
the last frame number.

4.3.1.2 Frame Display Status Bar

The Frame Display Status bar appears at the bottom of the Frame Display. It contains the following
information:

« Frame #s Selected: Displays the frame number or numbers of selected (highlighted) frames, and the
total number of selected frames in parentheses

« Total Frames: The total number of frames in the capture buffer or capture file in real-time

« Frames Filtered In: The total number of frames displayed in the filtered results from user applied filters
in real-time

4.3.1.3 Hiding and Revealing Protocol Layers in the Frame Display

Hiding protocol layers refers to the ability to prevent a layer from being displayed on the Decode pane.
Hidden layers remain hidden for every frame where the layer is present, and can be revealed again at any
time. You can hide as many layers as you wish.

Note: Hiding from the Frame Display affects only the data shown in the Frame Display and not any
information in any other window.

There are two ways to hide a layer.

1. Right-click on the layer in the Decode pane, and choose Hide [protocol name] Layer In All
Frames.
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2. Click the Set Protocol Filtering button on the Summary pane toolbar. In the Protocols to Hide
box on the right, check the protocol layer(s) you want hidden. Click OK when finished.

To reveal a hidden protocol layer:
1. Right-click anywhere in the Decode pane

2. Choose Show [protocol name] Layer from the right-click menu, or click the Set Protocol Filtering
button and un-check the layer or layers you want revealed.

4.3.1.4 Physical vs. Logical Byte Display

The Event Display window and Event Pane in the Frame Display window show the . In other words,
they show the actual data as it appeared on the circuit. The Radix, Binary and Character panes in the Frame
Display window show the, or the resulting byte values after escape codes or other character altering codes
have been applied (a process called ).

As an example, bytes with a value of less than 0x20 (the Ox indicates a hexadecimal value) cannot be
transmitted in Async PPP. To get around this, a 0x7d is transmitted before the byte. The 0x7d says to take the
next byte and subtract 0x20 to obtain the true value. In this situation, the Event pane displays 0x7d 0x23,
while the Radix pane displays 0x03.

4.3.1.5 Sorting Frames

By default, frames are sorted in ascending numerical sequence by frame number. Click on a column header
in the Summary pane to sort the frames by that column. For example, to sort the frames by size, click on the
Frame Size column header.

An embossed triangle next to the header name indicates which column the frames are sorted by. The
direction of the triangle indicates whether the frames are in ascending or descending order, with up being
ascending.

Note that it may take some time to sort large numbers of frames.

4.3.1.6 Frame Display - Find

Frame Display has a simple Find function that you can use to search the Decode Pane for any alpha
numeric value. This functionality is in addition to the more robust Search/Find dialog.

Frame Display Find is located below the toolbar on the Frame Display dialog.

2 P YVSS M AL MMAS |
@DEDE& I Y RRB L

Figure 4.6 - Frame Display Find text entry field

Where the more powerful Search/Find functionality searches the Decode, Binary, Radix, and Character
panes on Frame Display using Timestamps, Special Events, Bookmarks, Patterns, etc.,
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Dscods | Pattem | Tme | GoTao| Special Events | Bockmark

ek Yu
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Do How Minute Second  1/1000000 Seconds
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) O or after the specified tme

Figure 4.7 - Search/Find Dialog

Find on Frame Display only searches the Decode Pane for a value you enter in the text box.

To use Find:

1. Select the frame where you want to begin the search.

2. Enter avalue in the Find text box. Find:  Antenna: True -

Note: The text box is disabled during a live capture.

Select Find Previous Occurrenge Q to begin the search on frames prior to the frame you

selected, or Find Next Occurrence 4@ to begin the search on frames following the frame you
selected.

db Arterna Sigat Trus The next occurrence of the value (if it is found) will be
highlighted in the Decode Pane.

dben Transmit Atterasstion: False
dby Toaneerek Alberasstion: False

4. Select Find Previous Occurrence or Find Next Occurrence
to continue the search.

There are several important concepts to remember with Find.
« When you enter a search string and select Enter, the search moves forward.

« Ifyou select Find Previous Occurrence, when the search reaches the first frame it will then cycle to
the last frame and continue until it reaches the frame where the search began.

o Shift + F3 is a shortcut for Find Previous Occurrence.
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« Ifyou select Find Next Occurrence, when the search reaches the last frame it will then cycle to the first
frame and continue until it reaches the frame where the search began.

o F3isashortcut for Find Next Occurrence.

e You cannot search while data is being captured.

o After a capture is completed, you cannot search until Frame Display has finished decoding the frames.
« Find is not case sensitive.

¢ The status of the search is
displayed at the bottom of the

dial Taotal Frames: 259 Frames Filkered In: | 259 Frame #s Selecked: | 201; (1
ialog.

Search for "Antenna: True” resulis™ ***Found***

e The search occurs only on the
protocol layer selected.

o To search across all the protocols on the Frame Display, select the Unfiltered tab.

o A drop-down list displays the search values entered during the current
session of Frame Display. L

« The search is cancelled when you select a different protocol tab during  {;,difier
a search. 0P Code

protocal
« You can cancel the search at any time by selecting the Cancel Current [Sender _

Search 49 button.

4.3.1.7 Synchronizing the Event and Frame Displays

The Frame Display is synchronized with the Event Display. Click on a frame in the Frame Display and
the corresponding bytes is highlighted in the Event Display. Each Frame Display has its own Event
Display.

As an example, here's what happens if the following sequence of events occurs.

1. Click on the Frame Display icon @ in Control window toolbar to open the Frame Display.

2. Click on the Duplicate View icon ﬁ to create Frame Display #2.

3. Click on Event Display icon éﬁ) in Frame Display #2. Event Display #2 opens. This Event

Display is labeled #2, even though there is no original Event Display, to indicate that it is
synchronized with Frame Display #2.

4. Click on aframe in Frame Display #2. The corresponding bytes are highlighted in Event Display
#2.

5. Click on a frame in the original Frame Display. Event Display #2 does not change.
4.3.1.8 Working with Multiple Frame Displays

Multiple Frame Displays are useful for comparing two frames side by side. They are also useful for comparing
all frames against a filtered subset or two filtered subsets against each other.
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« To create a second Frame Display, click the Duplicate View icon ﬁ on the Frame Display toolbar.
This creates another Frame Display window. You can have as many Frame Displays open as you
wish. Each Frame Display is given a number in the title bar to distinguish it from the others.

« To navigate between multiple Frame Displays, click on the Frame Display icon EI in the Control
window toolbar.

A drop-down list appears, listing all the currently open Frame Displays.

« Select the one you want from the list and it comes to the front.

Note: When you create a filter in one Frame Display, that filter does not automatically
appear in the other Frame Display. You must use the Hide/Reveal feature to display a
filter created in one Frame Display in another.

Note: When you have multiple Frame Display windows open and you are capturing data,
you may receive an error message declaring that "Filtering cannot be done while receiving
data this fast." If this occurs, you may have to stop filtering until the data is captured.

4.3.1.9 Working with Panes on Frame Display

When the Frame Display first opens, all panes are displayed except the Event pane (To view all the panes,
select Show All Panes from the View menu).

« The Toggle Expand Decode Pane icon Dj makes the decode pane longer to view lengthy decodes
better.

« The Show Default Panes icon % returns the Frame Display to its default settings.

o The Show only Summary Pane icon D displays on the Summary Pane.

To close a pane, right-click on the pane and select Hide This Pane from the pop-up menu, or de-select
Show [Pane Name] from the View menu.

To open a pane, right-click on the any pane and select Show Hidden Panes from the pop-up menu and
select the pane from the fly-out menu, or select Show [Pane Name] from the View menu.

To re-size a pane, place the cursor over the pane border until a double-arrow cursor appears. Click and drag
on the pane border to re-size the pane.

4.3.1.10 Frame Display - Byte Export

The captured frames can be exported as raw bytes to a text file.
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1. From the Frame Display File menu select Byte Export...

&3 Frame Display - le - (meodified channel maps] HID_kbd-cant_decrypt

Go Live

Open Capture File...
Close

Save

Save Selection

Reframe...

2 example_btsnoop_hcilog.cfa
3 C\Users\..\BPAS00.cfa
4 CA\Users\..\5DIO_20121005.cfa

Print...

Print Preview...

Export...
Byte Export...
HTML Export...

Reload Decoders

Recreate Companicn File

Figure 4.8 - Frame Display File menu, Byte Export

2. From the Byte Export window specify the frames to export.

Edit View Format Filter Bookmarks Options Window

1 le - (modified channel maps) HID_kbd-cant_decrypt_GATT.cfa

TELEDYNE LECROY

o All Frames exports all filtered-in frames including those scrolled off the Summary pane. Filtered-
in frames are dependent on the selected Filter tab above the Summary pane. Filtered-out

frames are not exported.

« Selected Frames export is the same as All Frames export except that only frames selected in the

Summary pane will be exported.

Byte Export

@ All Frames

Selected Frames

| oK | | Cancel

£

Export raw bytes from the currently selected filter tab

Figure 4.9 - Byte Export dialog

Click the OK button to save the export. Clicking the Cancel button will exit Byte Export.

3. The Save As dialog will open. Select a directory location and enter a file name for the exported

frames file.
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) Save As =
@\J=|! Desktop » - ‘ &,l [ Search Desktop ol
Organize * New folder FEE @

P = - . -
‘¢ Favorites MName Size Ttem type
Bl Desktop 3 74 Libraries
& Downloads A John W. Trinkle E
= Recent Places 1% Computer
?I_i Metwork
7 Libraries Frontline ComProb... File folder
3 Documents . Frontline ComProb... File folder
@' Music . Frontline ComProb... File folder
[ Pictures Frontline ComProb... File folder
Subversion e = T o b
File name:  BytelevelExport 1.bd -
Save as type: | Text Files (*.tet) v|
' Hide Folders | Save | | Cancel |

Figure 4.10 - Save As dialog
Click on the Save button.

The exported frames are in a text file that can be opened in any standard text editing application. The header
shows the export type, the capture file name, the selected filter tab, and the number of frames. The body
shows the frame number, the timestamp in the same format shown in the Frame Display Summary pane,
and the frame contents as raw bytes.

3 BytelevelExport_ltxt - Notepad =]

File Edit Format View Help

Byte export of all filtered-in frames -
Capture file: "le - (modified channel maps) HID kbd-cant_decrypt GATT.cfa"

Filter tab: "Unfiltered"

1,299 frames exported

Frame Number,Timestamp, Fram= Contents

1,7/5/2012 €:05:23.966944 BM,00 £f b2 00 15 aa d6 be 29 2e 00 13 7b 96 bl eb d7 30

e 0
2,7/5/2012 .967570 BM,18 ff ae 00 15 aa dé be 89 8e 00 13 7b 96 bl eb d7 90 0
3,7/5/2012 .968195 PM,4e ff b3 00 15 aa d6 be 89 8& 00 13 7b 26 bl eb d7 20 O
4,7/5/2012 .994441 EM, 00 £f b2 00 15 aa dé be 89 8= 00 13 7b 96 bl eb d7 90 0
5,7/5/2012 .995066 EM, 18 ff a= 00 15 aa d6 be 89 8= 00 13 7b 96 bl eb d7 90 0
e o

6,7/5/2012 .995691 BPM,4e ff b7 00 15 aa dé be 89 2= 00 13 7b 96 bl eb d7 90

f [0 r

Figure 4.11 - Sample Exported Frames Text File
4.3.1.11 Panes in the Frame Display
4.3.1.11.1 Summary Pane

The Summary pane D displays a one-line summary of every frame in a capture buffer or file, including

frame number, timestamp, length and basic protocol information. The protocol information included for each
frame depends on the protocol selected in the summary layer box (located directly below the main toolbar).

On a two-channel circuit, the background color of the one-line summary indicates whether the frame came
from the DTE or the DCE device. Frames with a white background come from the DTE device, frames with a
gray background come from the DCE device.

Frame numbers in red indicate errors, either physical (byte-level) or frame errors. If the error is a frame
error in the displayed protocol layer, the bytes where the error occurred is displayed in red. The Decode
Pane gives precise information as to the type of error and where it occurred.

The Summary pane is synchronized with the other panes in this window. Click on a frame in the Summary
pane, and the bytes for that frame is highlighted in the Event pane while the Decode pane displays the full
decode for that frame. Any other panes which are being viewed are updated accordingly. If you use one pane
to select a subset of the frame, then only that subset of the frame is highlighted in the other panes.
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Protocol Tabs
Protocol filter tabs are displayed in the Frame Display above the Summary pane.

o These tabs are arranged in separate color-coded groups. These groups and their colors are General
(white), Classic Bluetooth (blue), Bluetooth low energy (green), 802.11 (orange), USB (purple), and SD
(brown). The General group applies to all technologies. The other groups are technology-specific.

im{mm]i=] -} [5) @,,.*_ Classic Bluetooth (blue)
[ tookmarks Irﬂoj__-_"_".;-;l—'____-_- ' i
Basehand | LACAP | TCS |

LE BB | LE PET | LE ADV | —=——
Bz H-h:_BII?.I‘I.ﬂI’_ Data

— ____- Bluetooth low energy (green)
B - ]

Framed CLE

15,60 .__ .
e T 802.11 (orange)

Figure 4.12 - Example Protocol Tags

« Clicking on a protocol filter tab in the General group filters in all packets containing that protocol
regardless of each packet’s technology.

« Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol

on that technology.

« A protocol filter tab appears in the General group only if the protocol occurs in more than one of the

technology-specific tab groups. For example, if L2CAP occurs in both Classic Bluetooth and Bluetooth low

energy , there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth low

energy group.
Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary pane when certain conditions are met. These
tabs appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

o Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.

Use the navigation icons, keyboard or mouse to move through the frames. The icons @ and @ move

you to the first and last frames in the buffer, respectively. Use the Go To icon ﬂa to move to a specific

frame number.

Placing the mouse pointer on a summary pane header with truncated text displays a tooltip showing the full

header text.
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Q) Frame Display - HTC_Headset AZDP.cfa o6 s

File Edit View Format Filter Bookmarks Options Window Help
@2 PHG VT s BDAAJAMLS 0 il B
. E’:Qi;ff“ (Maste] Len=35 - D ﬂa m £ @‘ Find: - ‘4@ ﬁ f)‘ Summary: [SDP
ices | L
n o

the 11 || Unfittered | Info |
ion: 3 ~ || Baseband | LMP |

AVDTP Media | Han

(#)
Gl B.. Framett Roke
Clock: 000009048
Packet Status: 0K
FLOW: o 10054
TYPE: DH1 10102 Slave
LT_4DDR: 1 00 Master
SEON: 0 10134 Slave
ARON: 0 = 10138 Master

00:00.00.C
0 00,00:00.4
60 00:00.00.C
AudioSink 10 00,00:00.7

64 00,0000
»

040000
040000
040000
040000

TotalFrames: 23,707 Frames Fitered In: 18 Frame #s Selected: 10,053 {1 total)
For Help Press F1

Figure 4.13 - Summary pane (right) with Tooltip on Column 5 (Tran ID)

Sides in Bluetooth low energy

A Bluetooth low energy data connection consists of connection events, which are a series of transmissions on
the same channel. In each connection event the master transmits first, then the slave, and then the devices
take turns until the connection event is finished.

When the data connection is encrypted and the packets are successfully decrypted, the sniffer can determine
exactly who sent which packet (only non-empty, encrypted packets — empty packets are never encrypted).
These packets are labeled either ‘M’ for master or ‘S’ for slave.

When the data connection is unencrypted or when encrypted packets are not successfully decrypted by the

sniffer, the sniffer cannot distinguish the two devices’ (master and slave) packets by their content, just by the
packet timing. In those cases we label each device as side ‘1’ or ‘2’, not as master or slave. In each connection
event, packets sent by the device which transmitted first in the connection event are labeled ‘1’, and packets
sent by the device which transmitted second are labeled 2.

If no packets in the connection event are missed by the sniffer, the device labeled ‘1’ is the master and the
device labeled 2’ is the slave. However, if we do not capture the very first packet in a connection event (i.e.
the packet sent by the master) but do capture the packet sent by the slave, we label the slave as side ‘1’ since
it is the first device we heard in the connection event. Because there is potential clock drift since the last
connection event, we cannot use the absolute timing to correct this error; there would still be cases where
we get it wrong. Therefore we always assign ‘1’ to the first packet in a connection event. So even though it is
rare, there are connection events where packets sent by the slave device are labeled ‘1’ and packets sent by
the master are labeled ‘2’

Finally, in a noisy environment it is also possible that the sniffer does not capture packets in the middle of a
connection event. If this occurs and the sniffer cannot determine the side for the remaining packets in that
connection event, the side is labeled ‘U’ for “unknown”.

4.3.1.11.2 Bluetooth low energy Data Encryption/Master and Slave
Assignment

A Bluetooth low energy data connection consists of connection events, which are a series of transmissions on
the same channel. In each connection event the master transmits first, then the slave, and then the devices
take turns until the connection event is finished.

When the data connection is encrypted and the packets are successfully decrypted, the sniffer can determine
exactly who sent which packet (only non-empty, encrypted packets — empty packets are never encrypted).
These packets are labeled either ‘M’ for master or ‘S’ for slave.

When the data connection is unencrypted or when encrypted packets are not successfully decrypted by the
sniffer, the sniffer cannot distinguish the two devices’ (master and slave) packets by their content, just by the
packet timing. In those cases we label each device as side ‘1’ or ‘2’, not as master or slave. In each
connection event, packets sent by the device which transmitted first in the connection event are labeled ‘1,
and packets sent by the device which transmitted second are labeled 2’.
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If no packets in the connection event are missed by the sniffer, the device labeled ‘1’ is the master and the
device labeled ‘2’ is the slave. However, if we do not capture the very first packet in a connection event (i.e.
the packet sent by the master) but do capture the packet sent by the slave, we label the slave as side ‘1’ since
it is the first device we heard in the connection event. Because there is potential clock drift since the last
connection event, we cannot use the absolute timing to correct this error; there would still be cases where
we get it wrong. Therefore we always assign ‘1’ to the first packet in a connection event. So even though it is
rare, there are connection events where packets sent by the slave device are labeled ‘1’ and packets sent by
the master are labeled 2.

Finally, in a noisy environment it is also possible that the sniffer does not capture packets in the middle of a
connection event. If this occurs and the sniffer cannot determine the side for the remaining packets in that
connection event, the side is labeled ‘U’ for “unknown”.

4.3.1.11.3 Bluetooth low energy Decryption Status

Occasionally you may have a packet with an event status of “received without errors,” but a decryption status
of “unable to decrypt.” There are three main causes for this, and in order of likelihood they are:

1. Wrong Long-Term Key — having the wrong long-term key will cause this error, so the first thing to
check is that your long term key is entered correctly in the datasource settings.

2. Dropped Packets — Too much interference with a ComProbe device will cause dropped packets and
may cause this error. As a rule of thumb, it is always a good idea to ensure the ComProbe device is
positioned away from sources of interference, and is placed in between the two devices being sniffed.

3. Faulty Device — although the chances of this are low, it is possible that a device is not encrypting
packets properly. This is likely to happen only if you are a firmware developer working on encryption.

4.3.1.11.4 Customizing Fields in the Summary Pane
You can modify the Summary Pane in Frame Display.
Summary pane columns can be reordered by dragging any column to a different position.

Fields from the Decode pane can be added to the summary pane by dragging any Decodepane field to the
desired location in the summary pane header. If the new field is from a different layer than the summary
pane a plus sign (+) is prepended to the field name and the layer name is added in parentheses. The same
field can be added more than once if desired, thus making it possible to put the same field at the front and
back (for example) of a long header line so that the field is visible regardless of where the header is scrolled
to.

An added field can be removed from the Summary pane by selecting Remove New Column from the
right-click menu.

The default column layout (both membership and order) can be restored by selecting Restore Default
Columns from the Format or right-click menus.

Changing Column Widths

To change the width of a column:
1. Place the cursor over the right column divider until the cursor changes to a solid double arrow.
2. Click and drag the divider to the desired width.
3. To auto-size the columns, double-click on the column dividers.

Hiding Columns

To hide a column:
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1. Drag the right divider of the column all the way to the left.
2. The cursor changes to a split double arrow when a hidden column is present.

3. To show the hidden column, place the cursor over the divider until it changes to a split double arrow,
then click and drag the cursor to the right.

4. The Frame Size, Timestamp, and Delta columns can be hidden by right-clicking on the header and
selecting Show Frame Size Column, Show Timestamp Column, or Show Delta Column.
Follow the same procedure to display the columns again.

Moving Columns - Changing Column Order
To move a column :
1. Click and hold on the column header
2. Dragthe mouse over the header row.
3. Asmall white triangle indicates where the column is moved to.
4. When the triangle is in the desired location, release the mouse.
Restoring Default Column Settings
To restore columns to their default locations, their default widths, and show any hidden columns

1. Right-click on any column header and choose Restore Default Column Widths, or select Restore
Default Column Widths from the Format menu.

4.3.1.11.5 Frame Symbols in the Summary Pane

Table 4.2 - Frame Symbols
Symbol Description
A green dot means the frame was decoded successfully, and the protocol listed in the Summary

Layer drop-down box exists in the frame. No dot means the frame was decoded successfully, but
the protocol listed in the Summary Layer drop-down box does not exist in the frame.

A green circle means the frame was not fully decoded. There are several reasons why this might
happen.

o One reason is that the frame compiler hasn't caught up to that frame yet. It takes some time
for the analyzer to compile and decode frames. Frame compilation also has a lower priority
than other tasks, such as capturing data. If the analyzer is busy capturing data, frame
compilation may fall behind. When the analyzer catches up, the green circle changes to either
a green dot or no dot.

« Another reason is if some data in the frame is context dependent and we don't have the
context. An example is a compressed header where the first frame gives the complete
header, and subsequent frames just give information on what has changed. If the analyzer
does not capture the first frame with the complete header, it cannot decode subsequent
frames with partial header information.

- A magenta triangle indicates that a bookmark is associated with this frame. Any comments
associated with the bookmark appear in the column next to the bookmark symbol.

4.3.1.11.6 Decode Pane

The Decode pane (aka detail pane) I:D is a post-process display that provides a detailed decode of each

frame transaction (sometimes referred to as a frame). The decode is presented in a layered format that can
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be expanded and collapsed depending on which layer or layers you are most interested in. Click on the plus
sign to expand a layer. The plus sign changes to a minus sign. Click on the minus sign to collapse a layer. Select
Show All or Show Layers from the Format menu to expand or collapse all the layers. Layers retain their
expanded or collapsed state between frames.

i Expand All Nodes P.rotocol layers can be hidden, prejventlr?g them from being

1 _ displayed on the Decode pane. Right-click on any protocol

Hide "L2CAP" Layer In All Frames layer and choose Hide [protocol name] from the right-click
menu.

Provide AYDTP Rules...
Each protocol layer is represented by a color, which is used
to highlight the bytes that belong to that protocol layer in the
Event, Radix, Binary and Character panes. The colors are not assigned to a protocol, but are assigned to
the layer.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on
an elementin any one of the panes highlights the corresponding element in all the other panes.

Click the Toggle Expand Decode Pane icon [D to make the Decode pane taller. This allows for more of

a lengthy decode to be viewed without needing to scroll.

4.3.1.11.7 Radix or Hexadecimal Pane

The Radix pane displays the logical bytes in the frame in R1a ©2 27 1f nw aa
either hexadecimal, decimal or octal. The radix can be é - Thiz is the Radix Pane
changed from the Format menu, or by right-clicking on the !{
pane and choosing Hexadecimal, Decimal or Octal. - Copy Selection to Cliphoard
Because the Radix pane displays the logical bytes rather ﬁ Select Entire Frame

. . . E
than the physical bytes, the data in the Radix pane may be = Change Text Highlight Color...
different from that in the Event pane. See Physical vs. q B i
Logical Byte Display for more information. - v | Hexadecimal

A Decimal

Colors are used to show which protocol layer each byte %
belongs to. The colors correspond to the layers listed in the E Octal

Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.8 Character Pane

The Character pane represents the logical bytes in the CE L. L V5 C & & PN & W E o |
frame in ASCII, EBCDIC or Baudot. The character set E - This is the Character Pane
can be changed from the Format menu, or by right- E
clicking on the pane and choosing the appropriate C Copy Selection to Clipboard
character set. E .
B Select Entire Frame
Because the Character pane displays the logical bytes e Change Text Highlight Color...
rather than the physical bytes, the data in the Character ﬁ
pane may be different from that in the Event pane. See E v AsSCH
Physical vs. Logical Byte Display for more information. 7-bit ASCH
Colors are used to show which protocol layer each byte EBCDIC
belongs to. The colors correspond to the layers listed in Baudot

the Decode pane.
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The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on
an elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.9 Binary Pane

The Binary pane displays the logical bytes in the frame in binary.

Because the Binary pane displays the logical bytes rather than the physical bytes, the data in the Binary pane
may be different from that in the Event pane. See Physical vs. Logical Byte Display for more information.

Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed
in the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on
an elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.10 Event Pane

The Event pane shows the physical
bytes in the frame. You can choose [I]
between displaying only the data

events or displaying all events by
clicking the All Eventsicon | | .

Ta 78 S~ 1F Akl a5 W&
This 15 the Bvent Pane

I =

Copy Selection to Clipboard
Select Entire Frame

Displaying all events means that special Change Text Highlight Color...
events, such as Start of Frame, End )
v Display All Events

of Frame and any signal change
events, are displayed as special
symbols within the data.

mzrem —Azm=m
[

The status lines at the bottom of the pane give the same information as the status lines in the Event Display
window. This includes physical data errors, control signal changes (if appropriate), and timestamps.

Because the Event pane displays the physical bytes rather than the logical bytes, the data in the Event pane
may be different from that in the Radix, Binary and Character panes. See Physical vs. Logical Byte Display
for more information.

Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed
in the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking
on an element in any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.11 Change Text Highlight Color

Whenever you select text in the Binary, Radix, or r — 2 |
Character panes in Frame Display, the text is Tt Hag g
displayed with a highlight color. You can change the _ —
color of the highlight. celact Llor |'| | ok |
EEEn ——
1. Select Change Text Highlight Color from EEEE Cancel
the Options menu. You can also access the 1l 1|
option by right clicking in any of the panes. EEEE Defaults
2. Selecta color from the drop-down menu. N EN
Other...
3. Click OK. [ Other.. ]

The highlight color for the text is changed.

Select Cancel to discard any selection. Select Defaults to return the highlight color to blue.
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4.3.1.12 Protocol Layer Colors

4.3.1.12.1 Data Byte Color Notation

The color of the data in the panes specifies which layer of the protocol stack the data is from. All data from
the first layer is bright blue, the data from the second layer is green, the third layer is pink, etc. The protocol
name for each layer in the Decode pane is in the same color. Note that the colors refer to the layer, notto a
specific protocol. In some situations, a protocol may be in two different colors in two different frames,
depending on where it is in the stack. You can change the default colors for each layer.

Red is reserved for bytes or frames with errors. In the Summary pane, frame numbers in red mean there is
an error in the frame. Also, the Errors tab is displayed in red. This could be a physical error in a data byte or
an error in the protocol decode. Bytes in red in the Radix, Character, Binary and Event panes mean there
is a physical error associated with the byte.

4.3.1.12.2 Red Frame Numbers and Bytes

Red is reserved for bytes or frames with errors. In the Summary pane, frame numbers in red mean there is
an error in the frame. This could be a physical error in a data byte or an error in the protocol decode.

4.3.1.12.3 Changing Protocol Layer Colors
You can differentiate different protocol layers in the Decode, Event, Radix, Binary and Character panes.
1. Choose Select Protocol Layer Colors from the Options menu to change the colors used.
The colors for the different layers is displayed.
2. To change a color, click on the arrow next to each layer and select a new color.
3. Select OK to accept the color change and return to Frame Display.

Select Cancel to discard any selection. Select Defaults to return the highlight colors to the default settings.

Protocol Layer Color Selector | 28

Layer1:  Abed |'| Layer % Abed |*|

14
Laper 2 Abod E] |v| Layer10: I
NN

|— 32 -":"-de .'E..t,.:;,j - L -I-I

wod Ll e g
Layer 4 Abcd |- Laver 12 QI
Layer 5 Abcd |+ Layer 13: ERENE
Laper 6 Abed |+ Lz 2

Layer 7. Abcd |~ Layer 15: |*|

Laper 8 Abcd ] |- Laper 16:  Abcd ] |+

Figure 4.14 - Frame Display Protocol Layer Color Selector

4.3.1.13 Filtering

Filtering allows the user to control the display which capture frames are displayed. Filters fall into two general
categories:
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1. Display filters allow a user to look at a subset of captured data without affecting the capture content.
Frames matching the filter criteria appear in the Frame Display; frames not matching the criteria
will not appear.

2. Connection filters Two options are available.

a. A Bluetooth connection: Displays only the frames associated with a Classic Bluetooth link or a
Bluetooth low energy access address. A new Frame Display will open showing only the
protocol tabs, frames, summary, and events associated with that particular Bluetooth
connection.

b. A specific wireless or wired technology. Displays all of the frames associated with:
o Classic Bluetooth
e Bluetooth low energy
« 802.11
o HCI

A new Frame Display will open showing only the protocol tabs, frames, summary and events
associated with the selected technology.

4.3.1.13.1 Display Filters

A display filter looks at frames that have already been captured. It looks at every frame in the capture buffer
and displays those that match the filter criteria. Frames that do not match the filter criteria are not displayed.
Display filters allow a user to look at a subset of captured data without affecting the capture content. There
are three general classes of display filters:

« Protocol Filters
« Named Filters
o Quick Filter
Protocol Filters

Protocol filters test for the existence of a specific single layer. The system creates a protocol filter for each
decoder that is loaded if that layer is encountered in a capture session.

There are also three special purpose filters that are treated as protocol filters:
o All Frames with Errors

« All Frames with Bookmarks

o All Special Information Nodes

Named Filters

« Named filters test for anything other than simple single layer existence. Named filters can be constructed
that test for the existence of multiple layers, field values in layers, frame sizes, etc., as well as
combinations of those things. Named filters are persistent across sessions.

« Named filters are user-defined. User-defined filters persist in a template file. User defined filters can be
deleted.
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Quick Filters

o Quick Filters are combinations of Protocol Filters and/or Named Filters that are displayed on the Quick
Filter tab.

o Quick Filters cannot be saved and do not persist across sessions.

o Quick Filters are created on the Quick Filter Dialog.

4.3.1.13.1.1 Creating a Display Filter

There are two steps to using a display filter. Define the filter conditions, and then apply the filter to the data
set. The system combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display@ window or select Apply/Modify

Display Filters from the Filter menu to open the Set Condition dialog box. The Set Condition
dialog is self configuring which means that when you Select each frame under Conditions the
following displayed fields depend on your selection. With each subsequent selection the dialog fields

will change depending on you selection in that field.

Set Condition

Currently Active Condition: <Untitled>

@ Include () Exclude

Condition

Select each frame | where the protocol V]

[avzTR -]

[fetd -

IEDmmandf’Hesponse v] lls Mot Present VJ (&l Fields)

e

Figure 4.15 - Example: Set Conditions Self Configuring Based on Protocol Selection

S

Set Condition

Currently Active Condition: <Untitled:

@ Include () Exclude

Caondition

Select each frame lin the range -

187 to 234
[Enter decimal numbers by teping in the number

directly, and hexadecimal numbers by starting
the number with 03]

[u]:8 ]l Cancel H Help

\

Figure 4.16 - Example: Set Conditions Self Configuring Based on Frame Range
2. SelectInclude or Exclude to add filtered data or keep out filtered data respectively.

3. Select the initial condition for the filter from the drop-down list.

4. Setthe parameters for the selected condition in the fields provided. The fields that appear in the
dialog box are dependent upon the previous selection. Continue to enter the requested parametersin
the fields provided until the condition statement is complete.
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5. Click OK. The system displays the Save Named Condition dialog. Provide a name for the filter
condition or accept the default name provided by the system and click OK. Prohibited characters are
left bracket '[', right bracket ']' and equal sign '='. The Set Condition dialog box closes, creates a tab
on the Frame Display with the filter name, and applies the filter.

The filter also appears in the Quick Filtering and Hiding Protocols dialog.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame
Display windows.

Notes:
o The system requires naming and saving of all filters created by the user.

o The OK button on the Set Condition dialog box is unavailable (grayed out) until the condition selections
are complete.

« When you have multiple Frame Display windows with a display filter or filters, those filter do not
automatically appear in other Frame Display windows. You must use the Hide/Reveal feature to display
afilter created in one Frame Display in different Frame Display window.

4.3.1.13.1.2 Including and Excluding Radio Buttons

All filter dialog boxes contain an Include and an Exclude radio button. These buttons are mutually exclusive.
The Include/Exclude selection becomes part of the filter definition, and appears as part of the filter
description displayed to the right of the Toolbar.

Include: A filter constructed with the "Include" button selected, returns a data set that includes frames that
meet the conditions defined by the filter and omits frames that do not.

Exclude: A filter constructed with the "Exclude" button selected, returns a data set that excludes frames that
meet the conditions defined by the filter and consists of frames that do not.

4.3.1.13.1.3 Named Display Filters

You can create a unique display filter by selecting a data type on the Frame Display and using a right click
menu. When you create a Name Filter, it appears in the Quick Filtering dialog, where you can use it do
customize the data you see in the Frame Display panes.

1. Selectaframe in the Frame Display Summary Pane.

2. Rightclick in the one of the data columns in the Summary Pane: CRC, NESN, DS, Packet Success,
Ethertype, Source Address, etc.

3. Select Filter in (data type) = . The Filtering

) Filtering Result
Results dialog appears. e D

4. Enter a name for the filter

5. Select OK.
Filter MName:

The filter you just created appears in the Named Filters ASCIL: . .3
section of the Quick Filtering dialog.

Ok | | Cancel

4.3.1.13.1.4 Using Compound Display
Filters

Compound filters use boolean logic to create complex and precise filters. There are three primary Boolean
logic operators: AND, OR, and NOT.

60 Frontline BPA low energy Hardware & Software User Manual



Chapter 4 Capturing and Analyzing Data TELEDYNE LECROY

The AND operator narrows the filter, the OR operator broadens the filter, and the NOT operator excludes
conditions from the filtered results. Include parentheses in a compound filter to nest condition sets within
larger condition sets, and force the filter-processing order.

There are two steps to using a compound filter. Define the filter conditions, and then apply the filter to the
data set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify
Display Filters... from the filter menu to open the Set Condition dialog box.

2. Click the Advanced button on the Set Condition dialog box.

3. SelectInclude or Exclude radio button.
Now you can set the conditions for the filter.

4. Select the initial condition for the filter from

Condition
the combo box at the bottom of the dialog for
Select each frame | where the pratacal w
Select each frame.
where the protocol
5. Setthe parameters for the selected condition with the canversation

in the fields provided. The fields that appear in in the range

i with the size
the dialog box are dependent upon the
previous selection. Continue to enter the
requested parameters in the fields provided
until the conditions statement is complete.

[ MOT Condition ] AMD/ ...
where the protocol 7777 exists AMD
w | where the protocaol ' FPFTETTTIT Y gt w

X |« = [+

Figure 4.17 - Two Filter Conditions Added with an AND Operator
6. Click the plusicon ﬂ on the left side of the dialog box and repeat steps 4 and 5 for the next
condition. Use the up ﬂ and down ﬂ arrow icons on the left side of the dialog box to order your

conditions, and the delete button % |to delete conditions from your filter.

7. Continue adding conditions until your filter is complete.
8. Include parentheses as needed and set the boolean operators.
9. Click OK.

10. The system displays the Save Named Condition dialog. Provide a name for the filter condition or
accept the default name provided by the system and click OK.
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Save Mamed Condition

Mame Thiz Condition;
iItEer i
S --
IJzer Defined Conditions:
| FilterD '

Help

Figure 4.18 - Save Named Filter Condition Dialog

The Set Condition dialog box closes, creates a tab on the Frame Display with the filter name, and applies
the filter.

When a display filter is applied, a description of the
Filter: Include each Frame where the protocol Daka exists  fijter appears to the right of the toolbar in the

Frame Display windows.

Note: The OK button on the Set Condition dialog box is unavailable (grayed out) until the
condition selections are complete.
4.3.1.13.1.5 Defining Node and Conversation Filters

There are two steps to using Node and Conversation display filter. Define the filter conditions, and then apply
the filter to the data set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify
Display Filters... from the filter menu to open the Set Condition dialog box.

2. From the Select each frame combo box choose frames with the conversation as the initial
condition.

3. Selectan address type—IP, MAC, TCP/UDB—from the Typecombo box (The address type selection
populates both Address combo boxes with node address in the data set that match the type selection).

4. Selectanode address from the first Address combo box.

5. Choose a direction arrow from the direction box . The left arrow filters on all frames

where the top node address is the destination, the right arrow filters on all frames Leme -

where the top node address is the source, and the double arrow filters on all e

frames where the top node address is either the source or the destination. £ onen
N

6. If you want to filter on just one node address, skip step 7 and continue with step 8.

7. If you want to filter on traffic going between two address nodes (i.e. a conversation), select a node
address from the second Address combo box..

8. Click OK. The Set Condition dialog box closes and the analyzer applies the filter.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame
Display windows.

Note: The OK button is unavailable (grayed out) until the condition selections are
complete.
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4.3.1.13.1.6 The Difference Between Deleting and Hiding Display Filters

If you wish to remove a filter from the system permanently, then use the Delete procedure. However, if all
you want to do is remove a filter as a means to un-clutter the display, then use the Hide procedure.

Deleting a saved filter removes the filter from the current session and all subsequent sessions. In order to
retrieve a deleted filter, the user must recreate it using the Set Conditions dialog.

Hiding a filter merely removes the filter from the display. A hidden filter can be reapplied using the
Show/Hide procedure.

Deleting Saved Display Filters

1. Select Delete Display Filters from the

Filter menu in the Frame Display @ Delete Named Conditions =

window to open the Delete Named et T;ET E°;’di“°”8: [ ok |

Condition dialog. The system displays the Fglter? T Cancel

=g . . t

Delete Named Condition dialog with a Filer2 Delete
Filker3

list of all user defined filters. Filter?
Filer [ Hee |
Riale: 51,

2. Select the filter to be deleted from the list. 5D lnk: Supported

3. Click the Delete button.

4. Click OK. The Delete Named Condition
dialog box closes and the system deletes
the filter.

Hiding and Revealing Display Filters

If a display filter is showing the following steps will
hide that filter but will not delete it.

1. Select Hide/Show Display

Filters... from the Filter menu on [ Hide/Show Fitters ==
the Frame Display[f} |window
P y Filters
to open the Hide/Show Filters lasciz:. .3 . | [ show |
dialog. The system displays the Beszreler
Hide/Show Filters dialog with a r[ndude each frame where the protocol "Data” field ASCII Contains the Substring ™.
list of all user defined filters. =S
2. Select the filter to be hidden from [ i ] | e | | Help |
the combo box. \

3. Click the Hide button. The Hide button is only showing if the selected filter is currently showing in the
Frame Display.

4. Click OK. The Hide/Show Filters dialog box closes, and the system hides the filter and removes the
filter tab from the Frame Display.

If a display filter is hidden the following steps will reveal that filter in the Frame Display.

1. Select Hide/Show Display Filters... from the Filter menu in the Frame Display @ window to

open the Hide/Show Filters dialog. The system displays the Hide/Show Filters dialog with a list of
all user defined filters.

2. Select the filter to be revealed from the combo box.

3. Click the Show button.
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4. Click OK. The Hide/Show Filters dialog box closes and the system reveals the filter in the Frame
Display.

You can also open the Quick Filter dialog and check the box next to the hidden filter to show or hide a display
filter.

M armed Filkers

[ Filter
[lasCl. .3
[ Filter1
[ Filter2

[ Filter?
[]Rale: Slave

[]5C0 link: Supparted
[ Filter3

Figure 4.19 - Using Named Filters Section of Quick Filters to Show/Hide Filters

Note: When you have multiple Frame Display windows with a display filter or filters, those
filter do not automatically appear in other Frame Display windows. You must use the
Hide/Show dialog to display a filter created in one Frame Display in different Frame
Display window.

4.3.1.13.1.7 Editing Filters
Modifying a Condition in a Filter

1. Click the Display Filters icon ? on the Frame

-

Display[5 | window or select Apply/Modify AR
Display Filters... from the Filter menu to open the @ [Zeel Curentl Ative Condiion: Fiterd
Set Condition dialog box. The Set Condition dialog Filterd

box displays the current filter definition at the top of ASCIE: . ..3

the dialog. To display another filter, click the Open =
icon, and select the filter from the pop-up list of all the saved filters.

2. Edit the desired parameter of the condition: Because the required fields for a condition statement
depend upon previously selected parameters, the Set Condition dialog box may display additional
fields that were not present in the original filter. In the event this occurs, continue to enter the
requested parameters in the fields provided until the condition statement is complete.

3. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. If you choose to create an additional
filter, then provide a new name for the filter condition or accept the default name provided by the
system and click OK.) The Set Condition dialog box closes, and the system applies the modified
filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Frame Display windows.
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Deleting a Condition in a Filter

If a display filter has two or more conditions you can delete conditions. If there is only one condition setin the
filter you must delete the filter using Delete Display Filters... from the Filters menu.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify

Display Filters... from the Filter menu to open the Set Condition dialog box. Click on the
Advanced button to show the condition in Boolean format. The dialog box displays the current filter
definition. To display another filter, click the Open B2 icon, and select the filter from the pop-up list

of all the saved filters.

[ Set Condition
Currently Active Condition: Filker3

@ Include () Exclude

[ MNOT Condition ] AND/OR
@ where the protocol "Baseband' field "LT_ADDR" [z Equ... AMD

it the range 178 to 243

< Delete selected condtion

Figure 4.20 - Set Condition Dialog in Advanced View
2. Select the desired condition from the filter definition.

3. Click the Delete Selected Line icon.

4. Editthe Boolean operators and parentheses as needed.

5. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. (If you choose to create an additional
filter, then provide a new name for the filter condition or accept the default name provided by the
system and click OK.) The Set Condition dialog box closes, and the system applies the modified
filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Frame Display windows.
Renaming a Display Filter
1. Select Rename Display Filters... from the Filter menu in the Frame Display@ window to

open the Rename Filter dialog. The system displays the Rename Filter dialog with a list of all user
defined filters in the Filters combo box.
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Rename Filters =

Filters

[Filtero M

Description
IIndude each frame where the protocol "Baseband” field "LT_ADDR" Is Equal To 6

MNew Mame
Filtern_1 Apply

O | | Cancel | ‘ Help |

Figure 4.21 - Rename Filters Dialog
2. Select the filter to be renamed from the combo box.

3. Enter anew name for the filter in the New Name box. Optionally click the Apply button and the new
name will appear in the Filters combo box and the New Name box will empty. This option allows
you to rename several filters without closing the Rename Filter dialog each time.

4. Click OK. The Rename Filter dialog box closes and the system renames the filter.

4.3.1.13.2 Connection Filtering

Connection Filtering allows the user to view a subset of the total available packets within the Frame Display.
The subset can include data from a single Bluetooth connection, or all of the BR/EDR packets, all of the low
energy packets, all of the 802.11 packets, or all of the HCI packets.

Bluetooth Applicability
A connection (device pair) is identified by
1. ALink for Classic Bluetooth,
2. An Access Address for Bluetooth low energy.

The link ID is a number that the ComProbe software assigns to identify a pair of devices in a BR/EDR
connection. In the Frame Display details pane, the Baseband layer contains the link ID field if the field’s
value is not 0.

An Access Address is contained in every Bluetooth low energy packet. The Access Address identifies a
connection between a slave and a master or an advertising packet.

Connection filtering displays only the frames, protocols, summary, details, and events for the selected
connections.

Note: Connection Filters are not persistent across sessions.

4.3.1.13.2.1 Creating a Connection Filter
In the Frame Display there are four ways to create a connection filter.
From the Frame Display Filter menu

Click on the Frame Display Filter menu Connection Filter selection. From the drop down menu, select
Classic or Bluetooth low energy. The options are

e Classic Bluetooth:

o All will filter in all Classic Bluetooth frames. You are in effect filtering out any Bluetooth low energy
frames and are selecting to filter in all the Classic Bluetooth links.
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o Links displays all the master-slave links. You can select only one link to filter in. The selected link will
filter in only the frames associated with that link.

o Bluetooth low energy:

o All will filter in all Bluetooth low energy frames. You are in effect filtering out any Classic Bluetooth
frames and are selecting to filter in all Bluetooth low energy access addresses.

o Access Addresses displays all the low energy slave device's access address. You can select only one
access address to filter. The selected link will filter in only the frames associated with that access
address.

o 802.11:

o All will filter in all 802.11 frames. You are in effect filtering out any other technology frames.

o HCI:

o All will filter in all HCI frames. You are in effect filtering out any other technology frames.

’
&) Frame Display - TestFileSlimmer.cfa =NAEE X
File Edit View Format Live Bookmarks Options  Window Help

5|5 @ O ik 2 BROPDNIALSd it
E| Er:;l:z B.471: [Master] Len=289 Apply/Modify Display Filters... e e ®| Find: - | é@ ﬁ (j| Summa

: . Baseband - Packet Status: CRI R S
= Baseband: Hide/Show Display Filters... HS I SCO/eSCO ]

- Header Langth: 1 Rename Display Filters...

- Header Version: 3 ~pss Sd CRLC ROADDE Fram Delta Timestamp -
- Link: 4 Connection Filter 4 Classic 3 All | 44132015 105522 6511
- Eﬁfn::fsé;[[giggmszbm Tereriy E46d Bluetooth low energy » Tt » 0 10:55:32.668°
- Clock: 0x0001d0c0 E.465 T UU:Uu:l 3 10555532.8?1!
- Packet Statuz: CRC Error [=0] 6.456 an DD:DD:' 4 10:55:32-590f
- FLOW: Ga E.467 56 00:00:1 10:55:32.692
- T%PE: 2-DH3 6468 56 00:00:00.0..  4413/2015 10:55:32.6941
- Payload Data Rate: 3 Mbps E4E9 17 00:00:00.0...  4A3/2015 10:55:32.701!

Figure 4.22 - Connection Filter from the Frame Display Menu
From the Frame Display toolbar

Right-click anywhere in the toolbar and select Connection Filter from the pop-up menu. The procedure for
creating a connection filter are identical as described in From the Frame Display Filter menu, above.

&) Frame Display - TestFileSlimmer.cfa S | B i)
File Edit View Format Live Filter Bookmarks Options Window Help
| o — P | ™ @ 7
'SEIE W VEI<=2 g om S W
- Frame 6,471 Mg Connection Filter 4 Classic L All | - | é@ ﬁ I’j| Summa
(=1 Ermars: Bluetooth low energy » Link 4 0 ol
i "~ Basshand -§ Show Hidden Panes 4 Ll = LU o |
H FEE_ 3
[=)- Baseband: Bazeb J] PreC. tion-FHS | SCO/eSCO
Header Length: 11 4
Header Yersion: 3 B.. Framed Pr.. &ccessddd.. CRC BDADD fam.. Delta Timestarnp =
prbnked = £.453 17 4413/2015 10:55:32.661!

Figure 4.23 - Connection Filter from the Frame Display Toolbar right-click
From the Frame Display panes

Right-click anywhere in a Frame Display pane and select Connection Filter in the pop-up menu. The
procedure for creating a connection filter are identical as described in From the Frame Display Filter menu,
above.
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’
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Siect Entire Frame BAE7 56 O0:00:000..  4/13/2015 10:55 32692
v | Expand Decode Pane £.4E8 56 00:00:000..  4/13/2015 10:55:32 6341
Collanse Al Nod £ 453 17 O0:00:000..  413/2015 10:55:32 701
oflapse Al Modes £.470 a0 00:00:000..  4/13/2015 10:56:32 7051
v Expand All Nodes £.471 289 00:00:000..  4/13/2015 10:55:32 711
— S 17 0000000 413/2015 10:55:32 711
Connection Filter U Classic ’ Gl | 17 0000000, 4/13/2015 105532714
Bluetooth low energy » Link » 0 0000:000..  4/13/2015 10:65:32 7200
Provide L2CAP Rules... 3
Set Subsequent Decoder Parameters... 4
Hide This Pane
Show Hidden Panes »

Figure 4.24 - Connection Filter from the Frame Display Pane right-click
From the Frame Display frame selection

Select a frame in the summary pane. Right-click and select Connection Filter in the pop-up menu. The
procedure for creating a connection filter are identical as described in From the Frame Display Filter menu,
above.

If the frame you have selected is associated with a Classic Bluetooth link or a Bluetooth low energy access
address, an additional pop-up menu item will appear as shown in the example image below. This selection is a
predetermined filter based on your selection. In the example, frame "6471" is associated with "Link 4", so the
predetermined filter assumes that you may want create a connection filter for that link. Clicking on
Connection Filter Link = 4 will filter in "Link 4" frames without opening all the drop-down menus.
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BE... Framel ASCIH Hex Fram... Delta Timestamp |~

This is the Summary Pane

Copy Selection to Clipboard
Save Selection...
Go To..
v Show Frame Size Celumn
v Show Timestamp Column
v Show Delta Column
Add Mew Column (Help)
Remove New Column

Change Celumn Order (Help)

1L}

Restore Default Columns

Add Bookmark...

Export...

Connection Filter 4 Classic 4 All i

Connection Filter Link =4 Bluetooth low energy 3 Link 3 0
3

Provide L2CAP Rules... 4

Set Subsequent Decoder Parameters...

Show Hidden Panes »

Figure 4.25 - Connection Filter from frame selection right-click
Creating from any Frame Display window

A Connection Filter can be created from any open Frame Display window, and the filtering will always be
applied to the original captured data set.

4.3.1.13.2.2 Connection Filter Display

Once you have selected which connections to filter in, another Frame Display will open. The original Frame
Display will remain open, and can be minimized.

Note: The system currently limits the number of frame displays to 5. This limit includes
any Frame Displays opened using Duplicate View ﬁﬁ from the Toolbar (see Working

with Multiple Frame Displays on page 47)

The new Frame Display with the filtered connection frames will only contain the data defined by the filter
criteria. That is, the criteria could be a single link or data for a particular technology.
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Display Example 1: Bluetooth low energy Access Address selected

€ Frame Display - UPF50_Tue LE Pairing 12245671 2500 00_00_02.cfa =B X
File Edit View Format Filter Bookmarks Options Window Help - m
— Original Data Set - note protocol tabs
2 PES VY =2 0L MAMS W g P
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* Header Version: 3
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s S : 5 e s
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ata -PDU Length: 37 8 :02:04.6473.
- 4D Elemert e o 5 53 DOOOND.  1/27/2015 100204 6524
Lenath: 2 S 3 n OOAOND. 1/27/2015 100204 £534
L ig Eypta Flags N —— 7 £ D0AOND.  1/27/2015 100204 BEF7
st . CRC: Oxfecbeb 8 53 00AOND. 172742015 100204 B57A
BR/EDFR: Not Supparli| (4| £ apy 3 30 00:00:00.0.. 142742015 10:02:04. 5584,
LE General Discover - PDU Type: ADY_IND 1 10 ) 0000000 1/2F/2015 10:02:04 5567,
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Canpas Advertiser fddress: 0471250000002 1 5 000000 1/2%/2015 1002045573
" ULID: Hesth Themd Bl 4D Data 19 Ell 00:00:000..  1/27/2015 10:02:04.6878
QUID: Hoat Reto M 4D Elemert 15 S 0000000, 1/27/2015 10:0204.6881..
LU0 Bl Pressl :E”?th 2 | 18 5 0000000 1/27/2015 10:02:04.7060..
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: 5w
O 15 [ LE General Dizcterable ok Ve 2 5 000000,  1/27/2015100204716D.
_ elengte1s =40 Element - 0204.7TED.
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Figure 4.26 - Front Display: Filtered on Access Address 0x8e89bed6

In the figure above is an example Bluetooth low energy data set connection filtered on Access Address =
0x8e89bed6. The Frame Display in the front is the filtered data set. One way to note the difference between
the original and the filtered display is to observe the Protocol Tabs. In the filtered display there are four low
energy protocol tabs as compared to nine in the original display. This access address connection is not using
five of the protocols.

From any open Frame display the user can set another Connection Filter based on the original data set.
Display Example 2: All 802.11 data filtered in

In this example, there is a capture file with Classic Bluetooth, Bluetooth low energy, and 802.11. To view just
the 802.11 data set, 802.11 = All is selected from the right-click pop up menu.
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Figure 4.27 - Unfiltered: Capture File with Classic, low energy, and 802.11

When the Frame Display with the filtered 802.11 data set appears, only the Protocol Tabs for 802.11 are
present and the tabs for Classic Bluetooth and Bluetooth low energy have been filtered out.
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Figure 4.28 - Connection Filter selecting All 802.11 frames, front

4.3.1.13.3 Protocol Filtering from the Frame Display

4.3.1.13.3.1 Quick Filtering on a Protocol Layer

On the Frame Display, click the Quick Filtering icon ﬁ; or select Quick Filtering from the Filter

menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on

the data received.
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Quick Filtering and Hiding Protocols Lﬂ
Pratocols To Filker In Pratocols To Hide Mamed Filters
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[ &Ml Frames 'with Infarmation [ All Frames 'with Informatian [ Filter1
[]AvVDTP []&v/DTP [C]Fiter2 Holp
[C14¥DTP Signaling [C]&VDTP Signaling [15C0 link: Supported
["]Baseband [[]Baseband [ Filter3
[ Blustooth FHS [] Blustooth FHS [ Role: Slave
[|Headset [ Headset [] Configured BT low energy devic
[C]L2CaP [C]L2CaP [ Exclude MULLs and POLLs
LR e
[“]Mon-Caplured Info ["]Mon-Captured Info
[ PreConnection-FHS [] PreConnection-FHS
[ RFCIIMM [IRFCTIMM
RE sop
Filkering shows anly frames that contain the pratocol desired, but it shows the entire frame.

Hiding remowves any protocol lavers from displaying in any frame.

Figure 4.29 - Frame Display Quick Filtering and Hiding Protocols Dialog

The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols
to Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one ] Quick Filter ]
of those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames . .

that contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the

Frame Display. Changing the filter definition on the Quick Filter dialog changes the filter applied on the
Quick Filter tab. Quick filters are persistent during the session, but are discarded when the session is closed.

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the
Protocols To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character
panes. The frames containing that type data will still appear in the Summary pane, but not in the Decode,
Binary, Radix, and Character panes.

The box on the right is the Named Filters. It contains filters that you

create using the and dialogs. When you select the checkbox for the Mamed Filters

Name Filters, a tab appears on the Summary Pane that displays the [ |FiterD

frame containing the specific data identified in the filter. The named [ Filter1
Filter tab remains on the Frame Display Summary Pane [ Filter2

| Filter3 |  unless you hide it using the dialog.

[]5C0 link: Supported

With low energy, the Configured BT Low energy devices

and Exclude NULLS and POLLs are default named filters. [|Rale: Slave
[ Configured BT low energy dewvic
Check the small box next to the name of each protocol you want to filter || Exclude MULLs and POLLs

in, hide, or Named Filter to display.

Then click OK

4.3.1.13.3.2 Easy Protocol Filtering

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the
Summary pane, and the second lets you filter on any protocol discovered on the network so far.

Filtering on the Summary Layer Protocol

To filter on the protocol in the Summary in the Frame Display window pane:
1. Selectthe tab of the desired protocol, or open the Summary combo box.
2. Select the desired protocol.

3. To filter on a different layer, just select another tab, or change the layer selection in the combo box.
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Filtering on all Frames with Errors

To filter on all frames with errors:

1. Openthe Frame Display@window.
2. Click the starred Quick Filter icon ? or select Quick Filtering from the Filter menu

3. Check the box for All Frames With Errors in the Protocols To Filter In pane, and click OK.
4. The system creates a tab on the Frame Display labeled "Errors" that displays the | Errors |
results of the All Frames With Errors filter.

Note: When you have multiple Frame Display windows open and you are capturing data,
you may receive an error message declaring that "Filtering cannot be done while receiving
data this fast." If this occurs, you may have to stop filtering until the data is captured.

4.3.2 low energy Timeline

The Bluetooth low energy Timeline displays packet information with an emphasis on temporal
information and payload throughput. The timeline also provides selected information from Frame Display.

The timeline provides a rich set of diverse information about low energy packets, both individually and as a
range. Information is conveyed using text, color, packet size, and position.

|| Bluetooth low energy Timeline - le - Sniffer Capture GB6I0OAA_2.cfa | = | Bl L

File Format Zoom Navigate Help

COOD ¢« » &« AR
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Awverage Payload Throughput 57,08 il A i = i:v (:Hlkmtor) [m] ;"I“‘e’
47 bitsis A M” @ Fioksl Thahpi E Da‘:‘:;t‘a;?w“l 0 siave
1 Second Packet Thraughput 50,319 ! *) Payload Throughput [ Data (Cont) 3 CRC Error
2 o : i T ] P TR i e
47,008 bisis s Wlflm ¥ u FM M | u#““‘ W Py [ inchude MIC O oataempty) D1 i
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0 bitsis w u ) M Data (Unknown}
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i 4 e
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Selected Packet 32,020 Adv Type: ADV_IND  Timestamp: 3/14/2013 12:18:23.074302 PM  Duration: 376 us  Channel: 39 - 2430 MHz

""" | ..

0x50655d5b

0x8e20beds

Addr

Oxaf3adbdd

Oxaf3abdSe

For Help Press F1

Figure 4.30 - Bluetooth low energy Timeline

You access the Timeline by selecting Bluetooth low energy Timeline from the View menu or by pressing
the Bluetooth low energy Timeline icon on the Control window toolbar and Frame Display toolbar.

In computing throughput, packets that have a CRC error are excluded.
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4.3.2.1 low energy Timeline Toolbar

The toolbar contains the following:

Table 4.3 - Bluetooth low energy Timeline Toolbar

Icon

Description

Lock - The Lock button only appears in live mode and is automatically depressed when the
user scrolls.

Unlock

First Packet

Previous Packet

Next Packet

OO0 0 B ER =

Last Packet

@

Previous Interframe Spacing (IFS) Error
o Interframe Spacing is considered valid if it is within 150 pus + or — 2us

o If the Interframe Spacing is less than 148 us or greater than 152 us but less than or equal to 300
Us, it is considered an IFS error.

¥

Next Interframe Spacing (IFS) Error
o Interframe Spacing is considered valid if it is within 150 ps + or — 2us

o If the Interframe Spacing is less than 148 us or greater than 152 ps but less than or equal to 300
us, it is considered an IFS error.

Previous Error Packet

Next Error Packet

Zoom In

Pl P ¥ &

Zoom Out

Reset - The Reset button appears only in live mode. Reset causes all packet data up to that
point to be deleted from the Packet Timeline display. This does not affect the data in Frame

Display. Resetting the display may be useful when the most recent throughput values are of
interest.

4.3.2.2 low energy Timeline Menu Bar

The Bluetooth low energy Timeline menu bar contains the following:
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Table 4.4 - Bluetooth low energy Timeline Menus

Menu Selection Description
File Reset Resets Timeline to display beginning at current
frame. Available only in Live mode.
Exit Closes the timeline window
Format |Show Device Address Rows Displays rows of packets from sending devices.

The source device address will appear on the
left of each row.

Show Radio Rows

Displays rows packets received on radios 0,1,
or 2. The radio number will appear on the left of
each row.
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Table 4.4 - Bluetooth low energy Timeline Menus (continued)

Menu Selection Description
Zoom Zoom In Displays less of the timeline, but in greater detail.
Keyboard Shortcut: (Ctrl +)

Zoom Out Displays more of the timeline, in less detail.
Keyboard Shortcut: (Ctrl -)

Zoom In Tool = Displays a magnifying glass icon with
a+ and an arrow that allows for precise
positioning on the timeline. Clicking
will show less of the timeline around

the point where the tools is clicked.

Zoom Out Tool Similar to the Zoom In Tool except witha "-"
sign in the magnifying glass, and clicking will
show more of the timeline around the point
where the tool is clicked.

Selection Tool

Single Segment Zoom: Each selection defines the time displayed, "1" segment, and number

of 1.25 ms markers withing the segment.

2.5ms (1x2) Displays one 2.5 ms segment with 2 markers.

11.25 ms (1x9) Displays one 11.25 ms segment with 9 markers.

33.75 ms (1x27) Displays one 33.75 ms segment with 27
markers.

125 ms (1x100) Displays one 125 ms segment with 100
markers.

437.5 ms (1x350) Displays one 437.5 ms segment with 350
markers.

1.875 s (1x1500) Displays one 1.875 s segment with 1500
markers.

3.75 s (1x3000) Displays one 3.75 ms segment with 3000
markers.

Multiple Segment Zoom: Each selection defines the timeline view port, the number of

segments, and number of 1.25 ms markers withing the segment. For example, selecting

"7.5ms (6 1.25 ms time intervals (3x2))" will display "7.5 ms" of the total timeline in "3"

segments of with "2" markers per segment for a total of "6" markers.

7.5ms (6 1.25 ms time intervals (3x2)) 3 segments, 2 markers per segment: 1.25 ms x
6=7.5mstotal; 1.25ms x 2= 2.5 ms per
segment.

22.5 ms (18 1.25 ms time intervals (6x3)) |6 segment, 3 markers per segment

90 ms (72 1.25 ms time intervals (12x6)) | 12 segments, 6 markers per segment

202.5 ms (162 1.25 ms time intervals 18 segments, 9 markers per segment

(18x9))

360 ms (288 1.25 ms time intervals 24 segments, 12 markers per segment

(24x12))
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Table 4.4 - Bluetooth low energy Timeline Menus (continued)

Menu

Selection

Description

562.5 ms (450 1.25 ms time intervals
(30x15))

30 segments, 15 markers per segment

810 ms (648 1.25 ms time intervals
(36x18))

36 segments, 18 markers per segment

1.1025 s (882 1.25 ms time intervals
(42x21))

30 segments, 15 markers per segment

1.44 s (1152 1.25 ms time intervals
(48x24))

48 segments, 24 markers per segment

1.8225 s (1458 1.25 ms time intervals
(54x27))

45 segments, 27 markers per segment

2.25s (1800 1.25 ms time intervals
(60x30))

60 segments, 30 markers per segment

2.7225 s (2178 1.25 ms time intervals
(66x33))

66 segments, 33 markers per segment

3.24 s (2592 1.25 ms time intervals
(72x36))

72 segments, 36 markers per segment

3.8025 s (30421.25 ms time intervals
(78x39))

78 segments, 39 markers per segment

4.41 s (3528 1.25 ms time intervals
(84x42))

84 segments, 42 markers per segment

5.0625 s (4050 1.25 ms time intervals
(90x45))

90 segments, 45 markers per segment
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Table 4.4 - Bluetooth low energy Timeline Menus (continued)

Menu Selection Description
Navigate | First Packet Goes to the first packet.
Keyboard Shortcut: Home

Last Packet Goes to the last packet.
Keyboard Shortcut: End

Previous Packet Goes to the packet prior to the currently selected
packet.

Keyboard Shortcut: Left Arrow

Next Packet Goes to the next packet after the currently
selected packet.

Keyboard Shortcut: Right Arrow

Previous Invalid IFS Packet. Goes to the previous invalid IFS packet from the
currently selected packet. If there is no previous
invalid IFS packet this item is not active.

Next Invalid IFS Packet Goes to the next invalid IFS packet from the
currently selected packet. If there are no invalid
IFS packets following the current selection, this
item is not active.

Previous Error Packet Goes to the first error packet prior to the current
selection. If there are no error packets available,
this item is not active.

Keyboard Shortcut: Ctrl+Left Arrow

Next Error Packet Goes to the first error packet following the current
selection. If there are no error packets available,
this item is not active.

Keyboard Shortcut: Ctrl+Right Arrow

Selected Packet Keyboard Shortcut: Enter

Toggle Display Lock Available only in Live mode.

To prevent timeline scrolling during capture, click
on this time and the display will lock in its current
position. Capture will continue but the displays will
remain static.
To resume scrolling during capture, click again on
this menu item.

Help Help Topics Displays Bluetooth low energy Timeline help
topics.
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4.3.2.3 low energy Timeline Legend

This legend identifies the color coding found in the timeline. B fAdv (Advertining JEE LS ]
[0 Adv (Scanning) Side 2
.ﬁ.ul'u'ihli‘li.ltnll n Masier
Adv {Unk b i
relate to the packet are highlighted. nm ';s:ar:wn £ swove

« When you select a packet in the timeline, items in the legend that

[ mata iCont) Emll::l:’eﬂb'ﬂ
« Bold text indicates that the type of packet has been seen in the [[] pata (Empty} [ ekt FS
timeline. [C] mata (Ctoly
- Datta [Unkimowmn) D Zelacted
[ Urknerem A Discontinuity

4.3.2.4 Throughput Displays
Throughput is payload over time. There are 3 categories of throughput:

4.3.2.5 Average and 1 Second Packet Throughput

The figure depicts the Average and 1 Second Packet
Throughput displays. This display appears when you select the Average Packet Throughput
Packet Throughput radio button. 254,164 Bits/zec

1 Second Packet Throughput
6,720 Bitsr=ec

Width = peak = 559 164

« Average Packet Throughput is the total packet size over the entire session divided by the total

time. Total time is calculated by taking the difference in timestamps between the first and last packet.

« 1-Second Packet Throughput is the total packet size over the most recent one second.
« Width = peak =: This displays the maximum throughput seen so far.

o A horizontal bar indicates percentage of max seen up to that point, and text gives the actual
throughput.

4.3.2.6 Average and 1 Second Payload Throughput

The figure depicts the Average and One Second Payload Throughput display. This display appears
when you select the Payload Throughput radio button.

« Average Payload Throughput is the total payload over the entire session divided by the total time.

« 1-second Payload Throughput is the total payload over the most recent one second.

« Width = peak =: This displays the maximum throughput seen so far.

Note: 1-second throughput behaves differently than average throughput. In particular,
while average throughput can be very large with only a couple of packets (since it's
dividing small packet or payload size by small time), 1-second throughput can be very
small since it divides by an entire one second.

4.3.2.7 Throughput Graph

The following figure depicts the Throughput Graph.

Frontline BPA low energy Hardware & Software User Manual
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Throughput Over Time

Swap
51 |
34,432
a” Iy Packet Thioughput
= 25824 i “"“Jlg' ,:" Paylaad Throughput
@ \’ ‘r Include MIC
& @ Both
17,216 T
8,508 it fllv'ullum‘iﬁm Canfigured D evices
Wl ampan Lt optprin oo iyl il © Hperee:
i
BE00:00.00 Time 0:00:31.95 V| Show Running Average

Figure 4.31 - Bluetooth low energy Timeline Throughput Graph
The Swap button switches the position of the Timeline and the Throughput graph.
Selecting Throughput Display

« Selecting Packet Throughput displays just the Packet Throughput in graph form and displays the
Average and Average and 1 Second Packet Throughput on the left side of the dialog. The y-axis
numbers appear in blue.

« Selecting Payload Throughput displays just the Payload Throughput in graph form and displays
the Average and Average and 1 Second Payload Throughput on the left side of the dialog.. The y-axis
numbers appear in green.

o Selecting Include MIC will include the transmitted 32 bit Message Integrity Check data in the
throughput.

You may want to include Message Integrity Checks in your throughput even though MIC is not application
data. MICs are transmitted and you may want to included in the throughput as a measure of how active
your radio was.

drverane Payload Throughput fverage Payload Throughput In this example the 1 Second
514 bits/s 633 bits/s Payload Throughputis 1,360

1 Second Payload Throughput 1Second Papload Thioughput bits/sec when Include MIC is
AETES 1,840 bits/s not checked. By checking the

Width =peak <1840\ "\ Width = pesk=1840 . Include MIC box the MIC data is
\ A included in the throughput data
- and 1 Second Payload
With MIC not selected With MIC selected Throughput increases to 1,840
payload is 1360 bits/sec payload is 1840 bits/sec bits/sec. This capture file has 15
MICs in the last second of the file.

) N A
A MIC is 32 bits for a total of 32
bits X 15 MICs = 480 bits.
The easiest way to view MIC " Fiame 1,280; Len=28 ' ' @D
data is to use the Frame oo i =
! 2-LE BB: Unfiltered ™ LI
Display. - LE PKT: LE BB | LE PKT
i - Preamble: 0x55 —
. i b Access Address: 0250655521 B.. Framef
1. Using the Decoder . CRC: 4110063 1272
pane scroll through the | =00 1273
frames until LE Data - NESN:0 e )
" - SN 1 : (
shows "Encrypted MDD 1276 ) Frame 1280 contains
MIC". - Papload Length: 13 1,277 /" Encrypted MIC. Expand LE
- Encrypted Payload Data: 0xf9345c446e647E6 1.278 ,',/' Data in the Summary Pane.
- Encrypted MIC: Oxabcbd a9l 1.279 VY | |
2. Place the cursor on the - Papload iz fragmented: Decode is in another f — ~ >
Encrypted MIC data 128

and while holding the
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left mouse button drag the field to

3. An Encrypted MIC column is add

E-LE PRT:
i b Preamble: Ox55

TELEDYNE LECROY

the Summary pane.

ed to the Summary pane.

LE BB | LE PKT | LE ADY | LE DATA | LE LL | L2CAP | SHMP |

- Bocess Address: 0<50655521
i wCRC: Ox11c063

= LE DATA:

o LLID: Skart

- MESM: 0

SN

WD 0

- Papload Length: 13

- Encrypted Payload D at
ypted

|

Orf3345c446eEd7E

- Payload is fragmented: Dex;

. paz
Use your mouse to drag this

field to the Summary P

Figure 4.32 - Creating Encrypted MIC in Frame Display Summary pane

4.3.2.8 The Timeline

B... Framef Clk. Freq +Encrppted MIE ILE ... MszgSi==
1,271 Oxel26304e
1.272 0x61 2b5fed
1.273
1.274
1.275 a1 B0F2dF
1.276 Ox9caB047
1.277
1.278
1.279 Ox9b9241e2
1.280 Oxabch4adl
1,281

it
2e3
24

v

ane

kAo o

— Encrypted MIC
" column is added to
\the Summary Pane.

w,

The low energy Timeline shows Bluetooth packets within a specific period of time. Time is shown as one or
more contiguous segments. Within each segment are one or more source access address or radio rows.

PDU Length: 39

1 Advertizer Address: 0x7 27272727272

Access Address: Dx8e85beds

LE ADY - Advd: D5727272727272 AddiT yped: [pub)

Type: A0V_IND Chan: 37 Len: 37

[] Bluetooth low energy Timeline - le - Sniffer Capture GBGI00AA 2.cfa (== =
File Format Zoom MNavigate Help
~© N
COOD «3 @« AR
Awerage Packet Throughput J— Throughput Over Time (W] Adv (Advertising) fm TR
45,845 bits/s ] h T [] Adv (Scanning) Side 2
Average Papload Throughput T " L | |oasiiinmg) o] Do
47 hitsis ) Packet Throughput [ Adv (unknown) [ slave
1 Secand Packet Thioughput I Payload Thraughput ] ata (start O crRCE
5 E
47, uuae:ﬁs e e & 019 W'HM""M‘ iyl "mmﬂ\ J"’"‘*"W‘]I‘ %l" ot M!lr’l“ ‘ Ir“\'(‘fh‘i‘f\:ﬁmf' [Tl Inchude MIC BDE'E e a Unab\e":)rbecryp(
A 3 il |J m M"( V"ﬁﬂ il 'I‘ Data (Empty)
1 Second Payload Thioughput = 3354 : ,rw ! T w f ‘ “[ ] ®goth [ Data (Ctri) 1 tnvalid IFS
0 bits/s H [l Data (Unknown)
. U ) Configured Devices L] Unknown [0 selected
‘Width = peak = 47 008 '
@ All Devices 5 Discontinuity
e -
0:00:00.00 Time 0:15:23.93 Show Running Average
Selected Packet: 108,387 Adv Type: ADV_IND  Timestamp: 3/14/2013 12:29:29.427668 P Duration: 376 us  Channel: 37 - 2402 MHz
0x50655d5b
768 us 7w 26.59 ms
0xBe89beds
=] — Packet 108,370 - Adv [Advertising) - Adv Type: ADV_IND —391 us——— 26.214 ms
= Timestamp: 31472013 12:29:23 277668 PM
Duration: 376 us
Oxafdasudd Prev/Me Timestamp Delas: 18 463 ms, 768 us
Prew/MNest Gaps: 18.087 ms, 392 us
CP#0
Oxafoabise Channel Index: 37 - 2402 MHz
Weets Predefined Filter Criteria for BT low energy devices: No
Event Status: Recieved without emars

For Help Press F1

Figure 4.33 - Bluetoothlow energy Timeline

4.3.2.9 How Packets Are Displayed

Bluetooth low energy packets are displayed in the low energy timeline in Segments and Rows.
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« Segments are "pieces" of the timeline. You can zoom in to show just one segment, or you can zoom
out to show multiple segments. In multiple segment displays the segments are contiguous from top to
bottom. Refer to the diagram below. The top-most segment contains the beginning timestamp on the
left. The timeline proceeds from left to right in a segment, and continues in the next segment down
beginning on the left of that segment. If you zoom out to show two segments the viewable timeline
appears in those two segments. You will use the scroll bar on the right to scroll through the timeline.

In a one-segment display the viewable timeline appears in that one segment. You will scroll through
the timeline using the scroll bar appearing at the bottom of the timeline display.

o Rows show either the access address of the configured devices or of all discovered devices. Because
the segments are contiguous in multiple segment displays, the rows in each segment are identical.

In the following diagram we see a three segment display showing the timeline flow.

Timeline Begining Timestamp Timeline Segment End of Segment Timestamp
/ \

Timeline Row1
Timeline Row2
Timeline Row3

W]

Timeline Row1
Timeline Row2
Timeline Row3

C End of upper segment is beginning of segment below

End of upper segment is beginning of segment below

Timeline Row1
Timeline Row2
Timeline Row3

Timeline Ending Timestamp

Figure 4.34 - Diagram of low energy Timeline Flow with Segment and Row Relationship

« Rows can display either source device access addresses or the three radios receiving the data..You choose
with methods by selecting Show Device Address Rows or Show Radio Rows from the Format

menu.
Show Device Address Rows will display rows of
Format | Zoom Mavigate Help packets from sending devices. The source device address
v Show Device Address Rows will appear on the left of each row.
Show Radio Rows Show Radio Rows will display rows packets received
I | T T T === onradios 0,1, or 2. The radio number will appear on the

left of each row.

o The Addr rows display packets sent by that access address for all devices or configured devices. You
select All Devices or Configured Devices using the radio buttons.The address shown is the access
address for the device.
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Selected Packet: 57,120 Adv Type: ADV_IND  Timestamp: :

0x50655d5b

(0xB8=89bedb

Addr

OxafBaldbdd

Figure 4.35 - Device Address Rows

o The Radio rows display packets received by that radio ( 0, 1, or 2).

Selected Packet: 30 557  Adv Type: SCAN_REQ  Timestamp: 314722013 12:1

220 US 220 US

Radio

Figure 4.36 - Radio Rows

The mouse wheel scrolls the timeline horizontally when displaying a single segment, and scrolls vertically
when displaying multiple segments

You can also zoom by using the right-click menu (which displays magnification values), using the + and -
Zoom buttons on the toolbar, or by selecting a value from the Zoom menu.

Packet length indicates duration

The Timeline and Frame Display are synchronized so the packet range selected by the user in one is
automatically selected in the other. For the selected packet range, the Timeline shows various duration
values (Gap, Timestamp Delta, and Span), but only if both the first and last packet in the range are
available in the Timeline. If not, those values are shown as “n/a”. Packets that are not displayed in the
Timeline are Sniffer Debug packets, non-LE packets (e.g. WiFi), and packets that are not from a
Configured Device the Configured Devices radio button is checked.
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[ Bluetooth low energy Timeline - le - Sniffer_Capture_GB6900AA_2.cfa

File Format Zoom Navigate Help

3,821

Average Payload Throughput Selected Packet 30 958  Adv Type: SCAN_RSP  Timestamp: 3/14/2013 12:18:17%
47 bitsis. |-4.634 ms 18,66 ms:
1 Second Payload Thioughput 2
0 bits/s. L e 18.308 ms *) Packet Throughput
T 7 — - S CeileadTL
Width = peak = 68 =] Packet 30,958 - Adv (Scanning) - Adv Type: SCAN_RSP
3 1 7 Timestamp: 3/14/2013 12:18:17.271867 PM
& /
£ Duration: 352 us
o Pres/Mest Timestamp Deleas: 326 us, 18,66 ms
. "4 Pres/Mest Gaps: 150 us. 18.303 ms
y.
&

— Charnel Index: 33 - 2480 MHz

4 = Disol Meets Predsfined Fiter Criteria for BT low energy devices: Yes
rame Display is Evert Status: Frecieved without emars
synchronized with the FDU Length 36

selected packet. Advertiser Address: Oxfte24c209871
. Access Address: 08e89bedt
/ LE ADY - Al Duffe24c 203071 AddT pped: (rand) Type: SCAN_RSP Chan: 39 Ler

3,058

File Edit View Fomr

;- Frame 30.968: Len=43
- LE BE:
io-CPH2
Channel Indes: 39 - 2480 MHz
-~ Mests Predefined Fiter Crteria for BT low ene
Ewent Status: Recieved without errors
i - PDU Length: 368
- LE PKT.
Preamble: Oxaa
- Access Addiess: Dnfeibeds
H CRC: 0x740f76
- LEADY:

e 2 PEG Y =Z RIDI A

& 0 i

OoE8 000 ~ TR R R ]
Bookm/ & | Configured BT low energy devices | Errors |

LE BB | LE PKT }//E ADV | LE DATA | LE LL | L2CAP | SMP | ATT |

B /" Chan T Add.. Inith/Scand fdd Fiam

33 [rand] O
a7

‘| [pub) O ) [iiti
3 ADVIND lpub) OxF2PRFTFZFZ I B2 it
3@ ADVIND lpub)  OxFFRFATZIZ F R i
38 SCEN_RED (rand]  0x482:510820c  [pub)  Ow72727P2727272 12 27 o
29 cran meR ikl WTTITTITY R 7 nnn

Figure 4.37 - low energy Timeline and Frame Display Packet Synchronization

4.3.2.10 low energy Timeline Visual Elements

The low energy Timeline consists of the following visual elements:

o Time Markers - Time markers indicated by vertical blue lines are shown at 1.25 ms intervals. The markers
are provided to help visualize the timescale and are also useful when using dual-mode chips that do

BR/EDR and LE at the same time.

Time markers snap to the beginning of the first data packet by default,

but they can be snapped to the beginning or end of any packet by right-clicking on a packet and selecting
Align Time Marker to Beginning of Packet or Align Time Marker to End of Packet. All other
markers will shift relative to that new reference point.

= o0 U3 o

e
-
W

Markersnapped to end of
theselected padket
creatinga new reference
point for all other markers.

28125 m

OxBe89bedt
o
=
Py

Oxaf3adbdd

Oxafab4Se

MarkerInternal =

1.25ms

Figure 4.38 - Timeline Markers Shown Snapped to End of Packet

o Timestamp - The beginning and ending timestamp for each segment is displayed beneath each segment.
When showing multiple segments the beginning timestamp is the same as the ending timestamp of the

84

previous segment.

In addition to the timestamps the segment information bar shows the zoom value in the center of the bar.
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Ox8e89beds m :l:l :IJ:L
I 26.982 ms I 25.588 ms——H 19.482 ms I 26.981 ms 26838 ms—

Oxaf3adbdd

Addr

OxafBab45e

Figure 4.39 - Bluetooth le Timeline Segment Timestamp and Zoom Value

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

« Packet Info Line - The packet info line appears just above the timeline and displays information for the
currently selected packet.

Selected Packet: 1,751 Adv Type: ADYW_IND  Timestamp: 3142013 121419 272227 PM  Dwuration: 376 us  Channel: 39 - 2480 MHz

Figure 4.40 - Bluetooth le Timeline Packet Info Line
« When you select multiple packets, the info line includes:

o Gap - duration between the end of the first selected packet and the beginning of the last selected
packet.

o Timestamp Delta - Duration between the beginnings of the first and last packets selected.

o Span - Duration between the beginning of the first selected packet and the end of the last selected
packet

_Selected Packets: 1,751- 1753 Gap: 476us  Timestamp Defta: 852 us  Span: 980 us

£n
=
Ln
=]

24 822 me——H —1 Us—H —1 us—-H f—

Figure 4.41 - Bluetooth le Timeline Packet Info Line for Multiple Selected Packets

o Floating Information Window (aka Tooltip) - The information window displays when the mouse cursor
hovers on a packet. It persists as long as the mouse cursor stays on the packet.

« Discontinuities - Discontinuities are indicated by cross-hatched slots. See the Discontinuities section.

o Packet Status - Packet status is indicated by color codes. Refer to low energy Timeline Legends.

o Right-Click Menu. - The right-click menu provides zooming and time marker alignment.
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« Graphical Packet Depiction - each packet within the visible range is graphically depicted. See the Packet
Depiction section.

¢ Swap Button - The Swap button — switches the position of the Timeline and the Throughput
graph.

« Show Running Average - -Selecting this check box shows a running average in the Throughput Over Time
graph as an orange line Shaow Running Average -

4.3.2.11 low energy Packet Discontinuities

The following figure depicts a discontinuity between two packets.

Timestamp: 112002008 1004956 133433 AM (+0/00375)

5

| | |:|

i

o

Timestarmp: 11202009 10:45:56 157189 AM (+0.0075)

Figure 4.42 - Bluetooth® low energy Packet Discontinuity

To keep the timeline and the throughput graph manageable, big jumps in the timestamp are not represented
linearly. Instead, they are shown as discontinuities. A discontinuity exists between a pair of packets when the
timestamp delta (the timestamp of the second packet minus the timestamp of the first packet) is (1) more
than 4.01 seconds or (2) is negative. The reason that the discontinuity trigger is set at 4.01 seconds is because
the maximum connection interval time is 4 seconds.

A discontinuity is indicated by a cross-hatched pattern drawn between two packets and a corresponding
vertical dashed line in the throughput graph. When the timestamp delta is greater than 4.01 seconds, the
discontinuity is a cosmetic convenience that avoids excessive empty space. When the timestamp delta is
negative, the discontinuity is necessary so that the packets can be drawn in the order that they occur.

4.3.2.12 low energy Timeline Navigating and Selecting Data

Buttons, menu items, and keystrokes can be used to go to the next or previous packet, next or previous
invalid interframe spacing (IFS), next or previous error packet, and the first or last packet.

o If there is no selected packet in the timeline, First Packet @ , Next Packet o , and Last Packet

@ are enabled, but Previous Packet @ is not.
o Asingle packet is selected either by clicking on it, navigating to it, or selecting it in the Frame Display.
o Single Segment Navigation:

m Selecting Previous Packet will select the next packet in time (moving back in time to the left)
regardless of which row it is on. If the previous packet is not in the display or if a portion of the
packet is visible, the display will scroll to the next packet and it will appear selected on the left of
the display. The timestamp will change with the scrolling of the display.
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m Selecting Next Packet will select the next packet in time (moving forward in time to the right). If
the next packet is not in the display, the display will scroll to the next packet and it will appear
selected on the right of the display. The timestamp will change with the scrolling of the display.

o Multiple Segment Navigation:

m Selecting Previous Packet will select the next packet moving back in time (to the left) on the
segment and will select the previous packet regardless of which or segment itis in.

If the selected packet overlaps with the previous segment, the display will show the packet
selected in both segments.

If the previous packet is not shown in the timeline display or a portion of the packet is
displayed,the display will move the view port back in time and will display the selected packetin
the top segment on the left edge. Each segment's timestamps will synchronously change as the
view port scrolls backwards in time.

m Selecting Next Packet will select the next packet moving forward in time (to the right)on the to the
next packet regardless of which row or segmentitis in.

If the next packet overlaps on a following segment, the display will show the packet selected in
both segments.

If the next packet is not shown in the timeline display on any segment or a portion of the packet is
displayed, the display will move the view port forward in time and will display the selected packet
in the bottom segment on the right edge. Each segment's timestamps will synchronously change as
the view port scrolls forward in time. All subsequent selected next packets will appear on the right
of the bottom segment.

o Multiple packets are selected either by dragging the mouse or by holding down the shift key while
navigating or clicking.

o When asingle packet is selected in the timeline it is also becomes selected in the Frame Display. When
multiple packets are selected in the timeline, only one of them is selected in the Frame Display.

o The keyboard left arrow key goes to the previous packet. The right arrow key goes to the next packet.
The Ctrl-left arrow key goes to the previous error packet. The Ctrl-right arrow key goes to the next error
packet.

o The mouse scroll wheel will scroll the timeline as long as the cursor is in the dialog.

4.3.2.13 low energy Timeline Zooming

Zoom features can be accessed from the Bluetooth low energy Timeline Zoom menu by right-clicking on
the Timeline window.

A couple of things to remember about Zooming.

« Zooming using the toolbar buttons in a single segment display is relative to the center of the display. That is
as you zoom out those packets on the left and right halves will move closer to the center. If you zoom in,
those packets in the left and right halves will move towards the left and right edges respectively.

e Zooming using the toolbar buttons in a multiple segment display is relative to the number of segments. If
you have a single display and zoom out they will become two segments, then three segments, then six,
and so forth.

« Selecting a Zoom icon (+ or -) on the toolbar zooms in our out.

e The current Zoom setting is shown in the center of the timeline segment information bar at the bottom of
each timeline segment.
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o If you are in multiple segments the segment information bar will show the zoom level with the text "
(Contiguous time segment x/n)" where "x"is 1,2, 3... segment and "n" is the total number of segments. For
example: :"(Contiguous time segment 2/3)".

4.3.2.14 Zoom menu

| — -
b Foom In Ctrl+Plus
! ZLoom Out Ctrl+Minus

Zoom In Tool
Zoom Out Tool

Selection Tool

2.5 ms (1x2)

11.25 ms (1x9)

33.75 ms (L27)

1325 s (1:100)

437.5 ms (1x350)

1.875 s (1:1.500)

3.75 = (1:3000]

7.5 ms (6 1.25 ms time intervals (3x2])

22.5 ms (18 1.25 ms time intervals [B:x3])

90 ms (72 1.25 ms time intervals (12x0))
202.5 ms (162 1.25 ms= time intervals (18:48))
300 ms (288 1.25 ms time intervals (24x12]))
562.5 ms (450 1.25 ms time intervals (30x15))
810 ms (048 1.25 ms time intervals (30:18))
1.1025 = (882 1.25 ms time intervals (42x21))
1.44 £ (1152 1.25 ms time intervals (481x24))
1.8225 = (1458 1.25 ms time intervals (54x27])
2.25 5 (1800 1.25 ms time intervals [00:307)
27225 5 (2178 1.25 ms= time intervals (66:33])
3.24 £ (2592 1.25 ms time intervals (72x36]))
3.8025 = (3042 1.25 ms time intervals (78x39))
4,41 = (3528 1.25 ms time intervals (8dxd2))
5.0625 = (4050 1.25 ms time intervals (20:45])

Figure 4.43 - low energy Timeline Zoom menu
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4.3.2.15 Single Segment Zoom

Timeline view Markers per
displayed segment

N\

Zoom Menu Single Segment: Each selection defines the timeline displayed, the number of segments, and
number of 1.25 ms markers withing the segment. For example, selecting "33.75 ms (1x27)" will display

25ms [1/

11.25 ms (1:9)
33.75 ms (127)
125 ms (1:x100)
437.5 ms (1x350)
1.875 s (1x1500)
3.75 s (1x3000)

"33.75 ms" of the throughput graph in "1" segment with "27" markers.

TELEDYNE LECROY

The scroll bar at the bottom of the segment will scroll the throughput graph view port.

4.3.2.16 Multiple Segments

Timeline view
displayed

Numberof
segments

7.5 ms (6 1.25 ms time intervals (3:2

22.5 ms (18 1.25 ms time intervals ([B:3))

90 ms (72 1.25 ms time intervals (12x0]))
2025 ms (162 1.25 ms time intervals (18:&])
360 ms (288 1.25 ms time intervals (2d:12))
562.5 ms= (450 1.25 ms tirme intervals (30:15])
810 s (B48 1.25 ms time intervals (36:18))
11025 = (882 1.25 ms time intervals (42x21])
144 {1152 1.25 ms time intervals (48:x24))
18225 = (1458 1.25 ms time intervals (534:27])
2.25 5 (1800 1.25 ms time intervals ([60:307)
27225 5 (2178 1.25 ms time intervals (60:33))
3.24 = (2582 1.25 ms time intervals (72x30))
38025 = (3042 1.25 ms= time intervals (78:39])
4.41 = (3528 1.25 ms time intervals (Bdxd2))
50625 = (4050 1.25 ms time intervals (90x45])

Zoom Menu Multiple Segment: Each selection defines the timeline view port, the number of segments, and
number of 1.25 ms markers withing the segment. For example, selecting "7.5 ms (6 1.25 ms time intervals
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(3x2))" will display "7.5 ms" of the total timeline in "3" segments of with "2" markers per segment for a total
of "6" markers.

The scroll bar at the left of the segments will scroll the view through the timeline.
4.3.3 Coexistence View

(Click here to see an introduction video...)

The Coexistence View displays Classic Bluetooth, Bluetooth low energy, and 802.11 packets and throughput
in one view. You access the Coexistence View by clicking its button |‘ in the Control window or

Frame Display toolbars, or Coexistence View from the View menus.

.Ig Coesistence View « wlewd « wilinulbchannel (zackets 523 thiu TO0Let o |alz
ie T t Toom  Newgate  Help
QGO ¢ »|¢ &6 &3 ARRIKP

Fackeiz & A Celocied 10 7 [Ew=]

| Broms Zoon|

Sl | BOE N1 To Hobo? I 5al 1441]

Choh. o &y bald enlip

[E2E Wiewgort Packer Range (42 Packcts)
{ Kone

Com i .'"=e--.w":::-:n.'-='u:nF!l:e Cemi &

For Help Press F1

Figure 4.44 - Coexistence View Window

4.3.3.1 Coexistence View Menus

The following tables
describe each of the
Coexistence View
Menus.

IE' Coexistence View - Capture-2015-12-02_104121.cfa

YT

lFiIE Format Zoom Mavigate Spectrum  Help

Table 4.5 - Coexistence View File Menu Selections
Selection Description

Reset Resets the Coexistence View window to its default settings.

Exit Closes the Coexistence View window.
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Table 4.6 - Coexistence View Format Menu Selections

TELEDYNE LECROY

Selection Description
Show Packet | When checked, the packet number shows below the packet in the Viewport.
Number

(1]

758, 509

Show Packet
Type

When checked, the packet type shows below the packet in the Viewport. f==
LMF

Show Packet

When checked, the packet subtype shows below the packetin the Viewport, if

Subtype applicable.

Hide Packet When checked, hides any text shown below the packet in the Viewport. Applies the

Text text shown by the Show Packet Number, Show Packet Type, and Show Packet
Subtype menu selections.

Auto Hide When checked, automatically hides any text shown below the packet in the Viewport

Packet Text when the Viewport duration exceeds 31.25 ms. Applies the text shown by the Show

When Packet Number, Show Packet Type, and Show Packet Subtype menu selections.

Duration > The Viewport duration is shown at the bottom of the Viewport. This selection reduces

31.25 ms. display clutter when viewing a larger timeline section.

Increase Auto

When not checked, the default, the packets in the viewport are hidden if the number

Hide Packet of visible packets exceeds 4,000.
Count from ,
4,000 to When checked, the default count increased from 4,000 to 20,000 packets before the
20,000 (May packets are hidden. Choosing this selection may slow down the displaying of the
Be Slow) packets.

The following three selections are mutually exclusive.
Use All When checked, all captured packets are used for average throughput calculations
Packets for and all packets in the last one second of the capture session are used for the 1 sec
Throughput throughput. See on page 98 for more information. Performs the same function as the
Indicators throughput indicator All radio button.

Use Selected
Packets for

When checked, the packets selected in the Viewport are used for average throughput
calculations, and selected packets in the one second before the last selected packet

Throughput are used for the 1 sec throughput. See on page 98 for more information. Performs the
Indicators same function as the throughput indicator Selected radio button.

Use Viewport | \When checked, all packets appearing in the Viewport are used for average

Packets for throughput calculations, and all packets in the one second before the last packet in
Throughput the Viewport are used for the 1 sec throughput. See on page 98 for more information.
Indicators Performs the same function as the throughput indicator Viewport radio button.

Set 802.11 Tx
Address

When checked, this selection is used to specify the 802.11 source address, where
any packet with that source address is considered a Tx packet and is shown with a
purple border in the timelines. Performs the same function as the SET button. Refer

to_on page 106

The following three selections are mutually exclusive.

Show Packet
Throughput

When checked, the Throughput Graph and Throughput Indicator shows data based
on packet throughput. Performs the same function as the Throughput Packet radio
button.
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Table 4.6 - Coexistence View Format Menu Selections (continued)

Selection

Description

Show Payload

When checked, the Throughput Graph and Throughput Indicator shows data based

Packets (Auto
Mode)

Throughput on payload throughput. Performs the same function as the Throughput Payload
radio button.
Show Both When checked, the Throughput Graph will graph both the data based on packets
Packet And throughput in darker colors and payloay throughput in lighter colors. The Throughput
Payload Indicator will show calculations based on packet throughput. Performs the same
Throughput function as the Throughput Both radio button.
The following four selections are mutually exclusive.
Show 5 GHz | When checked, the 5 GHz Timeline is visible and the 2.4 GHz Timeline is not visible.
Timeline Only 802.11 5 GHz packets are shown. Performs the same function as the Timeline
5 GHz radio button.
Show 2.4 GHz | When checked, the 2.4 GHz Timeline is visible and the 5 GHz Timeline is not visible.
Timeline The timeline will show Classic Bluetooth, Bluetooth Low Energy, and 802.11 2.4
GHz packets. Performs the same function as the Timeline 2.4 GHz radio button.
Show Both When checked, the 2.4 GHz Timeline and the 5GHZ Timeline is visible. Performs the
2.4 GHz and 5 | same function as the Timeline Both radio button.
GHz
Timelines
Show When check,shows only timelines which have had packets at some point during this
Timelines session. If no packets are present, the 2.4 GHz Timeline is visible. Performs the
Which Have same function as the Timeline Auto radio button.
or Had

The following two selections are mutually exclusive.

Show Low
Energy
Packets From
Configurated
Devices Only

When checked, shows in the 2.4 GHz Timeline only packets from Bluetooth low
enegry devices configured for this session, and uses these packets for throughput
calculations. Performs the same function as the LE Devices Configured radio
button.

Show All Low | When checked, shows in the 2.4 GHz Timeline all Bluetooth low energy packets

Energy captured in this session, and uses these packets for throughput calculations.

Packets Performs the same function as the LE Devices All radio button.

Large When checked, the Throughput Graph appears in the bottom half of the window,

Throughput swapping position with the timeline.

Graph

P When not checked, the Throughput Graph appears in its default position at the top of
the window.
Performs the same function as clicking the Swap button. See on page 100.
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Table 4.6 - Coexistence View Format Menu Selections (continued)

TELEDYNE LECROY

Selection Description
Show Dots in | When checked, displays dots on the Throughput Graph. Dots are different sizes for
Throughput each technology so that they reveal overlapping data points which otherwise
Graph (Dots | wouldn't be visible. A tooltip can be displayed for each dot. Performs the same
Reveal function as the Dots button. See on page 100.
Overlapped
Data Points)
Show When checked, dispalys a Zoomed Throughput Graph above the Throughput Graph.
Zoomed The Zoomed Throughput Graph shows the details of the throughput in the time range
Throughput covered by the viewport in the Throughput Graph. Performs the same function as the
Graph Show Zoom button.
When not checked, the Zoomed Throughput Graph is hidden. Performs the same
function as the Hide Zoom button.
See on page 100
Freeze Y Only active when the Zoomed Throughput Graph is visible.
Scales in
Zoom When checked, it freezes the y-axis scales and makes it possible to compare all
Throughput time ranges and durations. Performs the same fuction as the Freeze Y button, which
Graph appears with the Zoomed Throughput Graph.
When not checked, the y-axis scales are unfroozen. Performs the same function as
the Unfreeze Y button, which appears with the Zoomed Throughput Graph.
See on page 100
Show Tooltips | When checked, Timeline and Throughput Graph tooltips will appear in the upper-left
in Upper-Left corner of your computer sceen. You can relocate the tool tip for convenience or to
Corner of see the timeline or throughput graph unobstructed while displaying packet
Screen information. See on page 108.
Table 4.7 - Coexistence View Zoom Menu Selections
Selection Description Hot Key
Zoom In When clicked, Ctrl+Plus
Viewport time duration
decreased.
Zoom Out When clicked, Ctrl+Minus
Viewport time duration
increases

The following two selectioins are mutually exclusive.

Scroll Tool (Mouse Wheel Scrolls - Ctrl Key
Switches to Zoom Tool)

When checked, sets the mouse wheel to scroll
the Viewport. Pressing the Ctrl key while
scrolling switches to zooming the Viewport.

Zoom Tool (Mouse Wheel Zooms- Ctrl Key
Switches to Scroll Tool)

When checked, sets the mouse wheel to zoom
the Viewport. Pressing the Ctrl key while
zooming switches to scrolling the Viewport.
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Table 4.7 - Coexistence View Zoom Menu Selections (continued)

Selection

Description | Hot Key

Zoom To Time Range of Selected Packets

Active only when packets are selected.

When clicked, the Viewport duration changes to
the time range covered by the selected
packets.

Zoom To Throughput Graph Data Point

When clicked, the Viewport duration changes to
the time range of the Throughput Graph
selected data point.

Custom Zoom (Set by Zoom To Time Range of
Selected Packets, Zoom To Throughput Graph
Data Point, or dragging Viewport Slide)

Automatically checked when taking any zoom
action other than the fixed Viewport zoom
durations listed below.

The following 21 selections

are mutually exclusive.

150 usec

Each of these Zoom selections sets the

300 usec

Viewport and the Timeline to a fixed time
duration.

625 usec (1 Bluetooth slot)

1.25 msec (2 Bluetooth slots)

1.875 msec (3 Bluetooth slots)

2.5 msec (4 Bluetooth slots)

3.125 msec (5 Bluetooth slots)

6.25 msec (10 Bluetooth slots)

15.625 msec (25 Bluetooth slots)

31.25 msec (30 Bluetooth slots)

62.5 msec (100 Bluetooth slots)

156.255 msec (250 Bluetooth slots)

31.25 msec (500 Bluetooth slots)

625 msec (1,000 Bluetooth slots)

1 sec (1,600 Bluetooth slots)

2 sec (3,200 Bluetooth slots)

3 sec (4,800 Bluetooth slots)

4 sec (6,400 Bluetooth slots)

5 sec (8,000 Bluetooth slots)

10 sec (16,000 Bluetooth slots)

20 sec (32,000 Bluetooth slots)

Note: Right-clicking anywhere in the Coexistence View window will open the Zoom

menu in a pop-up.
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Table 4.8 - Coexistence View Navigate Menu Selections

TELEDYNE LECROY

Selection

Description Hot key

First Packet

When clicked, the first packet in the sessionis | Home
selected and displayed in the Timeline.
Performs the same function as the @ First

Packet button.

Last Packet

When clicked, the last packet in the sessionis | End
selected and displayed in the Timeline.
Performs the same function as the @ Last

Packet button.

Previous
Packet

When clicked, the first packet occurring in Left Arrow
time prior to the currently selected packet is
selected and displayed in the Timeline.
Performs the same function as the @

Previous Packet button.

Next Packet

When clicked, the first packet occurring next | Right Arrow
in time from the currently selected packet is
selected and displayed in the Timeline.
Performs the same function as the @ Next

Packet button.

Previous
Retransmitted
Packet

When clicked, selects the first prior retransmitted packet from the current selection
and displays it in the Timeline.. Performs the same function as the <:j Previous

Retransmitted Packet button.

Next
Retransmitted
Packet

When clicked, selects the next retransmitted packet from the current selection and
displays it in the Timeline.. Performs the same function as the ,:{> Next

Retransmitted Packet.

Error Packet

Previous When clicked, selects the first prior invalid Bluetooth low energy IFS packet from the

Invalid IFS current selection and displays it in the Timeline. Performs the same function as the

Packet 4@ Previous Invalid IFS Packet button.

Next Invalid | When clicked, selects the next invalid Bluetooth low energy IFS packet from the

IFS Packet current selection and displays it in the Timeline. Performs the same function as the
@ Next Invalid IFS Packet button.

Previous When clicked, selects the first prior packet Ctri+Left Arrow

with an error from the current selection and
displays it in the Timeline. Performs the same
function as the ¢ Previous Error Packet

button.

Frontline BPA low energy Hardware & Software User Manual

95



TELEDYNE LECROY

Chapter 4 Capturing and Analyzing Data

Table 4.8 - Coexistence View Navigate Menu Selections (continued)

Selection Description Hot key
Next Error When clicked, selects the next packet with an | Ctrl+Right Arrow
Packet error from the current selection and displays it

in the Timeline. Performs the same function as
the @ Next Error Packet button.

First Legend

When clicked, selects the first legend packet in the session and displays it in the

Packet Timeline. This control is enabled when a bold packet type is selected in the
Coexistence View Legend. Referto on page 107. Performs the same functions as
the |¢ First Legend Packet button.

Previous When clicked, selects the first prior legend packet in time from the current selection

Legend and displays it in the Timeline. This control is enabled when a bold packet type is

Packet selected in the Coexistence View Legend. Refer to_on page 107. Performs the same

functions as the * Previous Legend Packet button.

Next Legend
Packet

When clicked, selects the next legend packet in time from the current selection and
displays it in the Timeline. This control is enabled when a bold packet type is selected
in the Coexistence View Legend. Referto on page 107. Performs the same functions
as the * Next Legend Packet button.

Last Legend

When clicked, selects the last legend packet in the session and displays it in the

Packet Timeline. This control is enabled when a bold packet type is selected in the
Coexistence View Legend. Refer to on page 107. Performs the same functions as
the »| Last Legend Packet button.

Toggle This selection is active during Live capture mode only. Checking this selection will

Display Lock | lock the Throughput Graph and the Timeline in its current position, however the

capture will continue. Not checking this selection will cause the Throughput Graph
and the Timeline to scroll as data is collected.

Note: Navigate menu selections are context sensitive. For example, If the first packet is
selected, the Next Packet and the Last Packet selections are active, but the Previous
Packet selection is inactive.

4.3.3.2 Coexistence View - Toolbar

COOI ¢ » e editesaAR|r)P|aw

Figure 4.45 - Coexistence View Toolbar

The toolbar contains the following selections:

Table 4.9 - Coexistence View Toolbar icons

Icon

Description

€

Move to the first packet.
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Table 4.9 - Coexistence View Toolbar icons (continued)

TELEDYNE LECROY

Description

Move to the previous packet.

Move to the next packet.

Move to the last packet.

Move to the previous retransmitted packet.

Move to the next retransmitted packet

Move to the previous invalid IFS for Bluetooth low energy.

Move to the next invalid IFS for Bluetooth low energy.

Move to the previous bad packet.

Move to the next bad packet.

Move to the first packet of the type selected in the legend.

Move to the previous packet of the type selected in the legend

Move to the next packet of the type selected in the legend.

Move to the last packet of the type selected in the legend.

Zoom in.

Zoom out.

" oD e|ls 2T et 82|00 OO0

Scroll cursor.

kS

When selected the cursor changes from Scroll [y | to a context-aware zooming cursor. Click

on normal cursor to remove the zooming cursor.

Joi

Zooming cursor.

(2]

Scroll Lock/Unlock during live capture mode.
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Table 4.9 - Coexistence View Toolbar icons (continued)
Icon Description

[} Reset during live capture mode. Clears the display.

4.3.3.3 Coexistence View - Throughput Indicators

(Click here to see a video on the Throughput Indicators...)
Throughput Indicators

Packets: (& &l (O Selected () Viewport

width = 1 :

width = 1 :

: peak = 47 516

Figure 4.46 - Coexistence View Throughput Indicators

Throughput indicatorsshow average throughput and 1 second throughput for Classic Bluetooth® (all
devices, master devices, and slave devices are each shown separately), Bluetooth low energy, and 802.11.

Throughput  Throughput is total packet or payload size in bits of the included packets divided by the
() Packet duration of the included packets, where:

(%) Payload
) Both

e Packet size is used if the Packet or Both radio button is selected in the Throughput group.

e Payload size is used if the Payload radio button is selected in the Throughput group.

e Included packets are defined separately for each of the radio buttons that appear above the
throughput indicators.

o Duration of the included packets is measured from the beginning of the first included packet to the
end of the last included packet.

Packets: (&l (O Selected () Wiewport The radio buttons above the throughput indicators specify
which packets are included. Radio button descriptions are modified per the following:

o Bluetooth low energy packets from non-configured devices are excluded if the

Configured radio button in the LE Devices group is selected. el

() Configured
Al
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« Frame Display filtering has no effect here in that packets that are filtered-out in Frame Display

are still used here as long as they otherwise meet the criteria for each radio button as described
below.

All packets are used for average throughput, and
Packets: @ &I O Selected O Viewport packets occurring in the last 1 second of the session
are used for 1 second throughput, except that
Bluetooth low energy packets from non-configured devices can be excluded as noted above.

Selected packets (the selected packet range is
shown in the timeline header) are used for average
throughput, and packets in the 1 second duration
ending at the end of the last selected packet are used for 1 second, except that Bluetooth low
energy packets from non-configured devices can be excluded as noted above.

Packetz: (Al (3 Selected () Viewport

Selected Packetz: 15,434 - 15437 Gap 4477 mz  Timestamp Delta 45922 ms Span: 46192 mz

Figure 4.47 - Timeline Header Showing Selected Packets

i The viewport is the purple rectangle in the
Packets: /Al O Selected (& Viewpart Throughput Graph and indicates a specific starting
time, ending time, and resulting duration. Packets
that occur within that range of time are used for average throughput, and packets in the 1 second
duration ending at the end of the last packet in the viewport time range are used for 1 second
throughput, except that Bluetooth low energy packets from non-configured devices can be
excluded as noted above.

Figure 4.48 - Throughput Graph viewport.

The width of each indicator is the largest 1 second throughput seen up to that point for that technology
(Classic Bluetooth, Bluetooth low energy, or 802.11), where the 1 second throughput is calculated anew
each time another packet is received. The 1 second throughput indicator will never exceed this width,
but the average throughput indicator can. For example, the image below has a large average throughput
because the Selected radio button was selected and a single packet was selected, and the duration in that
case is the duration of the single packet, which makes for a very small denominator in the throughput

calculation. When the average throughput exceeds the indicator width, a plus sign (+) is drawn at the right

end of the indicator.
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Figure 4.49 - Average throughput indicators show a plus sign (+) when the indicator width is exceeded.

M

15,442 Dkl

Figure 4.50 - A single selected packet

(Click here to see a video on how the Throughput is calculated...)

4.3.3.4 Coexistence View - Throughput Graph

(Click here to see aThroughput Graph video...)

Wiewpor synchronized with |
Zoomid Throughpul Graph
i and Timelines

802.11 Packat Classic Packet
Throughput Throughput

LE Packet '
Throughput

802.11 Payload ;
Classic Payload
Throughput Throughput

Figure 4.51 - Coexistence View Throughput Graph

The Throughput Graph is a line graph that shows packet and/or payload throughput over time as specified
by the radio buttons in the Throughput group. If the Both radio button is selected, packet and payload
throughput are shown as two separate lines for each technology. The payload throughput line is always
below the packet throughput line (unless both are 0).

The data lines and y-axis labels are color-coded: Blue = Classic Bluetooth, Green = Bluetooth low energy,
Orange = 802.11. Each data point represents a duration which is initially 0.1 s. Each time the number of data
points per line reaches 300, the number of data points per line is halved to 150 and the duration per data
point is doubled. The duration per data point thus progresses from 0.1 st0 0.2 sto 0.4 s to 0.8 s and so on.

The y-axis labels show the throughput in bits per second. From left-to-right the labels are for 802.11,
Bluetooth low energy, and Classic Bluetooth. The duration of each data point must be taken into account
for the y-axis label’s value to be meaningful. For example, if a data point has a duration of 0.1 s and a bit
count of 100, it will have a throughput of 1,000 bits/s, and the y-axis labels will be consistent with this.
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Figure 4.52 - Throughput Graph y-axis labels.

Retransmitted packets and bad packets (packets with CRC or Header errors) are excluded from
throughput calculations.

Placing the mouse pointer on a data point shows a tooltip for that data point. The tooltip first line shows
the throughput, the throughput type (packet or payload), and the technology. Subsequent lines show the
bit count, the duration of the data point, the packet range of that duration (only packets of the applicable
technology from that packet range are used for the throughput calculation), and the number of the data
point (which is 0 for the first data pointin each line).

\ [ MY\

2.880 bitzfs [Packet Throughput - Clazssic)
Bit Count; 288 l‘
Dwration: 100 mz B
Clazzic Packets in Packet Range 15,435 - 15,437
Data Point 12

Figure 4.53 - Data point tooltip

The Throughput graph tool tips can be shown in the upper-left corner of your computer screen to provide
an unobstructed view. Refer to Relocating Tool Tips.

A discontinuity is when the timestamp going from one packet to the next either goes backward by any
amount or forward by more than 4.01 s. This value is used because the largest possible connection
interval in Bluetooth low energy is 4.0 s. A discontinuity is drawn as a vertical dashed line. A discontinuity
for a timestamp going backward is called a negative discontinuity and is shown in red. A discontinuity for a
timestamp going forward by more than 4.01 s is called a positive discontinuity and is shown in black. A
positive discontinuity is a cosmetic nicety to avoid lots of empty space. A negative discontinuity is an
error.
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1]

Figure 4.54 - A negative discontinuity.

[208] [223]
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SO 5504 805707 P

Figure 4.55 - Three positive discontinuities.

The viewport is the purple rectangle in the Throughput Graph. It indicates a specific starting time,
ending time, and resulting duration, and is precisely the time range used by the Timeline. The packet
range that occurs within this time range is shown above the sides of the viewport.

Figure 4.56 - Throughput Graph Viewport

The viewport is moved by dragging it or by clicking on the desired location in the Throughput Graph
(the viewport will be centered at the click point).

The viewport is sized by dragging one of its sides or by using one of the other zooming techniques. See
the Zooming subsection in the Timeline section for a complete list.

The Throughput Graph and Timeline can be made to trade positions by clicking the Swap button.
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Clicking the Swap button swaps the positions of the Throughput Graphs and the Timelines.

Fackely & Sl v

[ e
[T YT [ S —
|

i | 11 T dda ot Sl

Figure 4.57 - Small Timeline and large Throughput Graph after pressing the Swap button.

The dots on the data points can be toggled on and off by clicking the Dots button. Dots are

different sizes for each technology so that they reveal overlapping data points which otherwise wouldn’t
be visible. A tooltip can be displayed for each dot.

Dots can be removed for greater visibility of the plots when data points are crowded together.

(Show Zoom]

Dots toggled on | Dots toggled off J

Figure 4.58 - Dots Toggled On and Off
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| Overlapping Dots:
V4 Classic Bluetooth (top)
~ 1 Bluetooth low enegy (middle)

s - -,
f// \ 80211 (bottom) v Overlapping Dots:
/" Gursor placed on visilble
' ///1 bottom dot to display 80211
I =l ),/ L packetinformation.
80,859 bits/s (802.11 Packet Throughput)

(3,120 bits / 8.192 ms)
802.11 Packets in Overall Packet Range 16,785 - 16,787
-J| Data Point 85

Right-click to zoom to data point
—— TS >

Figure 4.59 - Overlapping Dots Information Display

Clicking the Show Zoom button displays the Zoomed Throughput Graph above the

Throughput Graph. The Zoomed Throughput Graph shows the details of the throughput in the time
range covered by the viewport in the Throughput Graph. Both the Zoomed Throughput Graph and
the Timelines are synchronized with the Throughput Graph'’s viewport. The viewport is sized by
dragging one of its sides or by using one of the other zooming techniques listed in the Zooming subsection
in the Timelines section.

L Cmutenin Vet - et + B0 i (1A pacierti

Iti:'@fo"é}“;-'f; -‘:- A I N .qn T‘ ‘.E'

LBl H @ el O Waeg

| TN T R b

Zoomed Throughput
and Timeline scrollbars
are synchronized

il

—mea  saa ol | Py -'l.'l'H'I_l-'ITI-"l.'.l:'H'l'1-"-T‘-'\'I_.l._'-"'I_\_..;I'I_.rrrt-T‘vl-_"-'-'-'l._-"'_-'-T._"ﬂ""':.

1 v Py M|
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Figure 4.60 - Synchronized Zoomed Throughput Graph and View Port

The largest value in each technology in the Zoomed Throughput Graph is snapped to the top of the
graph. This makes the graph easier to read by using all of the available space, but because the y-axis scales
can change it can make it difficult to compare different time ranges or durations. Clicking the Freeze Y

button freezes the y-axis scales and makes it possible to compare all time ranges and
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durations (the name of the button changes to Unfreeze Y and a Y Scales Frozen indicator appears to
the right of the title. Clicking the Unfreeze Y @] button unfreezes the y-axis scales.

Hade Zoom | Fesmon el [

The largest value of each
T technolegy is snapped b e
top of the graph

=

-

Figure 4.61 - Zoomed Throughput Graph- Largest Value Snaps to Top

:1:2
Tl s oo

VWith ¥-scales frozen the
largest low enangy
threughput valua is not

snappadbathe op. | Indicator appesrs when Y-scales

an fraden
I

" With Y-scales frozenthe — |
largest 802,11

thraughput valus s not
snapped o the lop.

Figure 4.62 - Zoomed Throughput Graph - Freeze Y keeps the y-axis constant
Interval Menu

The Interval drop-down menu is used to set the duration of each
data point in the Zoomed Throughput graph. The default setting is
Auto that sets the data point interval automatically depending on the
zoom level. The other menu selections provide the ability to select a
fixed data point interval. Selecting from a larger to a smaller interval
will display more data points. Should the number of data points
exceed 30,000, no data is displayed and a warning will appear in the
graph area.

Interwal:
E LN (] :

1 mzec
10 mzecs
100 mgecs

Selecting the Zoom Cursor@ button changes the cursor to the zoom cursort)\ . The zoom cursor is

controlled by the mouse wheel and zooms the viewport and thus the Timelines and the Zoomed
Throughput Graph. The zoom cursor appears everywhere except the Throughput Graph, which is not
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zoomable, in which case the scroll cursor is shown. When the zoom cursor is in the Timelines or
Zoomed Throughput Graph zooming occurs around the point in time where the zoom cursor is
positioned. When the zoom cursor is outside the Timelines and the Zoomed Throughput Graph the
left edge of those displays is the zoom point.

The Throughput Graphs for Classic Bluetooth in the Coexistence View and the BluetoothTimeline
can look quite different even though they are plotting the same data. The reason is that the Coexistence
View uses timestamps while the BluetoothTimeline uses Bluetooth clocks, and they do not always match
up exactly. This mismatch can result in the data for a particular packet being included in different intervals
in the two Throughput Graphs, and can have a significant impact on the shapes of the two respective
graphs. This can also result in the total duration of the two Throughput Graphs being different.

Another factor that can affect total duration is that the BluetoothTimeline's Throughput Graph stops at
the last Classic Bluetooth packet while the Coexistence View's Throughput Graph stops at the last
packet regardless of technology.

4.3.3.5 Coexistence View - Set Button

(Click here to see a video on the Wi-Fi Tx Address Set button...

The Set button is used to specify the 802.11 source address, where any
80217 Tw: 00:0c:23:85F331  packet with that source address is considered a Tx packet and is shown
with a purple border in the timelines.

All source MAC addresses that have been seen during this session are listed in the dialog that appears when
the Set button is clicked. Also listed is the last source MAC address that was set in the dialog in the previous
session. If that address has not yet been seen in this session, it is shown in parentheses.

802.11 Tx Address X

802,11 Tx Address

Each 02,11 packet with this source address is considered a Tx packet and is shown with a
purple border,

&l source MAC addresses that have been seen during this session are listed here, Alsa lisked
is the last source MAC address that was set here in the previous session, IF that address has
not et been seen in this session, it is shown in parentheses,

(0] 4 l [ Cancel

Figure 4.63 - 802.11 Source Address Dialog
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B02.11 Tx Address X

802,11 Tx Address
000 29:85:F3:31 "

I;I:S:EI;IHEIE:!;}:EE:EEI:ZB fre address is considered a Tx packet and is shown with a

|00:0c:29:21 w39

tve been seen during this session are lisked here, Also listed
at was set here in the previous session. IF that address has

O L5 42 L 6 it is shown in parentheses,

00:24:21 35 ae:b2
00:2f:53:42:06:63
00:50:56:54:00:00
00:50:56:84:00:04
00:50:56:84:00:0b
40:01:c6:33:bbice
Soi2h:0a43: 69040
7iFlialiediad:al
Toied00:2a:54:05
a4:baidb:fd:11:a6 (0] 4 l [ Cancel
fFgile:dfidS:b2:93

Figure 4.64 - 802.11 Source Address Drop Down Selector

4.3.3.6 Coexistence View - Throughput Radio Buttons

Throughput  The radio buttons in the Throughput group specify whether to show packet and/or payload
(%) Packet lines in the Throughput Graph, and also whether to show packet or payload throughputin
) Pavload the throughput indicators (if the Both radio button is selected, packet throughput is shown
() Bath in the throughput indicators).

4.3.3.7 Coexistence View - Timeline Radio Buttons

Timeline The radio buttons in the Timeline group specify timeline visibility. The first three buttons

(B GHz specify whether to show one or both timelines, while the Auto button shows only timelines
{3245Hz  which have had packets at some point during this session. If no packets have been received
(%) Bath at all and the Auto button is selected the 2.4 GHz timeline is shown.

() duto

4.3.3.8 Coexistence View — low energy Devices Radio Buttons

LE Devices The radio buttons in the LE Devices group (where “LE” means Bluetooth® low energy)
() Configured  specify both visibility and inclusion in throughput calculations of Bluetooth low energy
@ Al packets. The All radio button shows and uses all Bluetooth low energy packets. The
Configured radio button shows and uses only Bluetooth low energy packets which come
from a configured device.

4.3.3.9 Coexistence View — Legend

(This video provides more details on the Legend...)
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[ classic Classic LE 502.11)

LE Master
' 7
a
~[502.11 Freq b [[]

: B FHS
etranzmit [ 15t St Data
Bad Packet B Filler htigrmit
CantDecrypt | g MULL  DatEmpty
i Il Foll iatiCr Control
continity

Click on ary baold entry abowe to enable navigation

Figure 4.65 - Coexistence View Legend

The legend describes the color-coding used by packets in the timelines. Selecting a packetin a timeline
highlights the applicable entries in the legend. An entry is bold if any such packets currently exist. Clicking on
a bold entry enables the black legend navigation arrows in the toolbar for that entry.

4.3.3.10 Coexistence View — Timelines

(Click here to see a Coexistence View Timeline video...)

— et il 0 s 8 sl i —

L fp—
pep—— p—— Fr——— e —— p—
e F,ﬂ-
T
g TR T L S

Figure 4.66 - Coexistence View Timelines

The Timelines show Classic Bluetooth® , Bluetooth low energy, and 802.11 packets by channel and time.

Packet information is provided in various ways as described below.

Packets are color-coded to indicate attribute (Retransmit, Bad Packet, Can’t Decrypt, or Invalid IFS),
master/Tx, technology (Classic Bluetooth® , Bluetooth low energy, or 802.11), and category/type.
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Selection Box
Attribute (Bad Packet)

hasterTx (Master)

Technalogy (Classic Bluetooth)

FPacket Categary or Type [ACL)

Figure 4.67 - Each packet is color-coded

The innermost box (which indicates packet category/type) is the packet proper in that its vertical position
indicates the channel, its length indicates the packet’s duration in the air, its left edge indicates the start
time, and its right edge indicates the end time.

The height of Classic Bluetooth and Bluetooth low energy packets indicates their frequency range (1 MHz
and 2 MHz respectively). Since 802.11 channels are so wide (22 MHz), 802.11 packets are drawn with an
arbitrary 1 MHz height and centered within a separate frequency range box which indicates the actual
frequency range.

Selecting a packet by clicking on it draws a selection box around it (as shown above) and highlights the
applicable entries in the legend.

[ classic Classic LE [302.11)

LE
O s0211 5 GHz
802,11 2.4 GHz|
80211 Freq

H FH=
it (=) 15 Data
Bad Packet H Fill=r 5t Mgt
Can't pt Il rULL
H Fol 1t Cortrol

Click on any bald entry above to enable navigation

Figure 4.68 - Highlighted entries in the legend for a selected packet.

Summary information for a selected packet is displayed in the timeline header.

Selected Packet: 15457 Timestamp: 80772011 10:41: L echnaolog > Type: D1 Bluetooth Clock: 0x0113e610  Paylosd Len; 9 bytes

Figure 4.69 - Timeline header for a single selected packet.

When multiple packets are selected (by dragging the mouse with the left button held down, clicking one
packet and shift-clicking another, or clicking one packet and pressing shift-arrow), the header shows Gap
(duration between the first and last selected packets), Timestamp Delta (difference between the
timestamps, which are at the beginning of each packet), and Span (duration from the beginning of the
first selected packet to the end of the last selected packet).
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Gap: 4477 mz Timestamp Delta; 45

Figure 4.70 - Timeline header for multiple selected packets

- . Text can be displayed at each packet by selecting Show
Show Packet Number Packet Number, Show Packet Type, and Show Packet
Show Packet Type Subtype from the Format menu.

v | Show Packet Subtype
Hide Packet Text
v Auto Hide Packet Text When Duration > 31.25 ms

———————— ==y
15,455 Marrt 15 458 Data 15 459 Data 15 460 Data

[

1:3 436 Dihll

I—I
13,457 Dhil

Figure 4.71 - Descriptive text on timeline packets.

Placing the mouse pointer on a packet displays a tooltip (color-coded by technology) that gives detailed
information.

o
13,457 O

Packet 15,457 [Classic] - DM1

872017 10:41:19.835733 AM [Beginning Timestamp)
2M7/2011 10:41:19.836053 AM [Ending Timestamp]
Cruration: 270 us

Fiole: Master

Channel: 36 - 2438 MHz

Clock: 0=0113e£10

Facket Status: CRC Errar [=0]

FLOW: Go

TvPE: D1

LT_aDDR: 0

L2CAP Flow: Go

Logical Link 10: L2CAP start or no fragmentation
SEQN: 1

ARON: O

Payload Length: 9 [53% of 17 bytes max)]

Decrypted by Bluetooth ComProbe: Mo

Bad packet data: Ox 45 02 0200 ...

Figure 4.72 - A tool tip for a Classic Bluetooth packet.

You can relocate the tool tip for convenience or to see the timeline or throughput graph unobstructed
while displaying packet information. In the Format menu select Show Tooltips in Upper-Left
Corner of Screen, and any time you mouse-over a packet the tool tip will appear anchored in the
upper-left corner of the computer screen. To return to viewing the tool tip adjacent to the packets
deselect the tool tip format option in the menu.
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’E| Coexistence View - le - Sniffer_Capture_GB6900AA_2.cfa

File [Format] Zoom Mavigate Help
Show Packet Number :
v | Show Packet Type
Show Packet Subtype
Hide Packet Text
Auto Hide Packet Text When Duration > 31.25 ms

Increase Auto Hide Packet Count From 4,000 to 20,000 (May Be Slow)

v Use All Packets for Throughput Indicators
Use Selected Packets for Throughput Indicators
Use Viewport Packets for Throughput Indicators

Set 80211 Tx Address

v Show Packet Throughput
Show Payload Throughput
Show Both Packet and Payload Throughput

Show 5 GHz Timeline
v Show 2.4 GHz Timeline

Show Both 5 GHz and 2.4 GHz Timelines !

Show Timelines Which Hawve or Had Packets (Auto Mode)

v Show Low Energy Packets From Configured Devices Only
Show All Low Energy Packets

Large Throughput Graph
v Show Dots in Throughput Graph (Dots Reveal Overlapped Data Points)
Show Zoomed Throughput Graph

Show Tooltips in Upper-Left Corner of Screen

Figure 4.73 - Coexistence View Format Menu - Show Tooltips on Computer Screen
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Packet 6,486 (LE) - Data (Empty) - LLID: Continuati 3} _
31472013 12:14:54 222188 PM (Beginning Timestamp) ffer_Capture_GB6O00AA_2.cfa
31472013 12:14:54 222268 PM (Ending Timestamp)
Duration: 80 us

Role: Side 1 :.

CP#1 Z| 5 Ll H]
Channel Index: 18 - 2442 MHz
Meets Predefined Filter Criteria for BT low energy devices: Mo Equipment\My Capture Files\e - Snif
Event Status: Received without errors

PDU Length: 2

LE DATA -— Access Address: Oxaf9abd5e Chan: 18 Side: 1 Event Counter: 0x013b Len: 0 LLID: Empty MD: 0 NESN: 1 SN: 1

Coexistence View - le - Sniffer_Capture_GBES00AA_2.cfa

File Format Zoom Mavigate Help

®“o®|<bc> EREDdEedI BRI PB]

) Sekcled O 53,652
0
4
4
width = 1 sec peak=10
4
5 J

Viewport Packet Range (48 Packets) -

6,480 Dsta

6,492 Data L [}
©.508 Data 6,519 Data

A -]
&,47€ Data £,488 Data

R ]
6.501 Data 6,515 Data

Figure 4.74 - Coexistence View Timeline Tool Tip Shown Anchored to Computer Screen

There are two Timelines available for viewing, one for the 5 GHz range and one for the 2.4 GHz range.
Classic Bluetooth and Bluetooth low energy occur only in the 2.4 GHz range. 802.11 can occur in both.

Wie wport Packet Pare (88 Patheta) 1612

5 A4S [T 211 ASS168 PHl

Figure 4.75 -5 GHz and 2.4 GHz 802.11 packets

The y-axis labels show the channels for each technology and are color-coded: Blue = Classic Bluetooth,
Green = Bluetooth low energy, Orange = 802.11.
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The 5 GHz timeline has only 802.11 channel labels, and the rows alternate orange and white, one row per
channel.

The 2.4 GHz timeline has labels for all three technologies. The rows alternate blue and white, one row per
Classic Bluetooth channel. The labels going left-to-right are 802.11 channels, Bluetooth low energy
advertising channels, Bluetooth low energy regular channels, and Classic Bluetooth channels.

The Viewport Packet Range above the timelines shows the packet range and packet count of packets
that would be visible if both timelines were shown (i.e. hiding one of the timelines doesn’t change the
packet range or count). This packet range matches the packet range shown above the viewportin the
Throughput Graph, as it must since the viewport defines the time range used by the timelines. When no
packets are in the time range, each of the two packet numbers is drawn with an arrow to indicate the
next packet in each direction and can be clicked on to navigate to that packet (the packet number changes
color when the mouse pointer is placed on it in this case).

m_An arrow points to the next packet when no packets are in the time range.

= 1587 ~An arrowed packet number changes color when the mouse pointer is on it. Clicking navigates
to that packet.

The header shows information for packets that are selected.
The footer shows the beginning/ending timestamps and visible duration of the timelines.

The ‘I’ buttons bring up channel information windows, which describe channel details for each
technology. They make for interesting reading.

802.11 5 GH=

Only channels with a base walue of 5 GHz and zpacings of either 20 or 40 MHz are shown here. Due to gpace limitations, each channel iz dravn with fized
spacing instead of being spaced relative to ity diztance from other channels as iz done with 2.4 GHz channels [with the exception of 802,171 channel 14).

Figure 4.76 - 5 GHz information window

Blustooth Classic

There are 79 Classic channels, Each channel is 1 MHz wide and has the indicated certer requency. Channels da nat averlap.
0=2402MHz 10=2412MHz 20=2422MHz 30=2432MHz 40=2442MHz 50=2452MHz 60=2462MHz 70= 2472 MHz
1-2403MHz 11=2413MHz 21 =2423MHz 31 =2433MHz 41-2443MHz 51 =2453MHz 61-2463MHz 71 = 2473 MHz
2=2404MHz 12=2414MHe 22=2424MHz 32=2434MHz 42=2434MHz 52=2454MHz 62=2464MHz 72= 2474 MHz
3-2405MHz 13-2415MHz 23-2425MHz 33-2435MHz 43-2445MHz 53-2455MHz 63-2485MHz 732475 MHz
4-2406MHz 14=2416MHz 24=2426MHz 34-2435MHz 44-2446MHz 54 = 2456 MHz
5=2407MHz 15=2417MHz 25=2427 MHz 35= 2437 MHz 45=2447MHz 55 = 2457 MHz = 2477 MHz
§-2408MHz 16=2418MHz 26=2428MHz 35-2438MHz 45-2448MHz 55-2458MHz 65-2468MHz 76= 2478 MHz
7-2409MHz 17-2419MHz 27 =2429MHz 37-2439MHz 47-2449MHz 57-2459MHz 67-2469MHz 77- 2479 MHz
B=2410MHz 18=2420MHz 28=2430MHz 38=2440MHz 48=2450MHz 58 =2460MHz EB=2470MHz 78 = 2480 MHz
9-2411MHz 19-2421 MHz 23-2431 MHz 39-2441 MHz 49-2451 MHz 53-2461 MHz 63 = 2471 MHz

The 1o kabel: are placed at the center frequency of sach channel

Bluetooth low energy [LE)
Thete are 40 LE channels. Each channelis 2 MHz wide and has the indicated centet hequency. Channels do not overlap.
Channels 0 thiough 36 are Data channels, Charnels 37 thiough 33 are Advertising channels.

I7=2402MHz 4=2412MHz  9=2422MHz 13=2432MHz 1B=2442MHz 23=2452MHz 28=2482MHz 33=2472MHz
0=2404MHz 5=2414MHz 10=2424 MHz 14=2434MHz 19=2444MHz 24=2054MHz 29=24B4MHz 34 = 2474 MHz
1=2406MHz E=2416MHz 38=2426MHz 15=2438MHz 20=2446MHz 25=2055MHz 30=24B6MHz 35 = 2476 MHz
2-=240BMHz 7=2413MHz 11=2428MHz 16=2438MHz 21=-2448MHz 26-2458MHz 31=24E8MHe 36 = 2478 MHz
3=2010MHz B=2420MHz 12=2430MHz 17=2440MHz 22=2450MHz 27=2060MHz 32=2470MHz 39 = 2980 MHz

The 10w labels are placed at the center frequency of each channel,

80211 2.4 GHz

Inthe 802,11 2.4 GHz frequency range there are 11 charnels in the US4, 13 in Europe, and 14 inJapan. Each channel is 22 MHz wide. Channels overap.

There is a 5 MHz shift between each of the first 13 channels. There is a 12 MHz shift between channels 13 and 14,
1=2401-2423MHz  [centeied at 2412 MHz)  (USA, Ewope, Japan] 8 =2436-2458 MHz  [centered at 2447 MHz]
2=2406-2428 MHz  [centered at 2417 MHz)  (USA, Europe, Japan) 9=2441-2463 MHz  [centered at 2452 MHz]
3=2411-2433MHz  [centered at 2422 MHz) (US4, Europe, Japan] 10 = 24462468 MHz  [centered at 2457 MHz]

] [USA, Europe, Japan]
) | )
) )
4=2416-2438MHz  [centered at 2427 MHz)  (USA, Europe, Japan] 11 =2451-2473MHz  [centered at 2462 MHz)
) | )
) )
)

(
(US4, Europe, Japan]
(US4, Europe, Japan]
(U5, Europe, Japan)
[Evrope, dapan]
{Europe, Japan]
[apan)

5-2421 2443 MHz [centered at 2432 MHz) (US4, Europe, Japan] 12= 24562478 MHz  [centered at 2467 MHz
£ - 24262448 MHz  (centered at 2437 MH2) (US4, Europs, Japan] 13 = 24612483 MHz  [centered at 2472 MHz
7=2431-2453MHz  (centered at 2442 MHz) (US4, Europe. Japan] 14 = 24732495 MHz  [centersd at 2484 MHz
The raw labels for 802.11 channels 113 are placed at the center frequency of each channel
The 1o label for 80211 channel 14 s in parertheses becauss that channel's canter frequency is above the top of the araph,

Figure 4.77 - 2.4 GHz information windows

When zoomed in far enough Bluetooth slot markers appear in the 2.4 GHz timeline. A Bluetooth slot is
625 us wide.
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i o} pabens m
—

Figure 4.78 - Vertical blue lines are Bluetooth slot markers
1. Dragone of the sides of the Throughput Graph viewport.
2. Selectazoom preset from the Zoom or right-click menus.
3. Selectthe Zoom In or Zoom Out button or menu item.

4. Turnthe mouse wheel in the Timelines or the Zoomed Throughput Graph while the zoom
cursor is selected. The action is the same as selecting the Zoom In and Zoom Out buttons and
menu items except that the time point at the mouse pointer is kept in place if possible.

5. Selectthe Zoom to Data Point Packet Range menu item, which zooms to the packet range
shown in the most recently displayed tool tip.

6. Selectthe Zoom to Selected Packet Range menu item, which zooms to the selected packet
range as indicated in the Selected Packets text in the timeline header.

7. Selectthe Custom Zoom menu item. This is the zoom level from the most recent drag of a
viewport side, selection of Zoom to Data Point Packet Range, or selection of Zoom to
Selected Packet.

The zoom buttons and tools step through the zoom presets and custom zoom, where the custom zoom is
logically inserted in value order into the zoom preset list for this purpose.

(Click here to see a Timeline Discontinuities video...)

A discontinuity is when the timestamp going from one packet to the next either goes backward by any
amount or forward by more than 4.01 s (this value is used because the largest possible connection
interval in Bluetooth low energy is 4.0 s). A discontinuity is drawn as a vertical cross-hatched area one
Bluetooth slot (625 ps) in width. A discontinuity for a timestamp going backward is called a negative
discontinuity and is shown in red. A discontinuity for a timestamp going forward by more than 4.01 s is
called a positive discontinuity and is shown in black. A positive discontinuity is a cosmetic nicety to avoid
lots of empty space. A negative discontinuity is an error.
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105} Rang 15 Pashietn)

Figure 4.79 - A negative discontinuity

arr | Wirwpat§ Pk Rarsges (1 Ptk ety en]
‘Tebed bty 437 - o | i 8 R

Figure 4.80 - A positive discontinuity

When there are one or more discontinuities the actual time encompassed by the visible timeline differs
from the zoom level duration that would apply in the absence of any discontinuities. The actual time,
referred to as absolute time, is shown followed by “(abs)”. The zoom level duration, referred to as
relative time, is shown followed by “(rel)”. When there are no discontinuities, relative and absolute time
are the same and a single value is shown.

To SIRIE -

Selected Packets: 477 - 478 Gap 7.1 2 Timestamp Defta: 720011 = Span: 7200

Figure 4.81 - Timeline header with discontinuity

15.625 ms (rel) 7.21484 s {abs)

Figure 4.82 - Timeline duration footer with discontinuity

For example, the timeline above has a zoom level duration of 15.625 ms (the relative time shown in the
footer). But the discontinuity graphic consumes the width of a Bluetooth slot (625 ps), and that area is
7.19984 s of absolute time as shown by the Gap value in the header. So the absolute time is 7.21484 s:

Zoom level duration — Bluetooth slot duration + Gap duration =
15.625 ms- 625 ps + 7.19984 s =
0.015625 s—0.000625 s + 7.199840 s =

0.015000 s + 7.199840 s =
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7.214840s =

7.21484 s

High-speed Bluetooth packets, where Bluetooth content hitches a ride on 802.11 packets, have a blue
frequency range box instead of orange as with regular 802.11 packets (both are shown below), and the
tool tip has two colors, orange for 802.11 layers and blue for Bluetooth layers.

s Paryioad Lan 157 e

== —-— = -
AFS £15 2% Dals A 4% Dala ALH GefCute = W% T GefData A | ok Dabs A G e [

[Prackat 2080 [Hagh Spedl Mhseionth, [Bhsplooih over B2 11]] - als - u% Disda)
VTR0 10301 AT AM e Trmmstamg]
RN 103011 532590 A Eraing Trmestamcl
oo Timestamgs 144401 1.2:00 00 000000 AM
Ehastion 180 =
Trow Dta
Suttee Gofs Dia
| Charret 3 45T bir]
0 ke

Paplcend Loy 1080 byten
S one Auoms. OHEE T e o8 [54)
Coastirston Adane: 00T 1e b 82 o8 (D)

MKl
 Cogariastn Lrucpat ideritaer Blssiah 535, ko
Proteced 0. LICAP ALL Date

LR

Pk Slvn

(Adavar 3
PO Lavgih Y058
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Figure 4.83 - High-speed Bluetooth packets have a blue frequency box and a two-tone tool tip

4.3.3.11 Coexistence View - No Packets Displayed with Missing Channel

Numbers

Note: This topic applies only to Classic Bluetooth.

Captured packets that don’t contain a channel number, such as HCl and BTSnoop, will not be displayed. When
no packets have a channel number the Coexistence View Throughput Graph and Timelines will display
a message: "Packets without a channel number (such as HCI) won't be shown."

e =]
Fibg Forman  Toom  Mavgaie  Hip
' ) > & |RR|xP |[R)G

Ll €1 JBC R R N

Pack et

cughpat Theoughpat

& Packet
Pagload
Bod

Timeine
ShHz

& 2dGHr
Boh

LE Bevives
Configued
& a

(rwas] | Dots

Clhick an sy bokd anisy abicrvn 1 srasble navigation

Pachetz

Figure 4.84 - Missing Channel Numbers Message in Timelines
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4.3.3.12 High Speed Live View

TELEDYNE LECROY

When using the Frontline® 802.11 in conjunction with other ComProbe devices, or in a stand-alone

configuration, a smaller version of the standard Coexistence View is available. This High Speed Live

View is essentially the Viewport from the standard Coexistence View.

When viewing High Speed Live, only 802.11 traffic is visible. Because Bluetooth packets are slow they are

not visible in High Speed mode.

1. Click on the Control window File menu and select Close.

@ ComProbe Protocol Analysis System - 802,11 — 23
File | View Live Options Window Help
Open Capture File... Ctrl+0
Close _
N~ ~
Save U |Ctr\+ 5 [Capture Files\Capture-2012-12-21_135337.cfa
~, Close the active file ckets on hjw: 0
1 Capture-2012-1 | pokets on hjw:
LY e Packet Decoder (23 pps) #5872 - 100%
B L e _—

2. The Control window will open again. Click on the Control Window File menu and select Go Live

(High-Speed Mode)

O cras (=]E] % ]
File Options Methods Help

HIZES

L|F0r Help Press F1 |

) ComProbe Protocal Analysis System - HSView.cfa l = ﬂ_hj
Edit View Options Window Help
Go Live m e )
Go Live (High-5peed Mode)
Open Capture File... [ Ctrl+0
Close \‘ = —
~ [ \
Save ~J . ‘
R Select High-Speed Live Mode to see the
= Reframe... Coexistence High-Speed View —
Unframe... . y.
Recreate Companion File
1 C\Users\...\HSView.cfa
Exit ComProbe Protocol Analysis System

3. Click on the Control window Start Capture button @ to begin capturing data. Click on the

Coexistence View button ||and the High-Speed View will appear.

&) ComProbe Protocol Analysis System - 802.11 ¢|

File View Live Options Window Help

LN N E L[

Configuration: Cor\l he 802.11 [SN: 0102120052] "-?\
Capture file: C:\JJst'i \Documents'Frontiine Test Equ\ E “t|My Capture Files\Capture-2012-12-21_140206.cfa

Captury”™ e File) 4%, \W‘S on hfw: 0
ForHe 1. Click on Start Capture | _ A} . -

and then... )"

| | 2_Click on Coexistence View
to see the High-Speed View.

\

The Coexistence View (High Speed Live Mode) window will appear.
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[4] Coexistence View (High-Speed Live Mode] (SlEe]

File Format Zoom Navigate Help

CROD e e ad | aedRARB

Captured Packets Dropped Packets Graph Info
m 2,325 packets (100%) m 0 packets (0%) m 0:01:24.624549
W 60 packetsis (27 avg) Packets dropped at: W 212 data points
m 103,043 bits/s (62,084 avg) M Blustooth driver: 0 (0%) m 400 msipoint
W Bluetooth datasource: 0 (0%)
m 80211 driver: 0 (0%) @

m 80211 datasource: 0 (0%)
Throughput Over Time (High-Speed Live Mode)

0:01:24 624649

For Help Press F1

Figure 4.85 - High-Speed Live Window

4.3.4 Message Sequence Chart (MSC)

The Message Sequence Chart (MSC) displays information about the messages passed between protocol
layers. MSC displays a concise overview of a Blutetooth connection, highlighting the essential elements fo the
connection. At a glance, you can see the flow of the data including role switches, connection requests, and
errors. You can look at all the packets int he capture, or filter by protocol or profile. the MSC is color coded for
aclear and easy view of your data.

" Message Sequence Chart (MSC) o|8] &

File Edt View Help

AR ZHOSOEN BB

| All Layers | Ctrl Summary | Non-Msg Summary |BB  [LMP [ L2CAP [SDP | RFCOMM

Corcomin | [ reowds |

RFCOMM_SABM

3,635 11:57:15.345497 | Open channel

[ Channel=Signaling, Length=0

RFCOMM_UA Signaling channel
3,640 11:57:15.348624 4 opened
| Channel=Signaling. Length=0)

RFCOMM channel[s) that are Open:
ignaling

Parameter Negotiation UIH
3,645 11:57:15.351747 ok i b »
[ Channel=Signaling. Length=10, FC=Sender Supports CF...

UIH Parameter
3,650 11:57:15.354874 —
[ Channel=Signaling, Length=10, FC=Responder Supports CF... | |~ ...

3.640 11:57:15.348624

Baseband connection encryption
started

RFCOMM_SABM

3,723 11:57:15.461124

3.730 11:57:15.465497 Open OBEX channel —
.

For Help Press FL

Figure 4.86 - Message Sequence Chart Window

How do | access the chart?

You access the Message Sequence Chart by selecting the icon or MSC Chart from the View menu from
the Control window or Frame Display.
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What do | see on the dialog?

ﬁ. ﬁ ﬁ. At the top of the dialog you see four icons that you use to zoom in and out of the
display vertically and horizontally. The same controls are available under the View
menu.

There are three navigation icons also on the toolbar.

J This takes you to the first Information Frame.

Q This takes you to first Protocol State Message.

6 This takes you to the first Error Frame. Click here to learn more about this option.

If there is both Classic and low energy packets, there will be a Classic and LE tab at the top of the dialog.

5] Message Sequence

File Edit View Help

RRAL ZROSCO B

: Classic| LE
| Al Lnyers.%q:lrl s y | Non-Msg Summary | LE BB | LE ADV | LE DATA | LE LL |
Y
\'\ LELLM | | LEDATAM | SCANNER LE BB_A
VN I ‘ ata PDU [empty]
y s

(" Classic and LE Tabs } { NESN=0, SN=1, MD=0, Length=0

shown if both Classic
and LE packets are
available

Figure 4.87 - Classic and LE tabs

If the Classic tab is selected, you will see Classic protocols. If you select the LE tab, you will see LE
Protocols. If there is only Classic or only LE, the Classic and LE tabs will not appear.

AllLayers BB LMP  LZCAP AVDTP AWDTP Signaling A20P  Also along the top of the dialog are a series of
protocol tabs. The tabs will vary depending on
the captured protocols.

Clicking on a tab displays the messaging

between the master and slave for that | RFCOMM{M] RFCOMM|S]

protocol. For example, if you select SABM
RFCOMM, you will see the messaging : - *
between the RFCOMM({M} Master, L CNumei=stanating. Eengta )
and the RFCOMM({S} Slave. ua
|
[ Channel=Signaling. Length=0)

The Non-Message Summary tab displays

all the non-message items in the data. RAFCOMM signaling channel created

The Ctrl Summary tab displays the
signaling packets for all layers in one
window in the order in which they are received.

The information in the colored boxes displays general information about the messaging. The same is true for
each one of the protocols.

If you want to see the all the messaging in one dialog, you select the All Layers tab.
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When you move the mouse
over the message description
you see an expanded tool tip.

fiated by master, Max Slots=

If you position the cursor
outside of the message box, the
tool tip will only display for a
few seconds.

Role: Master LMP_timing_accuracy_req
Address: 1 - oz =
Opcode: LMP_max_slot | Tran. ID=Initiated by slave |
Transaction |1D: Initiated by master|
Max Slots: 0x05 slots Jot_req

If, however, you position the
cursor within the tool tip box,
the message will remain until you move the cursor out of the box.

Additionally, If you right click on a message description, you will see the select Show all Layers button.
When you select Show all Layers, the chart will display all the messaging layers.

The Frame# and Time of the packets are displayed on the left side of the chart.

Classic LE

All Layers | Cirl Summary fNon-Msg Summary BB LZCAP TCS  LMP

[Framed [Time e | [ BBM | [ BBS | [ Lzcaps |

1168 13:45:10.214603

Consecutive Broadeast

DM1
1,170 13:45:10.219603 Packet i

[ LT_ADDR=0. LLID=LZCAP:s/nf, SEON=0, ARON=0)

DM1
[ LT_ADDR=0, LLID=L2CAP:snd, SEQGN=1, ARGN=0]

L2CAP_Data [Connectionless)
[ Length=5, CID=0x0002, PS...

1,184 13:45:10.534608

Setup

Setup

Consecutive Broadeast DM1
1,105 13:45:10.539608 i
(LT_ADDR-0, LLID=L2CAP:sni, SEGN=1, ARGN=0]
3

3 ¥
For Help Press 1 Packets:

Figure 4.88 - Frame# and Time Display, inside red box.

If you click on the description of the message interaction, the corresponding information is highlighted in
Frame Display.

0 OCOC00.0.. 4742004 2471513108 I Tran. ID=Initiated by master, Original Opcode=LMP_max_slol_req |
1

LMP_timing_accuracy res

[ Tran. ID=Initiated by slave, ﬁiﬂ=25l] ppm, Jitter=1

¥ 00010110 00000000 10001100 00110000 00000010 10011001
4 00111101 00000001 01001110 11111111 11111111 00001111
% 00000000, 00000000 00000000 00000000 e B R e

LMP features reg

| Tran, ID=Initiated by master ]

o
i

H

LS — LMP_features_res
716 00 8c 30 02 99 3d 01 4e 2 £ O 0O 0O 00 0O 0O < —

[a . | Tran M—initiated hus mantar b

| —— -

o For Help Press F1

B

i E
E e =
& R0 R A= e =
&

Figure 4.89 - MSC Synchronization with Frame Display
How do | navigate in the dialog?

You can use the navigation arrows at the bottom and the right side of the dialog to move vertically and
horizontally. You can also click and hold while moving the pointer within dialog that brings up a directional
arrow that you can use to move left/right and up/down.
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Ctrl Summary tab

When you select the Ctrl Summary tab you will see a summary of the control and signaling frames in the
order that they are received/transmitted from and to devices.

All Layers | Cirl Summary Non-Msg Summary BB LMP L2CAP SDP RFCOMM  HF AVDTP AVDTP Signaling ¢ *

Frame# |Role  |BD_ADDR [LT_aDDR |Mmm [Parameter

T Z3E 5 T L EF ]

107,240 S 1 LMP_accepted

107,242 M 1 LMP_max_slot_req

107,250 S 1 LMP_accepted

107,384 S 1 LMP_preferred_rate

103,014 S 1 LMP_snifi_req Sniff reque st

109,018 M 1 LMP_accepted

110,388 5 1 LMP_preferred_rate

110,560 M 1 LMP_unsnifi_req UnSniff request

110,563 § 1 LMP_accepted

110,567 M 1 LMP_remove_SCO_link_req Remove SCO link

110,569 5§ 1 LMP_accepted

110570 M 1 LMP_max_slot

110,571 M 1 LMP_max_slol_req

10572 S 1 LMP_accepted

1710573 S 1 LMP_sniti_reg Sniff request

110574 M 1 LMP_accepted

v

] i

For Help PressF1 Packets:

Figure 4.90 - Control and Signaling Frames Summay

The frame numbered is shown, whether the message comes from the Master or Slave, the message Address,
the message itself, and the timestamp.

Additionally, the control/signaling packets for each layer are shown in a different background color.

Piconet 1 Piconet 2 g

All Layers | Ctrl Summary Non-Msg Summary BB LMP | L2CAP SDP | RFCOMM OBEX | BIP

Frame#t  [Rale |BD_ADDR |LT_ADDR |Messag I

85 M 000272b00c0e 1 RFCOMM_SABM Signaling ~
ar M 000272b00ce 1 LMP_preferred_rate

89 5 1 LMP_preferred_rate

91 5 1 RFCOMM_UA

a7 M 0on272600cte 1 RFCOMM_SAEM OBEX

99 5 1 RFCOMM_LIA

113 [¥] AnN2 72 knnee 1 | MP deer nnwer ren

Figure 4.91 - Packet Layers Shown in Different Colors

If you right click within the Ctrl Summary, you can select Show in MSC.

Al Layrers Ctrl Summary  Non-M=g Summary BB | LMP  L2CAP SDP | AFCOMM | HF | AVDTP  AVDTP Signaling * *
Framed  |Fole |BD_ADDR [LT ADDR [Message [Parameter

T EJg B T WYL _OUoTrLo -
07,240 & i LMP_acoepted _
107242 M 1 LMP_max_siol_req

07260 5 1 LMP_aceepted

LLLEsTi L a3 1 referred rale

my.one 8 1 LMP_sniff_req m Enifl request

109,018 ™ 1 LMP_accepied

Figure 4.92 - Right-Click in Ctrl Summary to Display Show in MSC

The window then displays the same information, but in the normal MSC view.
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110,570 14:12:45.691254
110,571 14:12:45.692504
110,572 14:12:45.720629
110,573 14:12:46.685603

110,574 14:12:46.669978

For Help Press F1

All Layers | Ctrl Summary __Nnh—usg Summary BB

Chapter 4 Capturing and Analyzing Data

(LMP | L2CAP SDP | RFCOMM HF AVDTP  AVDTP Signaling * *

[ Tran. ID=Initiated by master, M’I‘X Slots=0x05 slots |

Dewvil

Max slots: & '—b
Max slots request [5) '—L

e M
' max_slot

LMP_max_slot_req
[ Tran. ID=Initiated by master. N?x Slote=0x05 slots |

Max siols request
accepted

LMP_accepted

[ Tran. ID=Initiated by master, Ol pinal Opcode=LMP_max_slot_r...

LMP_snifi_req T
4—1 Sniff request
ot iRt

[ Tran. ID=Initiated by slave }

LMP_accepted
Sniff request accepted '—(
[ Tran. ID=Initisted by slave, Drl:lnal Opcode=LMP_sniff_req |

Packets:

Figure 4.93 - MSC View of Selected Packet from Ctrl Summary

You can return to the text version by using a right click and selecting Show in Text.

All Layers = Summaw' Non-Msg Summary BB

LMP  L2CAP SDP  RFCOMM HF AVOTP AVDTP Signaling * *

Fhow in Teat

Shaw Frame# orly

Show Time orby

Show both Frame# and Time
Hide both Frame# and Time

AVDTP_SUSPEL T
.-:I—I Suspend streaming to siream end point 1

-

Figure 4.94 - Return to Text View Using Right-Click Menu

You can also choose to show:
e Frame # only

« Time only

e Show both Frame# and Time

o Hide both Framet and Time

4.3.4.1 Message Sequence Chart Toolbar

AAAA ZMHOSOHNB|[A B

Figure 4.95 - Message Sequence Chart Toolbar
Table 4.10 - Message Sequence Chart Tools

Tool Keyboard Description

ﬁ_ Ctl+H Zoom in horizontal - expands the chart horizontal view

ﬁ Shift + H Zoom out horizontal - compresses the chart horizontal view
ﬂ. Ctrl+V Zoom in vertical - expands the chart vertical view
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Table 4.10 - Message Sequence Chart Tools (continued)

TELEDYNE LECROY

Tool Keyboard Description
g Shift +V Zoom out vertical - compresses the chart vertical view
= ;
— Shift + F Go to frame
ﬂﬂ F3 Search
gﬂ F2 Search for prior Search ﬂﬂ criteria.
ﬂg F4 search for Next ﬂﬂ criteria.
a Ctrl + 1 Go to first information message
Q Ctrl +S Go to first protocol state message
@ Ctrl +E Go to first error frame
r?l . Lock / unlock the chart display. Clicking on the active icon or typing the
Shift+ L .
ﬁ% keyboard command will toggle to the other state.
@ Ctl+W Print display preview
o= Ctrl+P Print the display
@ﬂ Ctl+C Cancel an in-process print

4.3.4.2 Message Sequence Chart - Search

The Message Sequence Chart has a Search function that makes it easy to find a specific type message within
the layers.

When you select the 1) Search icon ﬂﬂ or2)

use F3 key, the Select layer and message

dialog appears.

From this dialog you can search for specific
protocol messages or search for the first error

frame.

Select layer and messapge

Protoool Layer:  AZDF
Protocol Message:

Frontline BPA low energy Hardware & Software User Manual
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1. Onthe MSC dialog select one of the protocol tabs at the top.

Note: If you select All Layers in Step 1, the Protocol Layers drop-down list is
active. If you select any of the other single protocols, the Protocol Layers drop-
down is grayed out.

2. Or Open the Search dialog using the Search icon or the F3 key.

3. Selecta specific Protocol Message from e e Eq

the drop-down list.

Protocal Layer: | HeEs

4. Once you select the Protocol Message,

: Protocol Message: LWDTP v|
click OK AYDTP Signaling
BB ik l ’ Cancel ]
The Search dialog disappears and the first e
search result is highlight in the Message LMP
RECOMM
Sequence Chart. i soP DM5

JP | RFCOMM O0BEX BIP FTP

OBEX connection for the BIP [Basic Imaging Image Push)
profile created

m
| [ Profile: BIP. Type:x-btfimg-capabilities |

Figure 4.96 - Highlighted First Search Result

If there is no instance of the search value, you see this following dialog.

Once you have set the search value, you can 1) use the Search
Previous ﬂ and Search Next ﬂg buttons or 2) F2 and F4 to 3 The resssage “Abort"was not Foured

move to the next or previous frame in the chart. E

4.3.4.3 Message Sequence Chart - Go To Frame

The Message Sequence Chart has a Go To Frame function that makes it easy to find a specific frame
within the layers.

In addition to Search, you can also locate specific frames by clicking on the Go To Frame “31 toolbar
— [ [T
icon.

1. Click Go To Frame 21 in the toolbar.
5[5 ]]

Enter frame number [Z|

2. Enter aframe number in the Enter frame No.: text box. |
Enter frame Mo | |

3. Click OK.

[_ ok ] [ Cancel]

The Go To Frame dialog disappears and the selected frame is
highlighted in the chart.
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Once you have identified the frame in Go To, you can 1) use the Search Previous @ and Search Next ﬂ

buttons or 2) F2 and F4 keys to move to the next or previous frame in the chart.

4.3.4.4 Message Sequence Chart - First Error Frame

When you select Go to first error frame from the toolbar 0 , the Select layer dialog appears.

Select layer

Once you select a layer, then OK, the first error for that layer will be displayed.

If no error is found, a dialog will announce that event.

FTS4BT %]

e

L] "_u., Error frame was not Found
L]

4.3.4.5 Message Sequence Chart - Printing

& @ @ There are three standard MSC print buttons. Print Preview, Print, and Cancel
Printing.

Print Preview

1. When you select Print Preview& , the Print Setup dialog appears.

2. You next need to select your printer from the drop-down list, set printer properties, and format the
print output..
3. Then you select OK.

After you select OK, the Message Sequence Chart Print Preview dialog appears.
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T . —— — e EE
QAR AR ruci Jos G P PIE sy
Page 1 af5
LMP_M LMP_S
 LMP _version_req

[ Tran.ID=Initiated by master. VersNr=vi.2 |
LMP _version_res
FBT version of Slave: vi.1

{ Tran.ID=Initiated by master, VersNe=vl.l |
LMP _features_req

Feature

Features request .
(Tran.ID=Initiated by master |
LMP _features_res

[ Tran.ID =Initiated by m
LMP _host_caonnection_req

( Tran.ID=Initiated by master ]
LMP _accepted

ted by master, O riginal O pcode=LMP_host_connection_req |
LMP _sctup_complete

[ Tran.ID =Initiated by slave |

Figure 4.97 - Message Sequence Chart Print Preview

The information in the dialog will vary depending on the layer that is selected in the Message Sequence Chart,
the properties of the printer you select, and the amount of data in the layer (which will correspond to the
number of pages displayed).

You control what you see and when to print using the toolbar at the top of the dialog.

SBBRRR Pl Jus [ D DIE] serv

Figure 4.98 - Print Preview Toolbar

Table 4.11 - Print Preview Icons
Icon Name Description

@ Print Prints all the pages to the printer you
select in Print Setup dialog.

When you select Print, you will output
the data that is currently being
displayed.

@ Cancel Printing Cancels the current printing.

ﬁ- ﬁ g g Zoom In Horizontially Expands the data horizontally so it can
be easier to read.

Zoom Out Horizontally Squeezes the data together so that more
fits on one page.

Zoom In Vertically Expands the data vertically so it can be
easier to read.

Zoom Out Vertically Squeezes the data so that more fits on
one page.

Current Page The current page text box displays the

Page EI of 5 page number this is currently shown in

the dialog.

You can enter a number in the text box,
then press Enter, and the dialog will
display the data for that page.
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TELEDYNE LECROY

Table 4.11 - Print Preview Icons (Continued)

Icon Name

Description

K4 B Pl Page navigation

If the data requires multiple pages, the
navigation buttons will take you to:

« Thefirst page
« The previous page
« The next page

« Thelast page

E] Close Print Preview

Closes the dialog and returns to the
Message Sequence Chart

Gel v Select Font Size

Allows selection of the print font size
from the drop-down control.

4.4 Packet Error Rate Statistics

The Packet Error Rate (PER) Stats view provides a dynamic graphical representation of the Packet Error

Rate for each channel. The dialog displays a graph for each Classic Bluetooth channel numbered 0 through 78
and for each Bluetooth low energy channel numbered 0 through 39.

Packet Error Rate Stats assist in detecting bad communication connections. When a high percentage of re-
transmits, and/or header/payload errors occur, careful analysis of the statistics indicate whether the two
devices under test are experiencing trouble communicating, or the packet sniffer is having difficulty listening.

Generally, if the statistics display either a large number of re-transmits with few errors or an equal number of
errors and re-transmits, then the two devices are not communicating clearly. However, if the statistics display
a large number of errors and a small number of re-transmits, then the packet sniffer is not receiving the

transmissions clearly.

You can access this window in Bluetooth low energy by selecting the Bluetooth low energy Packet Error

Rates Statistics icon Lﬂ_ from the Control window or Frame Display. You can also open the window

from the View menu on the same windows.
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Bluetooth low energy Packet Error Rate

il Bietooth kow enengy Packet Esmor ate by Chaneel Numbes - test 43-9-3.cfa [ ——)

AN Channels

Figure 4.99 - Bluetooth low energy PER Stats Window

4 4 1 Packet Error Rate - Channels

The main portion of the PER Stats dialog displays the .

il Bhtooth kow entngy Pedet Ervor Rabe by Channsl Mumber - e 42-9-Sufa

Figure 4.100 - Bluetooth low energy Packet Error Rate Channels
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o The red number at the top of the channel shows the percentage of Header Error and Payload/CRC Errors
in relationship to the total number of packets in the channel.

o The light blue number at the top of each channel shows the megahertz (MHz) for the channel if the option
is chosen in the Additional Statistics section.

« When you select a channel, detailed information for that channel is displayed in the expanded chart on
the upper right.

¢ The channels change dynamically as the Viewport is moved or new data appears within the Viewport.

« The Channel Not Available symbol is displayed if the channel is not available in the
most recent channel map that is in or before the last selected packet, even if that channel
map comes before the first selected packet. Bluetooth Adaptive Frequency Hopping
processes will block channels determined to be unreliable. These channels are not
available because the Bluetooth devices have decided not to use them.

o "s" changes the size of the entire dialog.
« '"c" changes the contrast of the dialog

« The Reset button is only available in live mode. The button will appear in the
lower right-hand corner of the Channels section. Clicking on the Reset
button will clear all prior data from PER Stats.

4.4.2 Packet Error Rate - Pie Chart and Expanded Chart

The Expanded PER Stats Chart (in the upper right ) displays detailed information about the channel
selected from the main channel dialog.

Expanded Chart Pie Chart

All Channels

o When PER Stats is first opened, Channel 0 is displayed in the expanded chart.

o The top orange number on the Y-Axis displays the maximum number of packets in Snap Mode. If Snap
Mode is turned off, the number will display in light blue. For information about Snap Mode, seePacket
Error Rate - Additional Statistics on the next page

o The number of the selected channel is displayed in the upper-left corner of the expanded chart.

o The combined value of Header and Payload/CRC errors for the channel is displayed in red as a percentage
to the right of the channel number.
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The megahertz (MHz) value is displayed in light blue text if the MHz option is selected in the Additional
Statistics section.

The number of packets with no errors is displayed in light green in the bar chart.

All the values, except MHz, change dynamically when multiple time periods are selected in the Packet
Error Rate - Scroll Bar on page 132.

When you select the n in the upper-right corner, the bar chartis replaced Al Chanmals

by a pie chart. The pie chart applies to all channels, not a selected channel. To
return to the bar chart, click on the channel again or click on the n in the

upper right hand corner.

4.4.3 Packet Error Rate - Legend

The Legend displays color coded information about the channel selected.

Bluetooth low energy

For Bluetooth low energy:

The number of Packets with No Errors and percentage of packets with No Errors in relationship to total
packets for the channel is displayed in green.

The number of Packets with CRC Errors and percentage of packets with CRC Errors in relationship to
total packets for the channel is displayed in dark red.

Total packets and Total percentage is displayed in light blue.

For a description of the Channel Not Available symbol, see PER Stats Channel.

4 4 4 Packet Error Rate - Additional Statistics

130

This Additional Statistics section of PER Stats displays
MH= information about selected packets, duration, and Y-Axis
max, and it also has two controls.

« Selecting MHz On m displays the megahertz value

Duration Per Bar in Scrollbar: 1 sec for each channel in the main channels chart and also in
Channal Graph Y-Axis Max: the expanded chart.

Scrollbar Y-Axis Max: n/fa . Selecting MHz Offm removes the megahertz

value.

nfa

Selected Duration: n/fa
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« Selected Packets displays the packet range selected in the Scroll Bar. This includes inapplicable
packets.
Inapplicable packets include Wi-Fi packets, Sniffer Debug packets, any packets that are not relevant to
PER Stats. Inapplicable packets do not appear as part of the Additional Statistics. packets.

« Selected Duration identifies the total amount of time in the selected packet range displayed in the_
Scroll Bar.

« Duration Per Bar in Scrollbar: identifies the amount of time represented by each bar in the Scroll Bar.

« The Channel Graph Y-Axis Max can display two different values. When the Snap Arrow is orange
., the values for channels in the main chart are shown in relative terms in Snap Mode. This means

that one channel (or channels) with the greatest value is "snapped" to the top of the chart. In the graphic
below left, Channel 33 is snapped to the top of the chart.

The channel(s) with the greatest value become a full-scale reference display for the other channels that
have been relatively scaled. Channel comparisons become easier.
With Snap On you can select multiple time values in the Scroll Bar.
When the Snap Arrow is white (Snap Mode turned off), the

values for channels in the main chart are shown in absolute values
where the max value of each channel graph is the same regardless of
the position of the Viewport. Channel 33, which is snapped to the
top of the chart in Snap Mode (shown above left), appears like the right image when Snap Mode is turned
off.

« Scrollbar Y-Axis Max displays the maximum Y-Axis value in the Scroll Bar.

4.4.5 Packet Error Rate - Sync Selected Packets With Other Windows
By default, and unlike other windows, PER Stats is not synchronized with
other windows such as Frame Display in that selecting a frame range in
one does not highlight the same frame range in the other. This ensures
that Frame Display isn’t constantly re-synchronizing during live capture

while the view-port is maximized in PER Stats. If PER Stats synchronization is desired, it can be enabled by
checking the Sync Selected Packets with Other Windows check box.

4.4.6 Packet Error Rate - Export

The Export section of PER Stats allows you to export data to a .csv or .txt file.

1. To use the Export, select a range of data using the Viewport.

2. Select .csv or .txt from Export Selected Data, depending on
what type of data file you want. The Save As dialog appears.
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© Save As

Sl®) [l « NewFTs » Tintin » Baseband b Captures + [ ##| [ Search Captures Pl
Organize New folder =

& Documents  *  Name Date modified Type
&' Music

& Pictures
=] Subversion

B videos

No items match your search,

1% Computer
&, Local Disk (C:)
2 goldmine$ (\rok
S erpS (Witmasd0) . | i b

File name: A2DP_LegacyEncryption (PerStatsExport].csv

Save as type: | CSV Files (".csv) v]

Figure 4.101 - Save As dialog in PER Stats Export
3. Selectalocation where you want to save the file in "Save in:".
4. Enter afile name in "File name:".
5. Select "Save".

The file will be saved to that location.

4 .4.7 Packet Error Rate - Scroll Bar

The PER Stats Scroll Bar displays stats for all packets, divided into equal time intervals.

Figure 4.102 - PER Stats Scroll Bar

« Captured data begins to appear on the left and fills the width of the bar, left to right.

o The vertical bars in the Scroll Bar each indicate a fixed duration. When data first appears in the Scroll
Bar as it is being captured, each bar equals one second. When the data fills the bar, reaching the right side
limit, the last bar moves back to the center of the Scroll Bar. The bars stay the same size, but doubles in
duration (for example, the first time the Scroll Bar fills, the bars return to the middle, but now each bar
represent two seconds of time instead of one). Each time the bars cycle to the middle, the time they
represent doubles. When the bars move and the Viewport (see below) is not maximized, the Viewport
moves with the bars so that the same packet range is indicated. When the Viewport is maximized it stays
maximized regardless of what the bars do. This ensures that the display can be made to reflect all packets

at all times by maximizing the .

o The Viewport is used to select single & or multiple vertical bars

o You can drag the sides of the Viewport or the slider buttons to select multiple bars, representing a
greater time range.

« You can click and drag the Viewport within the Scroll Bar.
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When you select a packet range in Frame Display that includes only some of the frames in PER Stats, the
Viewport snaps up against the side of the bar with the unselected frames m

When you select a packet range in Frame Display that includes all of the frames in PER Stats, the Viewport
displays a space between the Viewport sides and the bar m

Double clicking anywhere inside the Scroll Bar selects the entire Scroll Bar. Double clicking again
toggles back to the previous size of the Viewport.

Selecting Ctrl+A is the same as double-clicking.

Clicking on a vertical bar left justifies the Viewport to that bar.

Shift-clicking on a bar extends the nearest Viewport side to include that bar.

The Home key moves the Viewport to the left edge.

The End key moves the Viewport to the right edge.

Pressing the left arrow button !, the left arrow key, or the up arrow key moves the Viewport to the

left, one vertical bar at a time.
Pressing the right arrow button - the right arrow key, or the down arrow key moves the Viewport to
the right, one vertical bar at a time.

Pressing the double left arrow button . or the PgUp key moves the Viewport to the left by the current

width of the Viewport. Holding down the Shift key will prevent the Viewport from moving if there is not
enough room to move by its full width.

Pressing the double right arrow button ! or the PgDn key moves the Viewport to the right by the

current width of the Viewport. Holding down the Shift key will prevent the Viewport from moving if
there is not enough room to move by its full width.

Holding the Shift key down and the right or left arrows moves the right side of the Viewport.
Holding the Ctrl key down and the right or left arrows moves the left side of the Viewport.

The Scroll bar includes inapplicable packets (sniffer debug, WiFi, etc) so that the packet range selected in
Frame Display can be shown. Inapplicable packets are not, however, included in the statistics reports.

If the Viewport is adjusted within PER Stats, as opposed to selecting a packet range in Frame Display, it
uses only whole bars on both sides.

Statistics are retained for all packets regardless of whether any of those packets have wrapped out. You

can select the Reset button E, which is located above the right portion of the Scroll Bar, to
discard all stats for packets received up to that point.

The Reset button is only available when you are capturing data.

4.5 Analyzing Byte Level Data

4.5.1 Event Display

To open this window click the Event Display icon éﬁj on the Control window toolbar.

Frontline BPA low energy Hardware & Software User Manual 133



TELEDYNE LECROY

Chapter 4 Capturing and Analyzing Data

The Event Display window provides detailed information about every captured event. Events include data
bytes, data related information such as start-of-frame and end-of-frame flags, and the analyzer information,
such as when the data capture was paused. Data bytes are displayed in hex on the left side of the window,

with the corresponding ASCII character on the right.

&) Event Display - Homer.cfa

= =] = |

File Edit View Format Bookmarks Orticnr- Window Help
Event Mumnber 291011 1213 14 15 -
4321 Slave
00 5a 03 m B 48 04 a5 23 6bbe 00 00 01 ™ (aster
4337 = 46 56 c0 Z3 Slave
& 45 86 23 6bbe QOO0 01 M t azter
4353 |0k 52 OB O0CE 00 M Slave
Captured Byte Master
4363 Slave
B 1bbdc0 23 0b 9d 5200010717 m B 21 50 Magter
4385 Slave
d0 23 0b 9d 5c 00 01 5a 01 M [ 34 50 23 0z Master
4401 T 37 68 £0 23 0k 24 Slave o
Event 4,338 of 4,831 (Frame 188) 5/3/2011 1:48:58.604338 PM
Source  ASCII Hex Dec Oct Binary Errors
Master ' 27 39 47 00100111

~

For Help Press F1

Captured Byte Information

N

Figure 4.103 - Event Display

Click on an event to find out more about it. The three status lines at the bottom of the window are updated
with information such as the time the event occurred (for data bytes, the time the byte was captured), the
value of the byte in hex, decimal, octal, and binary, any errors associated with the byte, and more.

Events with errors are shown in red to make them easy to spot.

When capturing data live, the analyzer continually updates the Event Display as data is captured. Make sure
the Lock icon 'E'I is displayed on the toolbar to prevent the display from updating (Clicking on the icon again

will unlock the display). While locked, you can review your data, run searches, determine delta time intervals
between bytes, and check CRCs. To resume updating the display, click the Lock icon again.

You can have more than one Event Display open at a time. Click the Duplicate View icon to create a

second, independent Event Display window. You can |

ock one copy of the Event Display and analyze your

data, while the second Event Display updates as new data is captured.

Event Display is synchronized with the Frame Display and Mesage Sequence Chart dialogs. Selecting a
byte in Event Display will also select the related frame in the Frame Display and the related message in

the Message Sequence Chart.

4.5.2 The Event Display Toolbar

L
6
@
O

Open a capture file

134

Home — Brings the Control window to the front.

Start Capture - Begins data capture to disk.

Stop Capture - Closes a capture file and stops data capture to disk.
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Save - Prompts user for a file name. If the user supplies a name, a .cfafile is saved.

il

Clear- Discards the temporary file and clears the display.

MSC Chart - Opens the Message Sequence Chart

Lock - In the Lock state, the window is locked so you can review a portion of data. Data
capture continues in the background. Clicking on the Lock icon unlocks the window.

[ R

Unlock - In the Unlock state, the screen fills in the data captured since the screen lock
and moves down to display incoming data again. Clicking on the Unlock icon locks the
window.

=R

Duplicate View - Creates a second Event Display window identical to the first.

Frame Display - (framed data only) Brings up a Frame Display, with the frame of the
currently selected bytes highlighted.

Display Capture Notes - Brings up the Capture Notes window where you can view or add
notes to the capture file.

Add/Modify Bookmark - Add a new or modify an existing bookmark.

Display All Bookmarks - Shows all bookmarks and lets you move between bookmarks.

Find - Search for errors, string patterns, special events and more.

Go To - Opens the Go To dialog, where you can specify which event number to go to.

CRC - Change the algorithm and seed value used to calculate CRCs. To calculate a
CRC, select a byte range, and the CRC appears in the status lines at the bottom of the
Event Display.

Mixed Sides - (Serial data only) By default, the analyzer shows data with the DTE side
above the DCE side. This is called DTE over DCE format. DTE data has a white
background and DCE data has a gray background. The analyzer can also display datain
mixed side format. In this format, the analyzer does not separate DTE data from DCE
data but shows all data on the same line as it comes in. DTE datais still shown with a
white background and DCE data with a gray background so that you can distinguish
between the two. The benefit of using this format is that more data fits onto one screen.

O «{ g s EBEEUNRS

A Character Only - The analyzer shows both the number (hex, binary, etc.) data and the
character (ASCII, EBCDIC or BAUDOT) data on the same screen. If you do not wish to
see the hex characters, click on the Character Only button. Click again to go back to both
number and character mode.

1 Number Only - Controls whether the analyzer displays data in both character and number
format, or just number format. Click once to show only numeric values, and again to show
both character and numeric values.

All Events - Controls whether the analyzer shows all events in the window, or only data
bytes. Events include control signal changes and framing information.

Timestamping Options — Brings up the timestamping options window which has options
& for customizing the display and capture of timestamps.
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4.5.3 Opening Multiple Event Display Windows

Click the Duplicate View icon ﬁ from the Event Display toolbar to open a second Event Display
window.

You can open as many Event Display windows as you like. Each Event Display is independent of the
others and can show different data, use a different radix or character set, or be frozen or live.

The Event Display windows are numbered in the title bar. If you have multiple Event Displays open, click
on the Event Display icon )D on the Control window toolbar to show a list of all the Event Displays

currently open. Select a window from the list to bring it to the front.

4.5.4 Calculating CRCs or FCSs

The cyclic redundancy check (CRC) is a function on the Event Display window used to produce a checksum.
The frame check sequence (FCS) are the extra checksum characters added to a frame to detect errors.

1. Open the Event Display 60 window.

2. Click and drag to select the data for which you want to generate a CRC.

3. Click on the CRC icon .

[ Choose CRC Method

4. Inthe CRC dialog box, click on the down arrow to show the

list of choices for CRC algorithms. Choose an algorithm to use. [S':H':'m '] [

Choose CRC 32 (Ethernet). Choose CRC 32 (Ethernet) for gﬂm T's comp

Ethernet data or the appropriate CRC type for serial data. E;FE E;SDCHD]W

. . . . AOR 1's comp

5. Enter a Seed value in hexadecimal if desired. L —®0OR 2 -:-:-mi
6. Click OK to generate the CRC. It appears in the byte EEE:EESFT"T

information lines at the bottom of the Event Display window. CRC-CCIT Trey
Whenever you select a range of data, a CRC using the CRCHDLE
algorithm you selected is calculated automatically.

Calculating CRC for interwoven data

4.5.5 Calculating Delta Times and Data Rates

1. Click on the Event Display icon ﬁ on the Control window to open the Event Display window.

2. Use the mouse to select the data you want to calculate a delta time and rate for.

3. The Event Display window displays the delta time and the data rate in the status lines at the bottom
of the window.
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&) Event Display - Homer.cfa | = | B &

File Edit View Format Bookmarks Options Window Help

ma\Dmu\mJAEJI]

00 41 00 Ob ef 14 0
2c 30 0d 0a 9a M
31 M
P 30528002400 09d5£00010718 ™ &
24 6c 00 24 0b 9d 5c 00 01 5a 05 ™ B 4b 64 24
= 3
1529 |5 01 01 2£ © -
Event 4,449 to 4,528 of 4,831 (80 evenh 5/3/2011 1:49:04,521786 PM to 5|

Rate Delta
15 evfsec 00:00:04.989329

C‘C Slave CRC Master Errors
80 6b 09

Figure 4.104 - Delta fields
4.5.6 Switching Between Live Update and Review Mode

The Event Display and Frame Display windows can update to display new data during live capture, or be
frozen to allow data analysis. By default, the Event Display continually updates with new data, and the
Frame Display is locked.

1. Make sure the Lock icon % is active so the display is locked and unable to scroll.
2. Click the Unlock [% icon again to resume live update.
The analyzer continues to capture data in the background while the display is locked. Upon resuming live

update, the display updates with the latest data.

You can have more than one Event Display or Frame Display window open at a time. Click the
Duplicate View icon ﬁﬁ to open additional Event or Frame Display windows. The lock/resume function is

independent on each window. This means that you can have two Event Display windows open
simultaneously, and one window can be locked while the other continues to update.

4.5.7 Data Formats and Symbols

4.5.7.1 Switching Between Viewing All Events and Viewing Data Events
By default, the analyzer on the Event Display dialog shows all events! that include:

« Data bytes

« Start-of-frame

o End-of-frame characters

o Data Captured Was Paused.

Click on the Display All Eventsicon | toremove the non-data events. Click again to display all events.

See on page 139 for a list of all the special events shown in the analyzer and what they mean.

1An event is anything that happens on the circuit or which affects data capture. Data bytes, control signal changes, and
long and short breaks are all events, as are 1/0 Settings changes and Data Capture Paused and Resumed.
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4.5.7.2 Switching Between Hex, Decimal, Octal or Binary

On the Event Display window the analyzer displays data in Hex by default. There are several ways to change
the radix! used to display data.

Go to the Format menu and select the radix you want. A check mark next to the radix indicates which set is
currently being used.

Bookmarks

v Hexadecimal
Decimal
Octal
Binary

v ASCH
T-bit ASCI
EBCDIC
Baudot

Figure 4.105 - Format Menu

1. Right-click on the data display header labels and choose a different radix.

g pllmlal ol Al el anl g il ae
Display numbers in Binary

-000 Display numbers in Octal

) 0d 0 Display numbers in Decimal

= = v | Display numbers in Hexadecimal

Figure 4.106 - Header labels, right click

2. Orright-click anywhere in the data display and select a different radix.

l0a %a ™
30 Copy the selection and put it on the
ey Save As...

Go to an Event Number
T Find

1+ Display Only Numbers
44 Display Only Characters
Display Sides Together

= + Display all Event Information

% numbers in Binary

Display numbers in Octal
Display numbers in Decimal

Display numbers in Hexadecimal

Figure 4.107 - Data display right click menu

If you want to see only the numerical values, click on the Numbers Only icon 1 on the Event Display

toolbar.

1The base of a number system. Binary is base 2, octal is base 8, decimal is base 10 and hexadecimal is base 16.
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4.5.7.3 Switching Between ASCII, EBCDIC, and Baudot

On the Event Display window, the analyzer displays data in ASCII by default when you click on the
Characters Only icon A . There are several ways to change the character set used to display data.

1. Gotothe Format menu and select the character set you want. A check mark next to the character
set indicates which set is currently being used.

2. With the data displayed in characters, right-click on the data panel header label to choose a different
character set.

If you want to see only characters, click on the Characters Only icon A on the Event Display toolbar.

4.5.7.4 Selecting Mixed Channel/Sides

If you want to get more data on the Event Display window, you can switch to mixed sides mode. This mode
puts all the data together on the same line. Data from one side (Slave ) is shown on a white background and
data from the other side ( Master )is shown on a gray background.

1. Click once on the Mixed Sides icon B to put the display in mixed sides mode.

2. Click again to return to side over side mode.

3. You can right click in the center of the data display window to change between mixed and side over
side modes by selecting Display Sides Together. A check mark is displayed. Click on Display
Sides Together to remove the check mark and return to side-by-side display.

4. Rightclick in the sides panel on the right of the data display and select Display Sides Together. A
check mark is displayed. Click on Display Sides Together to remove the check mark and return to
side-by-side display.

4.5.7.5 List of all Event Symbols

By default, the Event Display shows all eventsl, which includes control signal changes, start and end of
frame characters and flow control changes. If you want to see only the data bytes, click on the All Events
button | . Click again to display all events.

Click on a symbol, and the analyzer displays the symbol name and sometimes additional information in the
status lines at the bottom of the Event Display window. For example, clicking on a control signal change
symbol displays which signal(s) changed.

In addition to data bytes, the events shown are (in alphabetical order):

Table 4.12 - Event Symbols
Symbol Event

(3 | Abort

Broken Frame - The frame did not end when the analyzer expected it to. This occurs most
often with protocols where the framing is indicated by a specific character, control signal
change, or other data related event.

1An event is anything that happens on the circuit or which affects data capture. Data bytes, control signal changes, and
long and short breaks are all events, as are I/O Settings changes and Data Capture Paused and Resumed.
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Table 4.12 - Event Symbols (continued)

Symbol

Event

Buffer Overflow - Indicates a buffer overflow error. A buffer overflow always causes a
broken frame.

Control Signal Change - One or more control signals changed state. Click on the symboal,
and the analyzer displays which signal(s) changed at the bottom of the Event Display
window.

Data Capture Paused - The Pause icon was clicked, pausing data capture. No data is
recorded while capture is paused.

»

Data Capture Resumed - The Pause icon was clicked again, resuming data capture.

Dropped Frames - Some number of frames were lost. Click on the symbol, and the analyzer
displays many frames were lost at the bottom of the Event Display window.

End of Frame - Marks the end of a frame.

Flow Control Active - An event occurred which caused flow control to become active (i.e.

M caused the analyzer to stop transmitting data) Events which activate flow control are signal
changes or the receipt of an XON character.
Flow Control Inactive - An event occurred which caused flow control to become inactive (i.e.

b caused the analyzer to transmit data). Events which deactivate flow control are signal
changes or the receipt of an XOFF character.

Frame Recognizer Change - A lowest layer protocol was selected or removed here, causing
the frame recognizer to be turned off or on.

" I/0 Settings Change - A change was made in the 1/0O Settings window which altered the

baud, parity, or other circuit setting.

Long Break

Low Power - The battery in the ComProbe® is low.

Short Break

SPY Event (SPY Mode only) - SPY events are commands sent by the application being
spied on to the UART.

Start of Frame - Marks the start of a frame.

Begin Sync Character Strip

End Sync Character Strip

Sync Dropped

Sync Found

Sync Hunt Entered

Sync Lost

B || 5| @ | =] & & s

Test Device Stopped Responding - The analyzer lost contact with the ComProbe for some
reason, often because there is no power to the ComProbe.
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Table 4.12 - Event Symbols (continued)
Symbol Event

+ Test Device Began Responding - The analyzer regained contact with the ComProbe.

i Timestamping Disabled - Timestamping was turned off. Events following this event are not
timestamped.

@ Timestamping Enabled - Timestamping was turned on. Events following this event have
timestamps.

F Truncated Frame- A frame that is not the same size as indicated within its protocol.

= Underrun Error

<% | Unknown Event

4.5.7.6 Font Size

The font size can be changed on several Event Display windows. Changing the font size on one window
does not affect the font size on any other window.

To change the font size:

1. Click on Event Display menu Options, and select Change the Font Size.

Options | Window  Help

|[ Set Timestamp Format...

Change the Font Size... |
Choose CRC Method... F7 |

Figure 4.108 - Event Display Options menu

2. Choose a font size from the list.

-

Change Font Size &J
-
Size:
~ E | Cancel |
10 [ roe
1
12

16

Figure 4.109 - Event Display Font Size Selection
3. Click OK.

4.6 Data/Audio Extraction

You use Data/Audio Extraction to pull out data from various decoded Bluetooth protocols. Once you have
extracted the data, you can save them into different file types, such as text files, graphic files, email files, .mp3
files, and more. Then you can examine the specific files information individually.
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1. You access this dialog by selecting Extract Data/Audio from the View menu or by clicking on the icon

from the toolbar % .

r ~
Data/Audio Extraction Settings [&J
Select: :
7] 42DP [¥] Open File[s] After Extraction
] At

SCO/eSCO Options
“wirite Shieams as...

[Z]EIP
[Z]EPP

() Two Mono Files
@) One Stereo File

[ Convert &-Law and p-law to Linear PCM
CY5D iz always converted
[T &dd Silence packets

| Extract Cancel

%

Figure 4.110 - Data/Audio Extraction Settings dialog

2. Choose a checkbox(es) on the left side of the dialog to identify from which profile(s) you want to
extract data.

It's important to note that if there is no data for the profile(s) you select, no extracted file is created.

3. If you want the file(s) to open automatically after they are extracted, select the Open File(s) After
Extraction checkbox.

Note: This does not work for SCO/eSCO.

4. Click on a radio button to write the streams as Two Mono Files or as One Stereo File.

Note: This option is for SCO/eSCO only.

5. Select the checkbox if you want to convert A-Law and p-law to Linear PCM.
CVSD are always converted to Linear PCM. It's probably a good idea to convert to Linear PCM since
more media players accept this format.

Note: This option is for SCO/eSCO only.

6. Selectthe Add Silence packets to insert the silence packets (dummy packets) for the reserved
empty slots into the extracted file. If this option is not selected, the audio packets are extracted
without inserting the silence packets for the reserved empty slots.

Note: This option is for SCO/eSCO only.
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7. Select Extract.

TELEDYNE LECROY

Save As EE'
A Save As dialog appears. Savein: | 3 AFH i o @
g;wcm-\ge(aa).fm
N . . . ) ki
The application will assign a file name and file s ||
type for each profile you select in Step 1 .
above. The file type varies depending on the f,‘a
. e " " . Dreskiop
original profile. A separate file for each profile
will be created, but only for those profiles with
available data. i Focner
8. Select alocation for the file. o
9. Click Save. " R R v
My Network  File lypes are determined auomatically o the extracted data
The Data Extraction Status and Audio
Extraction Status dialogs appear. When the
process is complete the dialogs display what
files have been created and where they are located.
Bip dala sxiraction started : N~
|7 Yt PR e R e et A ucio Extraction Status - BipBppFipOppProfile...
Bip data exdraction frushed
Bop data extaction stated St
Fie C:\Documents and Selfings\ab\Desk tophdata extractiont Fie Type: One Slevea File
Hpp data exdraction frashed Path C:\Documents and Settings\lab\Desktop\data
Fip dala exdraction stated J Flenama | Statse | Fomat | Oupil
Fie \Documents and S eftings'\lab'\Deskiop'data extrachonh Rl
Fip data exdrachion fruched
Fip daia extaction started
Fie \Documents and $ eftings\tab\Dieskiop'data exirachonhirg
Flp dala exdraction frushed
Fip dala exaction started
Fike \Documents and S ettings\tab\Deskiophdata extrachoni M Processing Frame: 540 [1005)
Fip data esdraction frished
No OFP dea it e
MNa SYINC ﬂldalcll.ndlbeadlact 2
Files whose caterions ofe unknown
C-ADocumments snd Sellings\tab\Deskiophdats exraction BipBppFtp0poPiofeBFPI 1) Unknown
Fename to |
Fiocessng Frame: Done SRR RRNNANNARNNRRNRANNNRRNRRNNRRNNRONARY]
Figure 4.111 - Data and Audio Extraction Status
If you selected Open Files(s) After Extraction, the files open automatically.
10. If you did not select this option, you can open a file by simply double-clicking on the name.
Also, if a file type is unknown, you can select the file and it appears in the Rename to: text box.
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Data Extraction Staius - BipBppFipOppProfiles.cla

| Bip data axhiaclion slated -~
Fila C\Documerts: and Settingsab\Dieskiophdata extracton'\BipB ppFtp0ppFiofle<{BIF (2] ipg it Opened

Bpp dats ecdiaclion stated
Fils CAD ociimsrts and Sat

Fﬂ.‘_u:_-;_u,_.-_x-_,_._-_._.i; S -

Procsssng Frame: Done — (FRNRRNARANANANRANARNNRARARNNRRNRRNNRRNE] | Oce

Figure 4.112 - Rename To in the bottom section of Data Extraction Status
Then you can rename the file, adding a file type to attempt to open the file.

When you are finished, select Close to close the dialogs.
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Chapter 5 Navigating and Searching the Data

The following sections describe how to navigate through the data and how to find specific data or packet
conditions of interest to the user.

5.1 Find

Capturing and decoding data within the ComProbe analyzer produces a wealth of information for analysis.
This mass of information by itself, however, is just that, a mass of information. There has to be ways to manage
the information. ComProbe software provides a number of different methods for making the data more
accessible. One of these methods is Find.

9=

Decode | Pattemn | Tie | GoTo | Specisl Events | Bookmark
Search foa R

Morth Y

Day Hous Minide Second 11 D000 Secords

Go o the hmestamp
On of before the speciiesd bme
O of slter the specified time

Figure 5.1 - Find Dialog
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Find, as the name suggests, is a comprehensive search function that allows users to search for strings or
patterns in the data or in the frame decode. You can search for errors, control signal changes, bookmarks,
special events, time, and more. Once the information is located, you can easily move to every instance of the
Find results.

5.1.1 Searching within Decodes

Searching within decodes lets you to do a string search on the data in the Decode Pane of the Frame
Display window.

To access the search within decodes function:

1. Open acapture file to search.

2. Open the Event Display p or Frame Display window.
3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Decode tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

o™ - [O]%!

Decode | Pattern Time | Gio To| Special Everts | Bookmark,

':E: Caaich Foe Sbngln Decode [ ] Iwe g

i) Search Fos Al Emors Help
) Search For Frams Enﬁﬂw
£_J Search For Infosmation Frames

Figure 5.2 - Find Decode Tab Search for String
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Decode | Patteiry| Tiwe | GoTo Specisl Events | Signal | Emor | Boc . *

(%) Swarch For Sting In Decods [Digruee case

W Fird Prevaoiis

{0} Semrch For Al Emors

{:] Search For Fraems Emors Onip
{01 Search For Infomation Frames

Sade Aestnchon
(%) Seanch without regaed o data ceign
(O Search only these sides

FIDTE
[FI0CE

Figure 5.3 - Find Decode Tab Side Restriction
There are several options for error searching on the Decoder tab.

« Search For String in Decoder allows you to enter a string in the text box. You can use characters, hex
or binary digits, wildcards or a combination of any of the formats when entering your string. Every time
you type in a search string, the analyzer saves the search. The next time you open Find, the drop-down
list will contain your search parameters.

« Search for All Errors finds frame errors as well as frames with byte-level errors (such as parity or CRC
errors).

« Search for Frame Errors Only finds frame specific errors, such as frame check errors.
« Search for Information Frame only searches information frames.

1. Enter the search string.

2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the time interval you want to use, click on the Find Next or Find Previous
buttons to start the search from the current event.

The result of the search is displayed in the Decode pane in Frame Display.

Side Restrictions - Side Restriction means that the

analyzer looks for a pattern coming wholly from the DTE or DCE  Rfla 1]

side. If you choose to search without regard for data origin, the Fla Edt View Formst Optisrs ‘Windew Help
analyzer looks for a pattern coming from one or both sides. For |# = & ﬁ 5 2 a3 A &
example, if you choose to search for the pattern ABC and you Event Murber ASCI ~
choose to search without regard for data origin, the analyzer BL OTE

ARC DCE
finds all three instances of ABC shown here.
The first pattern, with the A and the C coming from the DTE Everk 1600 4Z of 6,425 (27 everks) h
device and the B coming from the DCE is a good example of IM, Delta CRC DTE  CRC DCE

how using a side restriction differs from searching without = i Timestamp == | == Mo Timestamp — Sc 35
regard to data origin. While searching without regard for data Jror Help ress F1
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origin finds all three patterns, searching using a side restriction never finds the first pattern, because it does
not come wholly from one side or the other.

If you choose to search for the pattern ABC, and you restrict

=1 Event Display the search to just the DTE side, the analyzer finds the following
File Edt View Formab Options Window Help pattern:
A FE ES 2 a@ A %

.| Inthisexample, the analyzer finds only the second pattern

OTE (highlighted above) because we restricted the search to just

B BC DCE the DTE side. The first pattern doesn't qualify because it is split
between the DTE and DCE sides, and the third pattern, though
whole, comes from just the DCE side.

Evert Numbes | ASCI

Evert 16 to 42 of 6,425 (27 events)

H e Dala CRLDTE CRCDLE . .

o e | o Thee e If we choose both the DTE and the DCE sides in the above
example, then the analyzer finds the second pattern followed

For Help Press Fl

by the third pattern, but not the first pattern. This is because
each side has one instance in which the whole pattern can be
found. The analyzer completely searches the DTE side first, followed by the DCE side.

Note: Side Restriction is available for pattern and error searching.

1. Select one of the two options.
2. Select DTE, DCE, or both.

3. When you made your selections, click on the Find Next or Find Previous buttons to start the
search from the current event.

The result of the search is displayed in the Decode pane in Frame Display.

5.1.2 Searching by Pattern

Search by Pattern lets you perform a traditional string search. You can combine any of the formats when
entering your string, and your search can include wildcards.

To access the search by pattern function:

1. Open acapture file to search.

2. Open the Event Display p or Frame Display window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Pattern tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.
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% Find =3
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Control characters as “c e
7 matches any byte, or hex o binary digit
Tao enter $77 or \, prefix with character 4

Figure 5.4 - Find Pattern Tab

% Find (=15

Decods | Paftem | Time | GoTo  Specisl Event: | Signal | Emce | Boc € F

e -
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achers At T
ok eyt b by 8

To enbes £ or \, prefo: with chasaces |

Side Restnchon

(5) Seaich without regaid to dats oign

() Search only these sides [#|DTE
[#|DCE

Figure 5.5 - Find Pattern Tab Side Restrictions

Pattern allows you to enter a string in the text box. You can use characters, hex or binary digits, control
characters, wildcards or a combination of any of the formats when entering your string. Every time you type
in a search string, the ComProbe analyzer saves the search. The next time you open Find, the drop-down list
will contain your search parameters.

1. Enter the search pattern.
2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the pattern you want to use, click on the Find Next or Find Previous
buttons to start the search from the current event.

The result of the search is displayed in the in Frame Display and Event Display.
Refer to Searching by Decode on page 146 for information on Side Restrictions
5.1.3 Searching by Time

Searching with Time allows you search on timestamps on the data in Frame Display and Event Display
window.

To access the search by time function:

Frontline BPA low energy Hardware & Software User Manual 149



TELEDYNE LECROY Chapter 5 Navigating and Searching the Data

1. Open acapture file to search.

2. Open the Event Display 5@ or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Time tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

L BX

Decods | Pattem | Tme | GoTo| Special Event: | Bookmark

Seachior = Absoksd

et 2o
Aasgust w 2007 W

Dy How Hinuie Second  1./1000000 Second:
n . 1Tl =1 133 = |5 - | (331000 -

- w -

G byt birvee:shamp
(=) Oin or bedore thee specied tme
() Ornor after the peciied tme

Figure 5.6 - Find by Time tab
The analyzer can search by time in several different ways.
Search for Absolute/Relative timestamp.

o Absolute - An absolute timestamp search means that the analyzer searches for an event at the exact date
and time specified. If no event is found at that time, the analyzer goes to the nearest event either before
or after the selected time, based on the "Go to the timestamp" selection.

« Relative - A relative search means that the analyzer begins searching from whatever event you are
currently on, and search for the next event a specific amount of time away.

1. Select Absolute or Relative

2. Select the date and time using the drop-down lists for Month, Year, Day, Hour, Minute, Second,
1/10000000.

Note: Month and Year are not available if you select Relative.

3. When you have specified the time interval you want to use, click on the Go To, Move Forward or
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Move Backward buttons to start the search from the current event.

Note: When you select Absolute as Search for, Go To is available. When you
select Relative as Search for, Move Forward or Move Backwardis available.
Go to the timestamp: On or before/ On or after

The analyzer searches for an event that matches the time specified. If no event is found at the time specified,
the analyzer goes to the nearest event either before or after the specified time. Choose whether to have the
analyzer go to the nearest event before the specified time or after the specified time by clicking the
appropriate radio button in the Go to the timestamp box.

If you are searching forward in the buffer, you usually want to choose the On or After option. If you choose
the On or Before option, it may be that the analyzer finishes the search and not move from the current byte,
if that byte happens to be the closest match.

When you select Absolute as Search for, the radio buttons are On or before the specified time or On
or after the specified time. When you select Relative as Search for, the radio buttons are On or before
the specified time relative to the first selected item or On or after the specified time relative to
the last selected item.

1. Select On or before the specified time or On or after the specified time.

2. When you have specified the time interval you want to use, click on the Go To, Move Forward or
Move Backward buttons to start the search from the current event.

When you select Absolute as Search for, Go To is available. When you select Relative as Search
for, Move Forward or Move Backwardis available.

There are a couple of other concepts to understand in respect to searching with timestamps.

« The analyzer skips some special events that do not have timestamps, such as frame markers. Data events
that do not have timestamps because timestamping was turned off either before or during capture are
also skipped.

« Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may
have some data with a timestamp, and some data without. When doing a search by timestamp, the
analyzer ignores all data without a timestamp.

e The raw timestamp value is the number of 100-nanosecond intervals since the beginning of January 1,
1601. This is standard Windows time.

5.1.4 Using Go To

Searching with Go To allows you to go to a particular frame or event, or to move through the data X number
of events or frames at a time. You can move either forward or backwards through the data.

To access the Go To function:

1. Open acapture file to search.

2. Open the Event Display p or Frame Display EI window.

3. Click on the Find icon ﬂ!ﬂ or choose Find from the Edit menu.
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4. Click on the Go To tab of the Find dialog.

5. The system displays the Find dialog with the Go To tab selected.

Note: The tabs displayed on the Find dialog depend on the product you are running and
the content of the capture file you are viewing.

% Find FB&X

Decods | Pattesn| Tene | GoTo | Specisl Events | Bockemark

(%) Fraems Nusnbes 1 !&. rvaid
() Dt Ewent Humber Move Back |

() AN Everts Numbes I:
GoTo

'EE E.r.h? =

Figure 5.7 - Find Go To tab
To go to a particular frame :
1. Select the Frame Number radio button
2. Type the frame number in the box.
3. Click the Go To button.

4. To move forward or backward a set number of frames, type in the number of frames you want to
move

5. Then click the Move Forward or Move Back button.
To go to a particular event :
1. Select the Data Event Number or All Events Number radio button.
2. Type the number of the eventin the box.
3. Click the Go To button.

4. To move forward or backwards through the data, type in the number of events that you want to move
each time.

5. Then click on the Move Forward or Move Backward button.

6. For example, to move forward 10 events, type the number 10 in the box, and then click on Move
Forward. Each time you click on Move Forward, Frontline moves forward 10 events.

See Event Numbering for why the Data Event Number and All Events Number may be different. As a
general rule, if you have the Show All Eventsicon | depressed on the Event Display window or Frame

Display Event pane, choose All Events Number. If the Show All Events button is up, choose Data
Event Number.
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5.1.5 Searching for Special Events

Frontline inserts or marks events other than data bytes in the data stream. For example, the analyzer inserts
start-of-frame and end-of-frame markers into framed data, marking where each frame begins and ends. If a
hardware error occurs, the analyzer shows this using a special event marker. You can use Find to locate single
or multiple special events.

To access the search for special events function:

1. Open acapture file to search.

2. Open the Event Display P or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Special Events tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running
and the content of the capture file you are viewing.

* Find =13

Decods | Patteen | Time | GoTo| Specsal Events | Bookmark
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[ Dropped Frames

[(] Dropping Sync

[JEnd Char Strp

[CJEnd of Frame

] Flemw Condrol Actrve

] Flest Condrod Inaective:

] Framee: Recograzes Changed
110 Settrgs Changed ~

i
=
2

)
]
:

e

Figure 5.8 - Find Special Events tab

5. Check the event or events you want to look for in the list of special events. Use Check All or
Uncheck All buttons to make your selections more efficient.

6. Click Find Next and Find Previous to move to the next instance of the event.

Not all special events are relevant to all types of data. For example, control signal changes are relevant only to
serial data and not to Ethernet data.

For a list of all special events and their meanings, see List of all Event Symbols on page 139.
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5.1.6 Searching by Signal

Searching with Signal allows you to search for changes in control signal states for one or more control signals.
You can also search for a specific state involving one or more control signals, with the option to ignore those
control signals whose states you don’t care about.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where control signals changed.

To access the search by time function:

1. Open acapture file to search.

2. Open the Event Display 5@ or Frame Display ] window.
3. Click on the Find icon ﬂrﬂ or choose Find from the Edit menu.

4. Click on the Signal tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

Decode  Paltem| Time  GoTo| SpeciEvents | Signal | Bookmak

Seanch for everd where

@Omomoecibese] o Omecmoolthese L EANS
) *~ changed from on ta off =T
= Dne o mote ﬁf;hw: ) L"‘* 9:‘:“'5;“ = :
ot frarn o ta = degcrbes the sabe
wkeriidali [ tee ]
FFn
[jPw 2
P 3
[©)Fin4

Figure 5.9 - Find Signal tab.
You will choose one qualifier—Searching for event where, then choose one or more control signals
Control Signals

The section with the check boxes allows you to specify which control signals the analyzer should pay attention
to when doing the search. The analyzer pays attention to any control signal with a check mark.
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o Click on a box to place a check mark next to a control signal
o Click again to uncheck the box
o By default, the analyzer searches all control signals, which means all boxes start out checked.

For example, if you are only interested in finding changes in RTS and CTS, you would check those two
boxes and uncheck all the other boxes. This tells the analyzer to look only at the RTS and CTS lines when
running the search. The other signals are ignored.

The control signals types include:
« USB-Pin1
« USB-Pin2
« USB-Pin3
« USB-Pin4

Click here to learn more about the Breakout Box and Pins 1 - 4.

Searching for event where:

o The first three options are all fairly similar, and are described together. These options are searching for an
event where:

o One or more control signals changed
o One or more control signals changed from off to on
o One or more control signals changed from on to off

« Searching for an event where one or more signals changed means that the analyzer looks at every control
signal that you checked, and see if any one of those signals changed state at any time.

o If you want to look at just one control signal:
m Check the box for the signal.
m  Uncheck all the other boxes.
m Choose to search for an event where one or more signals changed.

m The analyzer notes the state of the selected signal at the point in the buffer where the cursor
is, search the buffer, and stop when it finds an event where RTS changed state.

m If the end of the buffer is reached before an event is found, the analyzer tells you that no
matches were found.

« Searching for events where control signals changed state from off to on, or vice versa, is most useful if the
signals are usually in one state, and you want to search for occasions where they changed state.

For example:
o If DTR is supposed to be on all the time but you suspect that DTR is being dropped
o Tell the analyzer to look only at DTR by checking the DTR box and unchecking the others
o Do asearch for where one or more control signals changed from on to off.

o The analyzer would search the DTR signal and stop at the first event where DTR dropped from on
to off.
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o Searching for an Exact State

To search for an exact state means that the analyzer finds events that match exactly the state of the
control signals that you specify.

[0}

First, choose to search for an event where your choices exactly describe the state.

This changes the normal check boxes to a series of radio buttons labeled On, Off and Don’t Care for
each control signal.

Choose which state you want each control signal to be in.
Choose Don’t Care to have the analyzer ignore the state of a control signal.

When you click Find Next, the analyzer searches for an event that exactly matches the conditions
selected, beginning from the currently selected event.

If the end of the buffer is reached before a match is found, the analyzer asks you if you want to
continue searching from the beginning.

If you want to be sure to search the entire buffer, place your cursor on the first event in the
buffer.

Select one of the four radio buttons to choose the condition that must be met in the search
Select one or more of the checkboxes for Pin 1, 2, 3, or 4.

Click Find Next to locate the next occurrence of the search criteria or Find Previous to locate
an earlier occurrence of the search criteria.

5.1.7 Searching for Data Errors

The analyzer can search for several types of data errors. Searching for data error sallows you to choose which
errors you want to search for and whether to search the DTE or DCE data or both. Bytes with errors are
shown in red in the Event Display window, making it easy to find errors visually when looking through the

data.

To access the search by time function:

1. Open acapture file to search.

2. Open the Event Display p or Frame Display ] window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Errors tab of the Find dialog.

156

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.
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Figure 5.10 - Find Error tab.

Frontline BPA low energy Hardware & Software User Manual 157



TELEDYNE LECROY Chapter 5 Navigating and Searching the Data

Searching for event where

The first three options are all fairly similar, and are described together. These options are searching for an
event where:

e one or more error conditions changed

« one or more error conditions occurred

« one or more error conditions were off (i.e. no errors occurred)
Selecting Which Errors to Search

The section with the check boxes allows you to choose which errors the analyzer should look for. Click on a
box to check or un-check it.

If you want to search only for overrun errors
o check the box if shown
« un-check the other boxes.
To search for all types of errors
o check all boxes
The most common search is looking for a few scattered errors in otherwise clean data.
To do this type of search:
« choose to Search for an event where one or more error conditions occurred
« choose which errors to look for
o By default, the analyzer looks for all types of errors.

In contrast, searching for an event where one or more error conditions were off means that the analyzer
looks for an event where the errors were not present.

For example, if you have data that is full of framing errors, and you know that somewhere in your 20
megabyte capture file the framing got straightened out, you could choose to search for an event where one
or more error conditions were off, and choose to search only for framing. The analyzer searches the file, and
finds the point at which framing errors stopped occurring.

Searching for an event where the error conditions changed means that the analyzer searches the data and
stop at every point where the error condition changed from on to off, or off to on.

For example, if you have data where sometimes the framing is wrong and sometimes right, you would choose
to search framing errors where the error condition changed. This first takes you to the point where the
framing errors stopped occurring. When you click Find Next, the analyzer stops at the point when the errors
began occurring again. Clicking Find Previous will search backwards from the current postion.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where error conditions changed. The analyzer searches until it finds an event where error conditions
changed or it reaches the end of the buffer, at which point the analyzer tells you that there are no more
events found in the buffer. If you are searching for an exact match, the analyzer asks you if you want to
continue searching from the beginning of the buffer.

Searching for Exact Error Conditions
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condition.

« Select the appropriate state for each type of error.

Example:

If you need to find an event where just an overrun error occurred, but not any other type of error, you would
choose overrun error to be On, and set all other errors to Off. This causes the analyzer to look for an event
where only an overrun error occurred.

If you want to look for events where overrun errors occurred, and other errors may have also occurred but it
really doesn’t matter if they did or not, choose overrun to be On, and set the others to Don’t Care. The
analyzer ignores any other type of error, and find events where overrun errors occurred.

To find the next error, click the Find Next button. To find an error that occurred earlier in the buffer to where
you are, click the Find Previous button.

5.1.8 Find - Bookmarks

Searching with Bookmarks allows you search on specific bookmarks on the data in Frame Display and
Event Display window. Bookmarks are notes/reminders of interest that you attach to the data so they can
be accessed later.

To access the search for bookmarks

1. Open acapture file to search.

2. Open the Event Display p or Frame Display @ window.
3. Click on the Find icon ﬂ!ﬂ or choose Find from the Edit menu.

4. Click on the Bookmarks tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the content of the
capture file you are viewing.
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Figure 5.11 - Find Bookmark tab.
There are several ways to locate bookmarks.
o Select the bookmark you want to move to and click the Go To button.
o Simply double-click on the bookmark.

o Click the Move Forward and Move Back buttons to move through the frames to the bookmarks shown
in the window. When the bookmark is found it is highlighted in the window.

There are three ways to modify bookmarks:
1. Click on Delete to remove the selected bookmark.
2. Click on Modify... to change the selected Bookmark name.
3. Remove All will delete all bookmarks in the window.

The Find window Bookmark tab will also appear when using functions other than Find such as when
clicking on the Display All Bookmarks L'J

5.1.9 Changing Where the Search Lands

icon.

When doing a search in the analyzer, the byte or bytes matching the search criteria are highlighted in the
Event Display. The first selected byte appears on the third line of the display.

[CVEventDisplay] To change the line on which the first selected byte appears:

SelectionOffset=2

1. Open fts.ini (located in the C:\User\Public\Public Documents\Frontline
Test Equipment))

2. Go to the [CVEventDisplay] section
3. Change the value for SelectionOffset.

4. If you want the selection to land on the top line of the display, change the SelectionOffset to 0 (zero).

5.1.10 Subtleties of Timestamp Searching

Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may have
some data with a timestamp, and some data without. When doing a search by timestamp, the analyzer ignores
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all data without a timestamp.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

5.2 Bookmarks

Bookmarks are electronic sticky notes that you attach to frames of interest so they can be easily found later.
In Frame Display bookmarked frames appear with a magenta triangle icon next to them.

B... Framai Command Ereoe Cohe | FID MID Fil Seumca  TID uiD Fra.. Dieha Tzt aims L
1 &4 122000 11:25
2 168 0000000,  T2R200 1125
*E3 124 0000003 12/EF200011:25-
4 &4 0000001 1252000 11:25.

Figure 5.12 - Bookmarked Frame (3) in the Frame Display

00 00 00 00 00 Inthe Event Display bookmarks appear as a dashed line around the start of frame
21 M 100 15 marker.

00 4500 00 47

~= =~ =~ == =~ Bookmarks are easy to create and maintain, and are a very valuable tool for data

analysis. When you create or modify a bookmark, you have up to 84 characters to
explain a problem, leave yourself a reminder, leave someone else a reminder, etc. Once you create a
bookmark it will be saved with the rest of the data in the .cfa file. When you open a .cfa file, the bookmarks
are available to you.

Once you have created a bookmark, you can use the Find function or other navigation methods to locate and
move among them.

5.2.1 Adding, Modifying or Deleting a Bookmark
You can add, modify, or delete a bookmarks from Frame Display and Event Display
Add:

1. Select the frame or event you want to bookmark.

2. There are three ways to access the Add Bookmark dialog.

a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display,

b. Selectthe Add or Modify Bookmark u icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Add Bookmark....
3. In the dialog box, add a comment (up to 84 characters) in the text box to identify the bookmark.
4. Click OK.

Once you create a bookmark it will be saved with the rest of the data in the .cfa file. When you open a .cfa
file, the bookmarks are available to you.

Modify
1. Selectthe frame or event with the bookmark to be edited.

2. There are three ways to access the Add/Modfy Bookmark dialog.
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a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display'

b. Selectthe Add or Modify Bookmark Lﬂ icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.
3. Change the comment in the dialog box
4. Click OK. The edited bookmark will be saved as a part of the .cfa file.
5. You can also select Display All Bookmarks a from the Frame Display and Event Display

toolbar or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the
bookmark you want to modify and click the Modify... button. Change the comment in the dialog box,
and click OK.

Delete
1. Select the frame or event with the bookmark to be deleted.
2. There are three ways to access the Add/Modfy Bookmark dialog.

a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display,

b. Selectthe Add or Modify Bookmark Ln icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.
3. Click on the Delete button. The bookmark will be deleted.
4. You can also select Display All Bookmarks [a from the Frame Display and Event Display

toolbar or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the
bookmark you want to delete and click the Delete button.

5.2.2 Displaying All and Moving Between Bookmarks
There are three ways to move between bookmarks.
1. Pressthe F2 key to move to the next frame or event with a bookmark.
2. Select Go to Next Bookmark from the Bookmarks menu.
3. Click the Display All Bookmarks icon L'J . Select the bookmark you want to move to and click the Go

To button, or simply double-click on the bookmark. Click the Move Forward and Move Back buttons to
cycle through the bookmarks.
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Figure 5.13 - Find Window Bookmark tab Used to Move Around With Bookmarks
To delete a bookmark, select it and click the Delete button.
To modify a bookmark, select it and click the Modify button.

Click Remove All to delete all the bookmarks.
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Chapter 6 Saving and Importing Data
6.1 Saving Your Data

You can save all or part of the data that you have captured. You can also load a previously saved capture file, and
save a portion of that file to another file. This feature is useful if someone else needs to see only a portion of the
data in your capture file.

On the Control window toolbar you can set up to capture a single file. Click here to see those settings.

There are two ways to save portions or all of the data collected during a data capture. Click here to see how to
capture data to disk.

6.1.1 Saving the Entire Capture File

This option is only available when you select Single File from the Capture Mode on System Settings. Click
here to learn more about selecting Save options from System Settings.

1. If you are capturing data, click on the Stop Capture [ icon to stop data capture. You cannot save data to
file while it is being captured.

2. Openthe Event Display P or Frame Display ‘ window.

3. Click the SaveE icon, or select Save from the File menu.
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Figure 6.1 - Windows Save dialog

4. Type afile name in the File name box at the bottom of the screen.

5. Browse to select a specific directory. Otherwise your file is saved in the default capture file directory.

6. When you are finished, click OK.

6.1.2 Saving the Entire Capture File with Save Selection

165

1. Ifyou are capturing data, click on the Stop icon [g to stop data capture. You cannot save data to file while

it is being captured.

2. Open the Event Display por Frame Display I\ window.

3. Rightclickin the data

4. Select Save Selection or Save As from the right click
menu.

5. Click on the radio button labeled Entire File.

6. Choose to save Events or Frames . Choosing to save
Events saves the entire contents of the capture file.
Choosing to save Frames does not save all events in the
capture file.

7. Type afile name in the As box at the bottom of the screen.

Click the Browse icon to browse to a specific directory.
Otherwise your file is saved in the default capture file
directory.

8. When you are finished, click OK.
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6.1.3 Saving a Portion of a Capture File

1.

If you are capturing data, click on the Stop icon [ to pause data capture.You cannot save data to afile
while it is being captured.

Open the Event Display éﬁj or Frame Display window, depending on whether you want to
specify a range in bytes or in frames.

Select the portion of the data that you want to save. Click and drag to select data, or click on the first item,
move to the last item and Shift+Click to select the entire range, or use the Shift key with the keyboard
arrows or the navigation icons in the Frame Display toolbar. If the range you want to save is too large to
select, note the numbers of the first and last item in the range.

Right click in the data

Select Save Selection or Save As from the right click

menu soess &

Click on the radio button labeled Selection. If you selected | Save
arange, make sure the starting and ending numbers are (} Entits Fis ol
correct. To specify a range, type the numbers of the first () Selection g
and last items in the range in the boxes. () Eventz  (5) Frames
Select either Events or Frames to indicate whether the ] i’
numbers are event or frame numbers.

&z | Type e names heid Q

Ty.pe a file name |rf the As box at the botto‘r’r? of.the screen. Hote: No cepiuring vl be v whio the
Click the Browse icon to browse to a specific directory. fibe: i bty vl

Otherwise your file is saved in the default capture file
directory.

Click OK when you are finished.

6.2 Adding Comments to a Capture File

The Notes feature allows you to add comments to a CFA file. These comments can be used for many purposes.
For example, you can list the setup used to create the capture file, record why the file is useful to keep, or include

notes to another person detailing which frames to look at and why. (Bookmarks are another useful way to record

information about individual frames.)

To open the Notes window :

TELEDYNE LECROY

1. Click the Show Notes icon LPJ . This icon is present on the toolbars of the Frame Display @, as well

as the Event Display éﬁj . Notes can be selected from the Edit menu on one of these windows.
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2. Type your comments in the large edit box on the Notes window. The Cut, Copy, Paste features are

A & @

are all supported from Edit menu and the toolbar A at the current cursor location.

supported from Edit menu and the toolbar when text is selected. Undo and Redo features

3. Click the thumbtack icon 49 to keep the Notes window on top of any other windows.

4. When you're done adding comments, close the window.

5. When you close the capture file, you are asked to confirm the changes to the capture file. See Confirming
Capture File (CFA) Changes for more information.

6.3 Confirm Capture File (CFA) Changes

This dialog appears when you close a capture file after changing the Notes, the protocol stack, or bookmarks. The
dialog lists information that was added or changed and allows you to select which information to save, and
whether to save it to the current file or to a new one.

Changes made to the file appear in a list in the left pane. You can click on each item to see details in the right pane
about what was changed for each item. You simply check the boxes next to the changes you want to keep. Once
you decide what changes to keep, select one of the following:

« Save To This File — Saves the changes you have made to the current capture file.
o Save As - Saves the changes to a new file.
« Cancel the Close Operation — Closes the file and returns you back to the display. No changes are saved.

« Discard Changes - Closes the file without saving any of the changes made to the notes, bookmarks, or
protocol stack.

6.4 Loading and Importing a Capture File
6.4.1 Loading a Capture File

From the Control Window:
1. Go to the File menu.
2. Choose afile from the recently used file list.
3. If the file is not in the File menu list, select Open Capture File from the File menu or simply click on the
Open icon g on the toolbar.

4. Capture files have a .cfa extension. Browse if necessary to find your capture file.

5. Click on your file, and then click Open.
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6.4.2 Importing Capture Files

1. From the Control window .@, go to the File menu and select Open Capture File or click on the Open
icon on the toolbar.

2. Left of the File name text box, select from the drop-down list Supported File Types box to All
Importable File Types or All Supported File Types (*.cfa, *.log, *.txt, *.csv, *.cap). Select the file
and click Open.

The analyzer automatically converts the file to the analyzer's format while keeping the original file in its original
format. You can save the file in the analyzer's format, close the file without saving it in the analyzer's format, or

have the analyzer automatically save the file in the analyzer's format (see the System Settings to set this option).
All of these options keep your original file untouched.

When you first open the file, the analyzer brings up the Protocol Stack window and ask you what protocol
decodes, if any, you want to use. You must choose a protocol decode at this point for the analyzer to decode the
data in the file. If you open a file without using any decodes, and decide later that you want to apply a decode,
choose Reframe from the File menu on the Control window.

At present, the analyzer supports the following file types:

« Frontline Serialtest* Async and Serialtest ComProbe® for DOS — requires the .byt for data and the .tim for
timestamps (see note on importing DOS timestamps).

« Greenleaf ViewComm?* 3.0 for DOS - requires the .byt for data and the .tim for timestamps (see note on
importing DOS timestamps).

o Frontline Ethertest* for DOS — requires 3 files: filename.cap, filename.ca0 and filename.cal.
« Sniffer Type 1 — supports files with the .enc extension. Does not support Sniffer files with a .cap extension.

o Snoop or Sun Snoop — files with a .cap extension based on RFC 1761. For file format, see
http://www.fags.org/rfcs/rfc1761.html.

« Shomiti Surveyor files in Snoop format — files with a .cap extension. For file format, contact Technical Support.

o CATC Merlin - files with a .csv extension. Files must be exported with a specific format. See File Format for
Merlin Files for information.

e CATC Chief - files with a .txt extension.

6.5 Printing
6.5.1 Printing from the Frame Display/HTML Export

The Frame Display Print dialog and the Frame Display HTML Export are very similar. This topic discusses
both dialogs.

Frame Display Print

The Frame Display Print feature provides the user with the option to print the capture buffer or the current
selection. The maximum file size, however, that can be exported is 1000 frames.

When Print Preview is selected, the output displays in a browser print preview window, where the user can
select from the standard print options. The output file format is in html, and uses the Microsoft Web Browser
Control print options for background colors and images.

Frontline BPA low energy Hardware & Software User Manual 168


http://www.faqs.org/rfcs/rfc1761.html

TELEDYNE LECROY Chapter 6 Saving and Importing Data

Print Background Colors Using Internet Explorer
1. Open the Tools menu on the browser menu bar
2. Select “Internet Options...” menu entry.
3. Click Advanced tab.
4. Check “Print background colors and images” under the Printing section
5. Click the Apply button, then click OK
Configure the Print File Range in the Frame Display Print Dialog

Selecting more than one frame in the Frame Display window defaults the radio button in the Frame Display Print
dialog to Selection and allows the user to choose the All radio button. When only one frame is selected, the All
radio button in the Frame Display Print dialog is selected.

How to Print Frame Display Data

1. Select Print or Print Preview from the File menu on the Frame Display window to display the Frame
Display Print dialog. Select Print if you just want to print your data to your default printer. Select Print
Preview if you want access to printer options.

2. Choose to include the Summary pane (check the box) in the print output. The Summary pane appears at
the beginning of the printed output in tabular format. If you select All layers in the Detail Section, the
Data Bytes option becomes available.

3. Inthe Detail Section, choose to exclude—No decode section—the decode from the Detail pane in
the Frame Display, or include All Layers or Selected Layers Only. If you choose to include selected
layers, then select (click on and highlight) the layers from the list box.

4. Click on selected layers in the list to de-select, or click the Reset Selected Layers button to de-select all

selected layers.
Frame Display Print E]

Prowade mformation 1o export data lrom the cusently selacted fiter tab

Inechidle Uietad 5echon
[+] Summary (%) Mo decode techon
(0l layers
() Seleched Lypess cnly
Frame Fangs
B02.11 AMP -
802h -5TP
(%) Selacton 0214
B2DP
AMP Manager =
Ao
[+#] Dot File

Miobe: Biowwses pand aptions mayp alfect whether arg gray
backgound iz prnded. See Help lod mia

Lok _J [ Cocel | [ Heo |

Figure 6.2 - Frame Display Print Dialog
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5. Select the range of frames to include All or Selection in the Frame Range section of the Frame
Display Print dialog.

Choosing All prints up to 1000 frames from the buffer.

Choosing Selection prints only the frames you select in the Frame Display window.
6. Selecting the Delete File deletes the temporary html file that was used during printing
7. Click the OK button.
Frame Display Print Preview

The Frame Display Print Preview feature provides the user with the option to export the capture buffer to an
.html file. The maximum file size, however, that can be exported is 1000 frames.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make some
of these selections. When printing your data, the analyzer creates an html file and prints the path to the file at the
bottom of the page. This file can be opened in your browser, however, it may appear different than the printed
version.

1. Select Print Preview from the File menu on the Frame Display window to display the Frame Display
Print Preview.

2

Frame Display Print Preview

Provide information to export data from the currently selected filker tab.

Include [retail Section
| Summary Mo decode section
D ata Bytes Al layers

@ Selected layers only:

Frame Fange

S &pplication -
Al P
@ Selection SMB
SMTP e
ChAD
V| Delete Fils | Reset The Selected Layer |

Mote: Browser print options may affect whether any gray
background iz printed. See Help for info.

| Ok, | |Eance|| | Help |

Figure 6.3 - Frame Display Print Preview Dialog

2. From this point the procedure is the same as steps 2 through 5 in "How to Print Frame Display Data" above.

3. Click the OK button, and after a brief wait a browser window will appear.
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6.5.2 Printing from the Event Display

The Event Display Print feature provides the user with the option to print either the entire capture buffer or the
current selection. When Print Preview is selected, the output displays in a browser print preview window where
the user can select from the standard print options. The output file format is in html, and uses the Microsoft Web
Browser Control print options for background colors and images (see below).

Print Background Colors Using Internet Explorer
1. Open the Tools menu on the browser menu bar
2. Select “Internet Options...” menu entry.
3. Click Advanced tab.
4. Check “Print background colors and images” under the Printing section
5. Click the Apply button, then click OK
The Event Display Print feature uses the current format of the Event Display as specified by the user.

See About Event Display for an explanation on formatting the Event Display prior to initiating the print feature.

Configure the Print File Range in the Event Display Print dialog

Selecting more than one event in the Event Display window defaults the radio button in the Event Display
Print dialog to Selection and allows the user to choose the All radio button. When only one event is selected ,
the All radio button in the Event Display Print dialog is selected.

How to Print Event Display Data to a Browser

1. Select Print or Print Preview from the File menu on the Event Display window to display the Event
Display Print dialog. Select Print if you just want to print your data to your default printer. Select Print
Preview if you want preview the printin your browser.

2. Select the range of events to include from either All or Selection in the Event Range section . Choosing
All prints all of the events in the capture file or buffer. Choosing Selection prints only the selected events
in the Event Display window.

Note: Inorderto prevent a Print crash, you cannot select All if there are more than
100,000 events in the capture buffer.

Note: See "Configure the Print File Range in the Event Display Print Dialog" above for
an explanation of these selections
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Figure 6.4 - Event Display Print Dialog

3. Click the OK button.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make some
of these selections. When printing your data, the analyzer creates an html file and prints the path to the file at the
bottom of the page. This file can be opened in your browser, however, it may appear different than the printed
version.

6.6 Exporting
6.6.1 Frame Display Export
You can dump the contents of the Summary pane on the Frame Display into a Comma Separated File (.csv).
To access this feature:
1. Right click on the Summary pane or open the Frame Display File menu.
2. Select the Export... menu item.
3. Select a storage location and enter a File name.

4. Select Save.

6.6.2 Exporting a File with Event Display Export

With the Event Display Export dialog you can export the contents of the Event Display dialog as a test (.txt),
CSV (.csv.), HTML (.htm), or Binary File (.bin). You also have the option of exporting the entire capture buffer or
just the current selection of the Event Display dialog.
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Event Display Export 29
File name:  C\Users\Frontine\D eskiophNFC - wifi B
Save az type: | C5V File [*.oev] -

Event range Side
All @ Selection Both
DTE
1 to 2000
DCE
Ewvents Per Row C5Y Headers
Multiple Events Per Row [Mo Timestamps] Show Preamble
@ Ore Event Per Row [Show Timestamps) | Show Column Headings
Help | Cancel | | Save |

Figure 6.5 - Event Display Export Example: .csv file.

How to Export Event Display Data to a File

1. Select Export Events from the File menu on the Event Display window to display the Event Display
Export dialog.

2. Enter afile path and name, or click the browser button to display the Windows Save As dialog and
navigate to the desired storage location.

3. Select a file type from the Save as type: drop-down List Menu on the Event Display Export dialog.
Select from among the following file formats:

Text File (*.txt)
CSV File (*.csv)
HTML File (*.html)
Binary File (*.bin)

4. Select the range of events to include in the file from either All or Selection in the Event Range section
of the Event Display Export dialog.

« Selecting more than one event in the Event Display window defaults the radio button in the Event
Display Export dialog to Selection and allows the user to choose the All radio button.

« When only one event is selected (something must be selected), the All radio button in the Event
Display Export dialog is selected by default.

5. Next you need to select the Side variable for serial communications.

o is used to determine whether you want to export data from , or both.

o Choose Host, Function\Control or Both to determine how you want to export the data.
5. Choose Host, Function\Control or Both to determine how you want to export the data.

6. Choose whether you want to display multiple events or single events per row.
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Events Per Row: You can choose to display Multiple Events Per Row, but this method contains no
timestamps. If you select One Event Per Row, you can display timestamps. multiple events or single
events per row.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

Timestamp
Delta

Event Number
Byte Number
Frame Number
Type

Hex

Dec

Oct

Bin

Side

ASCII | 7-bit ASCII | EBCDIC | Baudot
RTS

CTS

DSR

DTR

CD

RI

UART Overrun
Parity Error
Framing Error

7. Ifyou select .csv as the file type, choose whether you want to hide/display Preambles or Column
Headings in the exported file

8. Click Save. The Event Display Export file is saved to the locations you specified in File name.
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A B 5 D E F G H | J K
1 Timestamp Delta Event Number Byte Number Frame Number Type Hex {Dec Oct Bin ASCII
632 11/30/2012 12:20:02.895166 PM  0:00:00.00 631 626 3 Data 0; 0 0 0.
633 11/30/2012 12:20:02.895166 PM  0:00:00.00 632 627 3 Data 0} 0 0 0.
634 11/30/2012 12:20:02.895166 PM  0:00:00.00 633 628 3 Data 0 0 0 0.
635 11/30/2012 12:20:02.895166 PM  0:00:00.00 634 629 3 Data 98 152 230 10011000 .
636 11/30/2012 12:20:02.895166 PM  0:00:00.00 635 630 3 Data 70{ 112 160 1110000 p
637 11/30/2012 12:20:02.895166 PM  0:00:00.00 636 631 3 Data 94{ 148 224 10010100 .
638 11/30/2012 12:20:02.895166 PM  0:00:00.00 637 632 3 Data 22{ 34 42 100010 "
639 11/30/2012 12:20:02.895166 PM  0:00:00.00 638 633 3 Data 21{ 33 41 100001!
640 11/30/2012 12:20:02.895166 PM  0:00:00.00 639 634 3 Data 1c 28 34 11100 .
641 11/30/2012 12:20:02.895166 PM  0:00:00.00 640 635 3 Data 80{ 128 200 10000000 .
642 11/30/2012 12:20:02.895166 PM  0:00:00.00 641 636 3 Data 80i{ 128 200 10000000 .
643 11/30/2012 12:20:02.895166 PM  0:00:00.00 642 637 3 Data 80i{ 128 200 10000000 .
644 11/30/2012 12:20:02.895166 PM  0:00:00.00 643 638 3 Data 80{ 128 200 10000000 .

Figure 6.6 - Example: .csv Event Display Export, Excel spreadsheet

6.6.2.1 Export Filter Out

You can filter out data you don't want or need in your text file.

(This option is available only for serial data.) In the Filter Out box, choose which side to filter out: the DTE data,
the DCE data or neither side (don't filter any data.) For example, if you choose the radio button for DTE data, the
DTE data would be filtered out of your export file and the file would contain only the DCE data.

You can also filter out Special Events (which is everything that is not a data byte, such as control signal changes and
Set I/0 events), Non-printable characters or both. If you choose to filter out Special Events, your export file would
contain only the data bytes. Filtering out the non-printable characters means that your export file would contain
only special events and data bytes classified as printable. In ASCII, printable characters are those with hex values
between $20 and $7e.

6.6.2.2 Exporting Baudot

When exporting Baudot, you need to be able to determine the state of the shift character. In a text export, the
state of the shift bit can be determined by the data in the Character field. When letters is active, the character
field shows letters and vice versa.
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7.1 System Settings and Progam Options
7.1.1 System Settings

Open the System Settings window by choosing System Settings from the Options menu on the
Control window. To enable a setting, click in the box next to the setting to place a checkmark in the box. To
disable a setting, click in the box to remove the checkmark. When viewing a capture file, settings related to
data capture are grayed out.
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Single File
Systemn Settings @

Capture Mode: | Single File

Hestgrt Capturing .-?-.fter Saving or
Clearing Capture File
Wrap File

File Size [in K] | 21979 Pir | | ax

Startup...
b 4

Figure 7.1 - System Settings Single File Mode

This option allows the analyzer to capture data to a file. Each time you capture the file you must provide a file
name. The size of each file cannot larger than the number given in File Size (in K). The name of each file is the
name you give it in the Name box followed by the date and time. The date and time are when the series was
opened.

« Restart Capturing After Saving or Clearing Capture File

If the Automatically Restart feature is enabled, the analyzer restarts capture to the file immediately after
the file is closed.

« Wrap File

When enabled, the analyzer wraps the file when it becomes full. The oldest events are moved out of the
file to make room for new events. Any events moved out of the file are lost. When disabled, the analyzer
stops capture when the file becomes full. Either reset the file or close your capture file to continue.

« File Size: The size of the file will depend of the available hard disk space.
1. Click the Min button to see/set the minimum acceptable value for the file size.

2. Click the Max button to see/set the maximum acceptable value for the file size.

You can accept these values, or you can enter a unique file
size. But if you try to close the dialog after entering a value
1"'_~, Eriter an integar between 1096 and 1845257, greater than the maximum or less than the minimum, you

-

will see the following dialog.
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» Start up

Opens the Program Start up Options window. Start up options let you choose whether to start data
capture immediately on opening the analyzer.

« Advanced

Opens the Advanced System Options window. The Advanced Settings should only be changed on advice of
technical support.

7.1.1.1 System Settings - Disabled/Enabled Options

Some of the System Settings options are disabled depending upon the status of the data capture session.
o As the default, all the options on the System Settings dialog are enabled.

o Once the user begins to capture data by selecting the Start Capture button, some of the options on the
System Settings dialog are disabled until the user stops data capture and either saves or erases the
captured data.

o The user can go into the Startup options and Advanced system options on the System Settings dialog
and make changes to the settings at any time.

7.1.1.2 Advanced System Options

These parameters affect fundamental aspects of the software, and it is unlikely that you ever have to change
them. If you do change them and need to return them to their original values, the default value is listed in
parentheses to the right of the value box.

Most technical support problems are not related to these parameters, and as changing them could have
serious consequences for the performance of the analyzer, we strongly recommend contacting technical
support before changing any of these parameters.

To access the Advanced System Options:

1. Go tothe Control @ window.

2. Choose System Settings from the Options menu.

3. On the System Settings window, click the Advanced button.

3

Advanced System Options
‘wairerg Be caaful when changng these paiamelei: Flaats

read the orines hedp first, or contact Technical Suppot.
Selechions do not lake effect untd FTS and any datasources are Cancel
Ted aled

— Helg
Diver Receive Bufler Size in Khotes | IEIEN (10000] "““‘—J
Direet Achon Queus Sze in Dpaatng
System Pages: o (100]
Frarrse Completion Timeout in Seconds (2]

Figure 7.2 - Advanced System Options dialog

« Driver Receive Buffer Size in Kbytes - This is the size of the buffer used by the driver to store
incoming data. This value is expressed in Kbytes.
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« Driver Action Queue Size In Operating System Pages - This is the size of the buffer used by the
driver to store data to be transmitted. This value is expressed in operating system pages.

« Frame Completion Timeout in Seconds - This is the number of seconds that the analyzer waits to
receive data on a side while in the midst of receiving a frame on that side.

If no data comes in on that side for longer than the specified number of seconds, an "aborted frame"
event is added to the Event Display and the analyzer resumes decoding incoming data. This can occur
when capturing interwoven data (DTE and DCE) and one side stops transmitting in the middle of a frame.

The range for this value is from 0 to 999,999 seconds. Setting it to zero disables the timeout feature.

Note: This option is currently disabled.

7.1.1.3 Selecting Start Up Options

To open this window:

1. Choose System Settings from the Options menu on the Control @ window.

2. On the System Settings window, click the Start Up button.

3. Choose one of the options to determine if the analyzer starts data capture immediately on starting up

or not.
Program Start Up Options @
D pacsgram start L oK.

(%) Don't start caphuring immedisbel
() Slart caphuring bo & fils immedistely |_EE|
() Stan capturng immediatedy bo e folloving fle: Hedp

Figure 7.3 - Start Up Options dialog

« Don't start capturing immediately - This is the default setting. The analyzer begins monitoring data but
does not begin capturing data until clicking the Start Capture [ icon on the Control, Event Display

or Frame Display windows.

« Start capturing to a file immediately - When the analyzer starts up, itimmediately opens a capture
file and begins data capture to it. This is the equivalent of clicking theStart Capture 0 icon. The file is

given a name based on the settings for capturing to a file or series of files in the System Settings
window.

« Start capturing immediately to the following file: - Enter a file name in the box below this option.
When the analyzer starts up, itimmediately begins data capture to that file. If the file already exists, the
datain it is overwritten.

7.1.2 Changing Default File Locations

The analyzer saves user files in specific locations by default. Capture files are placed in the My Capture Files
directory and configurations are put in My Configurations. These locations are set at installation.

Follow the steps below to change the default locations.
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1. Choose Directories from the Options menu on the Control window to open the File Locations
window.

’
File Locaticns M
File Types Location -
My Capture Files C: A zerzbPublichD ocumentshFrontine Test Egquipmentihy Capture Files',
My Configurations C: A zerzbPublichD ocumentshFrontine Test Egquipmentty Configurations', E
My Decoders C: A zerhPublichD ocumentshFrontiing Test Equipmentshdy Decoders',
by Log Files C:\Uzers\PublichD ocumentzhFrontline Test Equipmentihdy Log Filesh,
My Methods C: A zerzhPublichD ocumentshFrontiine Test Equipmentty Methods's i
1| 1] [ r
[ Madify... J [ Ok ] [ Cancel ] [ Help ] [ Use Last Opened Folder for Capture Files

Figure 7.4 - File Locations dialog

2. Select the default location you wish to change.
3. Click Modify.

4. Browse to a new location.

p
Erowse for Folder ﬁ

Spedfy My Decoders directory...

4 || Public -
» . Desktop
4 || Public Documents
4 . Frontline Test Equipment
| My Capture Files
| My Configurations
, My Decoders ‘
, My Log Files
» L My Methods
| My Mode Databases
| tmp -

[ K J [ Cancel

Figure 7.5 - File Locations Browse dialog
5. Click OK.
6. Click OK when finished.

If a user sets the My Decoders directory such that it is up-directory from an installation path, multiple
instances of a personality entry may be detected, which causes a failure when trying to launch Frontline. For
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example, if an Frontline product is installed at C:\Users\Public\Public Documents\Frontline Test
Equipment\My Decoders\ then "My Decoders" cannot be set to any of the following:

o C:\ My Decoders\

o C:\Users\ My Decoders\

o C:\Users\\Public\My Decoders\

o C:\Users\Public\Public Documents\My Decoders\

o or to any directory that already exists in the path C:\Users\Public\Public Documents\Frontline Test
Equipment\My Decoders\

Default Capture File Folder Checkbox

If the Use Last Opened Folder for Capture Files checkbox is checked, then the system automatically
changes the default location for saving capture files each time you open a file from or save afile to a new
location. For example, let's say the default location for saving capture files is Drive A > Folder A. Now you
select the Use Last Opened Folder for Capture Files checkbox. The nexttime, however, you open a
capture file from a different location, Folder B > Removable Flash Drive for example. Now when you save the
capture file, it will be saved to Folder B > Removable Flash Drive. Also, all subsequent files will be saved to that
location. This remains true until you open a file from or save a file to a different location.

There is one caveat to this scenario, however. Let's say you have selected Use Last Opened Folder for
Capture Files and opened a file from a location other than the default directory. All subsequent capture
files will be saved to that location. Suppose, however, the next time you want to save a capture file, the new
file location is not available because the directory structure has changed: a folder has been moved, a drive
has been reassigned, a flash drive has been disconnected, etc. In the case of a "lost" directory structure,
subsequent capture files will be saved to the default location. ComProbe software will always try to save a
file to the folder where the last file was opened from or saved to, if Use Last Opened Folder for
Capture Files is checked. If, however, the location is not accessible, files are saved to the default directory
that is set at installation.

If the checkbox is unchecked, then the system always defaults to the directory listed in the File Locations

dialog.

7.1.3 Side Names

The Side Names dialog is used to change the names of objects and events that appear in various displays.
The Side Names dialog will change depending on the sniffing technology in use at the time the software
was loaded.

Changes to the Names are used throughout the program.

Side Names | 55 |

Default Hames Current Mames

Slave

bl azter

] | | Cancel | [SEtDefauIts

e —

Figure 7.6 - Example: Side Names Where "Slave" and "Master" are current
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1. To open the Side Names dialog, choose Side Names... from the Options menu on the Control

window.

2. To change a name, click on the name given in the Current Names column, and then click again to

modify the name (a slow double-click).

3. Select OK to initiate the changes. The changes that have been made will not fully take effect for any
views already open. Closing and reopening the views will cause the name change to take effect.

4. To restore the default values, click the Set Defaults button.

7.1.4 Timestamping

Timestamping is the process of precise recording in time of packet arrival. Timestamps is an optional
parameter in the Frame Display and Event Display that can assist in troubleshooting a network link.

7.1.4.1 Timestamping Options

The Timestamping Options window allows you to enable or disable timestamping, and change the resolution

of the timestamps for both capture and display purposes.

To open this window:

Choose Set Timestamp Format... from the Options menu on the Frame Display and Event Display
window or click on the Timestamping Option icon in the Event Display toolbar. The Timestamping

Options window will open.

-

Timestamping Opticns

=2

Stare Timestamps [This item takes effect immediately)
Capture Options

Storage Resalution: | 0.50 Microzeconds [high resalution) "I

I Cancel I

MHaote 1: To apply resolution changes, you must restart the program.

MHaote 2: Finer rezolutions increaze the capture file size.

Click. Help for mare infarmation on how timestamps affect
zystem perfarmance.

Digplay Options
Digplay A aw Timestamp Y alue

[ Display Relative Timestamps

Humber of digits to display to
the right of the decimal paint;

Figure 7.7 - Timestamping Options dialog
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Enabling/Disabling Timestamp

To enable timestamping click to make a check appear in the check box Store Timestamps (This time
takes effect immediately). Removing the check will disable timestamping.

Changing the Timestamp Resolution

This option affects the resolution of the timestamp stored in the capture file. The default timestamp is 10
milliseconds. This value is determined by the operating system and is the smallest "normal" resolutions
possible.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

It is also possible to use "high resolution"

timestamping. High resolution | Stare Timestamps [Thiz item takes effect immediately)

timestamp values are marked by an Capture Options

asterisk as high resolution in the drop Storage Resolution: | 050 Microseconds (high resolution] -

down list. To change timestamping

resolutions: Maote 1: To apply rezalution changes, you must restart the program.
1. Go to the Capture Options Mote 2 Finer resolutions increaze the capture file size.

section of the window.
2. Change the resolution listed in

the Storage Resolution box.

Note: If you change the resolution, you need to exit the analyzer and restart in
order for the change to take effect.

Performance Issues with High Resolution Timestamp

There are two things to be aware of when using high resolution timestamps. The first is that high resolution
timestamps take up more space in the capture file because more bits are required to store the timestamp.
Also, more timestamps need to be stored than at normal resolutions. The second issue is that using high
resolution timestamping may affect performance on slower machines

For example, if 10 bytes of data are captured in 10 milliseconds at a rate of 1 byte per millisecond, and the
timestamp resolution is 10 milliseconds, then only one timestamp needs to be stored for the 10 bytes of data.
If the resolution is 1 millisecond, then 10 timestamps need to be stored, one for each byte of data. If you have
two capture files, both of the same size, but one was captured using normal resolution timestamping and the
other using high resolution, the normal resolution file has more data events in it, because less room is used to
store timestamps.

You can increase the size of your capture file in the System Settings.
Switching Between Relative and Absolute Time
With Timestamping you can choose to employ Relative Time or Absolute time.

1. Choose System Settings from the Options menu on the Control window, and click the
Timestamping Options button, or click the click the Timestamping Options icon @ from the

Event Display p window.

2. Go to the Display Options section at the bottom of the window and find the Display Relative
Timestamps checkbox.
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3. Check the box to switch the display to relative timestamps. Remove the check to return to absolute
timestamps.

Note: The options in this section affect only how the timestamps are displayed on the
screen, not how the timestamps are recorded in the capture file.

« Display Raw Timestamp Value shows the timestamp as the total time in hundred nanoseconds from
a specific pointin time.

« Display Relative Timestamps shows the timestamp as the amount of time that has passed since the
first byte was captured. It works just like a stop watch in that the timestamp for the first byte is
0:00:00.0000 and all subsequent timestamps increment from there. The timestamp is recorded as the
actual time, so you can flip back and forth between relative and actual time as needed.

« Selecting both values displays the total time in nanoseconds from the start of the capture as opposed to a
specific pointin time.

« Selecting neither value displays the actual chronological time.

When you select Display Relative Timestamp you can set the number of digits to display using the up or
down arrows on the numeric list.

Displaying Fractions of a Second
1. Choose System Settings from the Options menu on the Control @ window, and click the
Timestamping Options button, or click the click the Timestamping Options icon E& from the

Event Display p window.

2. Go to the Display Options section at the bottom of the window, and find the Number of Digits to
Display box.

3. Click on the arrows to change the number. You can display between 0 and 6 digits to the right of the
decimal point.

7.2 Technical Information

7.2.1 Performance Notes

As a software-based product, the speed of your computer’s processor affects the analyzer’s performance.
Buffer overflow errors are an indicator that the analyzer is unable to keep up with the data. The information
below describes what happens to the data as it arrives, what the error means, and how various aspects of the
analyzer affect performance. Also included are suggestions on how to improve performance.

The analyzer's driver takes data from the driver and counts each byte as they are put into the driver’s buffer.
The analyzer's driver tells the user interface that data is ready to be processed. The analyzer takes the data
from the driver’s buffer and puts the data into the capture buffer.

Driver Buffer Overflows occur when the user interface does not retrieve frames from the driver quickly
enough. Buffer overflows are indicated in the Event Display window by a plus sign within a circle. Clicking
on the buffer overflow symbol displays how many frames have been lost.

There are several things that you can do to try and solve this problem.

o Use capture filters to filter out data you don't need to see. Capture filters reduce the amount of data
processed by the analyzer. (Ethernet Only)
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Close all other programs that are doing work while the analyzer is running. Refrain from doing searches in
the Event Display window or other processor intensive activities while the analyzer is capturing data.

Timestamping takes up processor time, primarily not in timestamping the data, but in writing the
timestamp to the file. Try turning off timestamping from the Timestamping Options window.

For Driver Buffer Overflows, change the size of the driver buffer. This value is changed from the
Advanced System Settings. Go to the Control window and choose System Settings from the
Options menu. Click on the Advanced button. Find the value Driver Receive Buffer Size in
Operating System Pages. Take the number listed there and double it.

The analyzer’s number one priority is capturing data; updating windows is secondary. However, updating
windows still takes a certain amount of processor time, and may cause the analyzer to lose data while the
window is being updated. Some windows require more processing time than others because the
information being displayed in them is constantly changing. Refrain from displaying data live in the Event
Display and Frame Display windows. The analyzer can capture data with no windows other than the
Control window open.

If you are still experiencing buffer overflows after trying all of the above options, then you need to use a
faster PC.

7.2.2 BTSnoop File Format

Overview

The BTSnoop file format is suitable for storing Bluetooth® HCI traffic. It closely resembles the snoop format, as
documented in RFC 1761.

File Format

The snoop packet capture file is an array of octets structured as follows:

File Header

Packet Record
Mumber 1

Packet Record
Mumber 2

L

Packet Record
Mumber M

The File Header is a fixed-length field containing general information about the packet file and the format of
the packet records it contains. One or more variable-length Packet Record fields follow the File Header field.
Each Packet Record field holds the data of one captured packet.

File Header

The structure of the File Header is as follows:

Identification
Pattern

‘Yersion
Mumber = 1

Datalink Type
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Identification Pattern:

A 64-bit (8 octet) pattern used to identify the file as a snoop packet capture file. The Identification Pattern
consists of the 8 hexadecimal octets:

62 74 73 6E 6F 6F 70 00
This is the ASCII string "btsnoop" followed by one null octets.
Version Number:

A 32-bit (4 octet) unsigned integer value representing the version of the packet capture file being used. This
document describes version number 1.

Datalink Type:

A 32-bit (4 octet) field identifying the type of datalink header used in the packet records that follow. The
datalink type codes are listed in the table below. Values 0 - 1000 are reserved, to maximize compatibility with
the RFC1761 snoop version 2 format.

Table 7.1 - Datalink Codes
Datalink Type Code

Reserved 0-1000

Un-encapsulated HCI (H1) | 1001

HCI UART (H4) 1002
HCIBSCP 1003
HCI Serial (H5) 1004
Unassigned 1005 - 4294967295

Packet Record Format

Each packet record holds a partial or complete copy of one packet as well as some descriptive information
about that packet. The packet may be truncated in order to limit the amount of data to be stored in the packet
file.

Each packet record holds 24 octets of descriptive information about the packet, followed by the packet data,
which is variable-length, and an optional pad field. The descriptive information is structured as six 32-bit (4-
octet) integer values.

The structure of the packet record is as follows:

Original Length
Included Length

Packet Flags

Cumulative Drops

Timestamp Microseconds

Packet Data

Original Length
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A 32-bit unsigned integer representing the length in octets of the captured packet as received via a network.
Included Length

A 32-bit unsigned integer representing the length of the Packet Data field. This is the number of octets of the
captured packet that are included in this packet record. If the received packet was truncated, the Included
Length field is less than the Original Length field.

Packet Flags
Flags specific to this packet. Currently the following flags are defined:

Table 7.2 - Packet Flag Description

Bit No. Definition

0 Direction flag 0 = Sent, 1 = Received

1 Command flag 0 = Data, 1 = Command/Event
2-31 | Reserved

Bit 0 is the least significant bit of the 32-bit word.

Direction is relative to host / DTE. i.e. for Bluetooth controllers, Send is Host->Controller, Receive is Controller-
>Host.

Note: Some Datalink Types already encode some or all of this information within the Packet Data. With these
Datalink Types, these flags should be treated as informational only, and the value in the Packet Data should
take precedence.

Cumulative Drops

A 32-bit unsigned integer representing the number of packets that were lost by the system that created the
packet file between the first packet record in the file and this one. Packets may be lost because of insufficient
resources in the capturing system, or for other reasons.

Note: some implementations lack the ability to count dropped packets. Those implementations may set the
cumulative drops value to zero.

Timestamp Microseconds

A 64-bit signed integer representing the time of packet arrival, in microseconds since midnight, January 1st, 0
AD nominal Gregorian.

In order to avoid leap-day ambiguity in calculations, note that an equivalent epoch may be used of midnight,
January 1st 2000 AD, which is represented in this field as 0OxO0E0O3AB44A676000.

Packet Data

Variable-length field holding the packet that was captured, beginning with its datalink header. The Datalink
Type field of the file header can be used to determine how to decode the datalink header. The length of the
Packet Data field is given in the Included Length field.

Note that the length of this field in not necessarily rounded to any particular multi-octet boundary, as might
otherwise be suggested by the diagram.

Data Format
All integer values are stored in "big-endian" order, with the high-order bits first.
7.2.3 Progress Bars

The analyzer uses progress bars to indicate the progress of a number of different processes. Some progress
bars (such as the filtering progress bar) remain visible, while others are hidden.
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The title on the progress bar indicates the process underway.
7.2.4 Event Numbering

This section provides information about how events are numbered when they are first captured and how this
affects the display windows in the analyzer. The information in this section applies to frame numbering as
well.

When the analyzer captures an, it gives the event a number. If the event is a data byte event, it receives a
byte number in addition to an event number. There are usually more events than bytes, with the result is that
a byte might be listed as Event 10 of 16 when viewing all events, and Byte 8 of 11 when viewing only the data
bytes.

The numbers assigned to events that are out of the buffer are not reassigned. In other words, when event
number 1 is wrapped out of the buffer, event number 2 is not renumbered to event 1. This means that the
first event in the buffer may be listed as event 11520 of 16334, because events 1-11519 have been wrapped
out of the buffer. Since row numbers refer to the event numbers, they work the same way. In the above
example, the first row would be listed as 2d00 (which is hex for 11520.)

The advantage of not renumbering events is that you can save a portion of a capture file, send it to a
colleague, and tell your colleague to look at a particular event. Since the events are not renumbered, your
colleague’s file use the same event numbers that your file does.

7.2.5 Useful Character Tables

7.2.5.1 ASCIl Codes

hex| =0 | x1 | 2 | 23 | x4 | =5 | 6 | =7 | xB | 8 | zA [ 2B | 2C | =0 | xE | »F
Ox | NUL|SOH| STX| ETX [ECT |[ENQIACKIBEL| BS | HT | LF [ VT | FF JCR | S0 | SI
1x |DLE|DC1|DC2| DET | DCY |IMNAKIEYN|ETB | CAM| EM |SUB|ESC| FE | GS | RS | US
A EAN * 215 %| & ' { } E + ) - !

x| 0 1 2134|567 |89 ; £ | = ?

@ | AlBJC|IDIEJFIG|H ] J K [ LIM]N] O

S5x = Q R > T 1J VoW X L Fi [ i\ ] &

Bx ) E b c d E] flaglh i i k | m | n a

7xl p |l gl g | t | u|w |w | x|y]z]||{ | 1} 1~ |DEL
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7.2.5.2 Baudot Codes

[DEC [ HEX | LETTERS | FIGURES |
0 | 00 |BLANK (NUL)] BLANK MNUL)
1 | o1 E 3
7 | o2 LF LF
ElE A :

4 | o4 sP sP
5 | 05 g BEL
E | 06 [ B
7 | o7 1] 7
8 | o8 CR CR
E] ] D §
10 | 0A R 4
1 |08 J :
12 | o N .
13 | 0D F 1
14 | O C :
15 | OF K {
16 | 10 T 5
17| 1 Fd -
18 | 12 L ]
19 | 13 W !
20 | 14 H #
21 | 15 [ B
22 | 16 P i
=l T Q 1
24 | 18 0 g
25 | 19 B 7
% | 1A G 2
27 | 16 | FIGURES | FIGURES
28 | 1C M
29 10D x /
W | 1E W .
31 | 1F | LETTERS | LETTERS

7.2.5.3 EBCDIC Codes
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=0

hex

%1

%2 | %3

xd | x5

X7

=B

xC

%0

£E

xF

Ox_| MLIL

30H

STX|ETX

PF | HT | LC

DEL

Shihd

FF

CR

30

3l

1x

DLE

Dc

Dc2) T

RES| MWL | BS

IL

CAN

LG

cu

IFS

1GS

IRS

=

2x | DS

505

FS

BYP| LF |ETB|

[ESC

SM

cu2

|ENG

ACK

BEL

3x

SYN|

Ph | RS | UC

EOT

cu3

SUB

4x | SP

Sx

&
Bx | -

ix

Sx

Qx

=|Tr

I |l=

Aux

oy

=
il:l—n

=]

Bx

Cx

Dix

|

Ex

[=] P

Fx

LoV I ] ey 0]
w | ==

] ot o L]
w|<|=|m
@m|E|O|™m

|||

Lc] B ] e

Rl ) b o ] B

7.2.5.4 Communication Control Characters

Listed below in alphabetical order are the expanded text meanings for common ANSI communication control
characters, and two-character system abbreviation for each one. Some abbreviations have forward slash
characters between the two letters. This is to differentiate the abbreviations for a control character from a
hex number. For example, the abbreviation for Form Feed is listed as F/F, to differentiate it from the hex

number FF.
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Table 7.3 - Communications Control Characters

Abbreviation | Control Character Text
AK ACK Acknowledge
BL BEL Bell
BS BS Backspace
CN CAN Cancel
CR CR Carriage Return
D/1-4 DC14 Device Control 1-4
D/E DEL Delete
DL DLE Data Link Escape
EM EM End of Medium
EQ ENQ Enquiry
ET EOT End of Transmission
E/C ESC Escape
E/B ETB End of Transmission Block
EX ETX End of Text
FIF FF Form Feed
FS FS File Separator
GS GS Group Separator
HT HT Horizontal Tabulation
LF LF Line Feed
NK NAK Negative Acknowledge
NU NUL Null
RS RS Record Separator
SI Si Shift In
SO SO Shift Out
SH SOH Start of Heading
SX STX Start of Text
SB SuUB Substitute
SY SYN Synchronous Idle
us us Unit Separator
VT VT Vertical Tabulation

7.2.6 DecoderScript Overview

TELEDYNE LECROY

The main purpose of this manual is to describe DecoderScript™, the language used in writing decoders.
DecoderScript allows you to create new decoders or modify existing decoders to expand the functionality of
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your ComProbe protocol analyzer. DecoderScript displays protocol data, checks the values of fields, validates
checksums, converts and combines field values for convenient presentation. Decoders can also be
augmented with custom C++-coded functions, called "methods", to extend data formatting, validation,
transformations, and so on.

A decoder defines field-by-field how a protocol message can be taken apart and displayed. The core of each
"decoder" is a program that defines how the protocol data is broken up into fields and displayed in the Frame
Display window of the analyzer software.

This manual provides instruction on how to create and use custom decoders. When reading the manual for
the first time, we encourage you to read the chapters in sequence. The chapters are organized in such a way
to introduce you to DecoderScript writing step- by- step.

Screenshots of the ComProbe protocol analyzer have been included in the manual to illustrate what you see
on your own screen as you develop decoders. But you should be aware for various reasons, the examples
may be slightly different from the ones that you create. The differences could be the result of configuration
differences or because you are running a newer version of the program. Do not worry if an icon seems to be
missing, a font is different, or even if the entire color scheme appears to have changed. The examples are still
valid.

Examples of decoders, methods, and frame recognizers are included in this manual. You can cut and paste
from these examples to create your own decoders.

These files are installed in the FTE directory of the system Common Files directory. The readme file in the
root directory of the protocol analyzer installation contains a complete list of included files. Most files are
located in My Decoders and My Methods.

We will be updating our web site with new and updated utilities, etc, on a regular basis and we urge decoder
writers to check there occasionally.

7.2.7 Bluetooth low energy ATT Decoder Handle Mapping

Low energy device attributes contain a 16-bit address called the attribute handle. Each handle is associated
with an attribute Universally Unique Identifier (UUID) that is 128-bits long. In the attribute database, the
handle is unique while the UUID is not unique.

The ComProbe software detects and stores the relationships (mappings) between handle and UUID during
the GATT discovery process. But sometimes, there is no GATT discovery process because

« The discovery has previously taken place and both devices stored the mappings and the discovery will not
repeat at every subsequent connection.

o The developer owns both devices in the conversation and chose to ignore discovery because the
mappings are known.

o The devices are in development and the code to perform the mappings has not been written yet.
The solution to this problem is to
1. define the mappings in a file and
2. then pre-loading the mapping using the ComProbe software.
Creating handle-UUID mapping file

Create a file named "ATT_Handle_UUID_Preload.ini' in the root directory of "C:\Users\Public\Public
Documents\Frontline Test Equipment\My Decoders\", but the file can be located anywhere.

Assume that you want to create a GATT service starting at handle 1.
Create a section in the ini file called

[Service Base Handles]
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A=1

"A" will be your first service. Make the base handle equal to the handle of your service. You can use all upper
and lower case letters so you can have up to 52 service handles.

Next add the following section.

[Advertiser Handles]

; Generic Access Profile (GAP)
A0 = 1800

A1=2803

A2 =2a00

A3 =2803

A4 = 2a01

A5 =2803

A6 = 2a04

A few things of note:
« Inthe code above, lines begging with a semi-colon are comments.
« If you want to change the base handle of the GAP service, change the "1" to some other number.

« If you want to comment out the entire service, comment out the base handle. If no "A" is defined, the
software will ignore "A1", "A2" and so on.

Contacting Technical Support

Technical support is available in several ways. The online help system provides answers to many user related
questions. Frontline's website has documentation on common problems, as well as software upgrades and
utilities to use with our products.

On the Web: http://fte.com/support/supportrequest.aspx

Email: tech_support@fte.com

If you need to talk to a technical support representative about your Frontline BPA low energy product,
support is available between 9 am and 5 pm, U.S. Eastern Time zone, and between 9 am and 5 pm, Pacific
Time zone, on Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500
Fax: +1 (434)984-4505
Instructional Videos

Teledyne LeCroy provides a series of videos to assist the user and may answer your questions. These videos
can be accessed at fte.com/support/videos.aspx. On this web page use the Video Filters sidebar to select
instructional videos for your product.
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A.1 Decrypting Encrypted Bluetooth® low energy
A.1.1 How Encryption Works in Bluetooth low energy

Data encryption is used to prevent passive and active —man-in-the-middle (MITM) — eavesdropping attacks
on a Bluetooth low energy link. Encryption is the means to make the data unintelligible to all but the Bluetooth
master and slave devices forming a link. Eavesdropping attacks are directed on the over-the-air transmissions
between the Bluetooth low energy devices, so data encryption is accomplished prior to transmission using a
shared, secret key.

A.1.2 Pairing

A Bluetooth low energy device that wants to share secure data with another device must first pair with that
device. The Security Manager Protocol (SMP) carries out the pairing in three phases.

1. The two connected Bluetooth low energy devices announce their input and output capabilities and
from that information determine a suitable method for phase 2.

2. The purpose of this phase is to generate the Short Term Key (STK) used in the third phase to secure
key distribution. The devices agree on a Temporary Key (TK) that along with some random numbers
creates the STK.

3. In this phase each device may distribute to the other device up to three keys:
a. the Long Term Key (LTK) used for Link Layer encryption and authentication,
b. the Connection Signature Resolving Key (CSRK) used for data signing at the ATT layer, and
c. the Identity Resolving Key (IRK) used to generate a private address.
Of primary interest in this paper is the LTK. CSRK and IRK are covered briefly at the end.

Bluetooth low energy uses the same pairing process as Classic Bluetooth: Secure Simple Pairing (SSP). During
SSP initially each device determines its capability for input and output (I0). The input can be None, Yes/No, or
Keyboard with Keyboard having the ability to input a number. The output can be either None or Display with
Display having the ability to display a 6-digit number. For each device in a paring link the 10 capability
determines their ability to create encryption shared secret keys.

The Pairing Request message is transmitted from the initiator containing the 10 capabilities, authentication
data availability, authentication requirements, key size requirements, and other data. A Pairing Response
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message is transmitted from the responder and contains much of the same information as the initiators
Pairing Request message thus confirming that a pairing is successfully negotiated.

In the sample SMP decode, in the figure at the right, note SMP-
the “keys” identified. Creating a shared, secret key is an Code: Paiing Request

. . . . 10 Capabilities: KeyboardDizplay
evolutionary process that involves several intermediary

00B data flag: D08 Authentication data not present
keys. The resulting keys include, - AuthReq

Bonding_Flags: Bonding

MITH: MITH Protection: Yes

1. IRK: 128-bit key used to generate and resolve Wesionan Encivméon Kes Sice: 16 0ctets

random address. =)~ Initiator Kep Distribution
Enckey: Initiator shall distribute LTE, followed by EDIY and Rand
2. CSRK: 128-bit key used to sign data and verify IdEey: Initiator shall distribute IRK followed by ity address

Sigr: Initiator shall distribute CSRK
=1~ Responder Key Distribution

Enckey: Responder shall distribute LTE followed by EDIV and Band
3. LTK: 128-bit key used to generate the session key IdKey: Responder shall distribute IRK followed by its address

. Sign: Responder shall distribute CSRK
for an encrypted connection. fan: Riespander shall cisibute

signatures on the receiving device.

4. Encrypted Diversifier (EDIV): 16-bit stored value
used to identify the LTK. A new EDIV is generated
each time a new LTK is distributed.

Figure 1 - Sample Initiator Pairing Request
Decode (ComProbe Frame Display, BPA 600
low energy capture)

5. Random Number (RAND): 64-bit stored value
used to identify the LTK. A new RAND is
generated each time a unique LTK is distributed.

Of particular importance to decrypting the encrypted data on a Bluetooth low energy link is LTK, EDIV, and
RAND.

A.1.3 Pairing Methods

The two devices in the link use the 10 capabilities from Pairing Request and Pairing Response packet data to
determine which of two pairing methods to use for generation of the Temporary Key (TK). The two methods
are Just Works and Passkey Entryl. An example of when Just Works method is appropriate is when the 10
capability input = None and output = None. An example of when Passkey Entry would be appropriate would
be if input= Keyboard and output = Display. There are 25 combinations that result in 13 Just Works methods
and 12 Passkey Entry methods.

In Just Works the TK = 0. In the Passkey Entry method,

TK — { 6 numeric digits, Input = Keyboard
~ | 6 random digits, Input = Display

SMF:
Code: Pairing Confirrn
Confirm Value: Dxfadc334940947 cBedbbifesSf393:945

Figure 2 - Initiator Pairing Confirm Example (ComProbe Frame Display, BPA 600 low energy capture)

SMP:
Code: Pairing Confirm
Confirrn Value: 0xFic2569:1 32921 25798245564 256208

Figure 3 - Responder Pairing Confirm Example (ComProbe Frame Display, BPA 600 low energy capture)

1A third method, Out Of Band (OOB), performs the same as Pass Key, but through another external link such
as NFC.
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Initiator Responder  The jnitiating device will generate a 128-bit random number that
Master | is combined with TK, the Pairing Request command, the Pairing
T Response command, the initiating device address and address
SMP Pairing Reguest type, and the responding device address and address type. The
resulting value is a random number Mconfirm that is sent to the
AMERANIER Ao responding device by the Pairing Confirm command. The
responding device will validate the responding device data in the
SMP Pairing Confirm {Mconfirm| Pairing Confirm command and if it is correct will generate a
Sconfirm value using the same methods as used to generate
SMP Pairing Confirm{Sconfirm | Mconfirm only with different 128-bit random number and TK. The
responding device will send a Pairing Confirm command to the
Mrand initiator and if accepted the authentication process is complete.
The random number in the Mconfirm and Sconfirm data is Mrand
+ Srd and Srand respectively. Mrand and Srand have a key role in
setting encrypting the link.

Finally the master and slave devices exchange Mrand and Srand
Figure 4 - Message Sequence Chart: SMP  so that the slave can calculate and verify Mconfirm and the master
Pairing can likewise calculate and verify Sconfirm.

A.1.4 Encrypting the Link

The Short Term Key (STK) is used for encrypting the link the first time the two devices pair. STK remains in
each device on the link and is not transmitted between devices. STK is formed by combining Mrand and
Srand which were formed using device information and TKs exchanged with Pairing Confirmation (Pairing
Confirm).

A.1.5 Encryption Key Generation and Distribution

To distribute the LTK, EDIV, and Rand values

LE LL an encrypted session needs to be set up.
Control Pkt LL_ENC_REQ The initiator will use STK to enable
Random vector (Rand) 0277c021b15512349 encryption on the link. Once an encrypted
Ernciypled diversiier (EDIV): 0x838e link is set up, the LTK is distributed. LTK is a
Master session key identifier ([SKDm) 0621db67ddISTd32a 128-bit random number that the slave
Master initialization vector (IWm]): Od34efc39 device will generate along with EDIV and

Rand. Both the master and slave devices can
distribute these numbers, but Bluetooth low
energy is designed to conserve energy, so
the slave device is often resource
constrained and does not have the database
storage resources for holding LTKs. Therefore the slave will distribute LTK, EDIV, and Rand to the master
device for storage. When a slave begins a new encrypted session with a previously linked master device, it
will request distribution of EDIV and Rand and will regenerate LTK.

Figure 5 - Encryption Request from Master, Example (ComProbe
Frame Display, BPA 600 low energy capture

LE LL
Corvrol Pkt LL_EMC_RSP
Slave session key dentifier [SKDs) Onc282a3a441878%2e
Slave inflialization vector (V] 0x547d2236

Figure 6 - Encryption Response from Slave, Example (ComProbe
Frame Display, BPA 600 low energy capture)
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A.1.6 Encrypting The Data Transmission

Data encryption begins with encrypting the link. The Session Key (SK) is created using a session key diversifier
(SKD). The first step in creating a SK is for the master device to send Link Layer encryption request message
(LL_ENC_REQ) that contains the SKDter- The SKD,aster is generated using the LTK. The slave receives

SKD paster, 8ENETates SKD, e, and generates SK by concatenating parts of SKD,p.ster aNd SKD,e. The slave
device responds with an encryption response message (LL_ENC_RSP) that contains SKDy,,.; the master will
create the same SK.

Now that a SK has been calculated, the master and slave devices will now begin a handshake process. The
slave will transmit unencrypted LL_START_ENC_REQ, but sets the slave to receive encrypted data using the
recently calculated SK. The master responds with encrypted LL_START_ENC_RSP that uses the same SK just
calculated and setting the master to receive encrypted data. Once the slave receives the master’s encrypted
LL_START_ENC_RSP message and responds with an encrypted LL_START_ENC_RSP message the Bluetooth
low energy devices can now begin transmitting and receiving encrypted data.

A.1.7 Decrypting Encrypted Data Using Frontline® BPA 600 low energy
Capture

Note: The following discussion uses the ComProbe BPA 600 in low energy capture mode
toillustrate how to identify the encryption process and to view decrypted data. However
any of the ComProbe devices (BPA 500, BPA low energy) that are low energy capable will
accomplish the same objectives, although the datasource setup will be slightly different
for each device.

A.1.7.1 Setting up the BPA 600

1. Runthe ComProbe Protocol Analysis 2 892 600 datasource [ESEE =
Software and select Bluetooth Fe Yoo AR e

. L @I EHY
Classic/low energy (BPA 600). This will
. Devices Under Test | Device Database | LE Device Datebase | BPA 600 Infomation
brlng Up the BPA 600 datasource @ LE Only Classic Orly Single Connection Dual Mode Classic Oriy Multiple Connections
window. This is where the parameters are B o v 0 s o ke o1

set for sniffing, including the devices to be ﬁ o
sniffed and how the link is to be decrypted. " . =

. m Classic Device: | ((x00025000a20) UGO.
2. Select Devices Under Test tab on the

Datasource window. Giassic Encryption LE Encryption
Enter New Long Tem Key
. Link Key
3‘ ClICk/SEIGCt LE only‘ Enter New Value: Enter New PIN/COB data:
4. To decrypt encrypted data transmissions Curet Lk Key Curst Lang Term Key

between the Bluetooth low energy devices
the ComProbe analyzer needs to know the
LTK because this is the shared secret used
to encrypt the session. There are two ways
to provide this information and which to
select will depend on the pairing method:
Just Works or Passkey Entry.

Figure 7 - ComProbe BPA 600 low energy only datasource
settings
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LE Encryption

a. Passkey Entry is easiest if you have the code that was
Enter Mew Long Term Key:

displayed or entered during device pairing. The code is
what is used to generate the LTK. Under LE
Encryption enter the code in the Enter New Erter New PIN/OOB data:
PIN/OOB data text box.

b. Just Works is more of a challenge because you must Cument Long Temm Key:
know the LTK that is created at the time of pairing and
identification of an encrypted link.

« If your device was previously used in an encrypted
capture session, the device information including
LTK can be found in the Device Database tab.

Figure 8 - BPA 600 datasource
Encryption Key Entry

o In adesign and development environment the LTK is
often known beforehand.

o Capture of Host Controller Interface (HCI) events using ComProbe HSU can reveal the LTK,
which is contained in the HCI_Link_Key_ Request_Reply command. HCI capture is through
direct connection to the device host controller. The information obtained in a direct
connection can later be used in a wireless encrypted capture session that requires prior
knowledge of encryption keys.

5. To start capture click on the Start Sniffing button O on the BPA 600 datasource toolbar.

A.1.7.2 Use Frame Display to View Encryption/Decryption Process
A.1.7.2.1 Security Manager Protocol

The Security Manager Protocol (SMP) controls the process for pairing and key distribution. The results of a
pairing and key distribution can be observed in the ComProbe software Frame Display. Activate the Frame
Display by clicking on the icon on the Control window toolbar. On the Frame Display low energy protocols
are shown in light green tabs. Click on the SMP protocol tab that will show only the SMP commands from the
full data set.

w I R | sy RE RO CARONY RO TS | LR |

LE BB | LE PET | LE ADV | LE DATA | LE LL |L2|:Al’m[laln |

SMP; B.. Feamelt Side  Code Frams Se  Della Tinestamg
Code: Pawing Feguest

i 33,140 1 Paring Requett 25 0004 24 205469
fngm e it st BT 2 Paingfsed 21 D0O0000.. 000424 235700
AuthRen 53 1 Pawing Request 26 OOeOOEq AL, Dn(Mc 30 335618
55 2 Paring Responze 25 DOO0000., 000438 3564

sIITH quﬁf;.:m ea .55 1 Parng Conlem & Oo002a 3 000 085 0SS
M.zsimasm E ncrpplion Key Size: 16 Dclets e z Paring Confem 35 mogonn 0005, 735836
Iritishe Koy Distibuion EM 1 Paring Random 36 DOOGO00.. 000501 TESEDT
ErcKey Inistor shal distribute LTE folowed by EDN ard Rard H\E0 2 Parng Random 35 0003000, 00050738

I e Initisthor chesll distribae IRE, followed by ity sddiess 9651 S Encryption Indn... 40 D000, 2 DOx 2 DE5E4
Sigre Indistor shal distibute CSRE B\EN 5 Master ldertic . 34 0000000, 0005021258401
Reesponder Key Distibution 465 ] Iderly Indoima_ 40 O CoCD.0, 000512 1 B2
EncEey: Respondes shall distrbate LTE folowed by EDIV and R.and 706 5 Sigring Irforma,. 40 e, 1 000502 30543
IdE.ey. Respondes shal distribade IRE. foowed by ks sddress kil M Ideriity Infoama . 40 000000, 000502 335613
Sigre Resporuder shall distrbute CSAK BNz M Idertly ke 31 OO0000.. 000802 32T
I M Sigring Informa.. 40 D000, 000502 336851

Figure 9 - SMP Pairing Request (Frame# 35,539) from Initiator (Side 1)

On the left side of the figure above is the Frame Display Decoder pane that shows the decoded
information supplied in the selected frame in the Summary pane, Frame# 35,539. Shown is the SMP data
associated with and encrypted link (MITM Protection = Yes). The requested keys are also shown. Selecting
Frame# 35,545 would provide the response from the responder (Side 2) and would contain similar
information.
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Selecting Frame# 39,591 will display the Pairing Confirm from the initiator (Side 1) in the Decoder pane. The
Confirm Value shown is the Mconfirm 128-bit random number that contains TK, Pairing Request command,
Pairing Response command, initiating device address, and the responding device address. Selecting Frame#
39,600 would provide the Sconfirm random number from the responder (Side 2) with similar information
from that device but the random number would be different than Mconfirm.

Once pairing is complete and an encrypted session established, the keys are distributed by the master and
slave now identified by Side = M and Side = S respectively in the Summary pane. In Frame# 39,661 the slave
has distributed LTK to the master to allow exchange of encrypted data. Frame# 39,661 through 39,714 in the
Summary pane SMP tab are the key distribution frames.

n 'SHF‘ ECNET) < Lt Ly S ] & LA AR LA L LR O L AR
Cesde: Prring Confita ®5H 1 PairgFeguest 2% DOHOBT40. ORISR ISEE
Confam Vahas: (hTTe 25590 3521 257 5045064 256208 35545 2 Paing Fleiponss 26 00:00.00.0 D04 32 365845

nen 1 Praitirsy Confem 35 D023 3 005N, TOSE05
0D 2 PairgCorfim 36 DOHOB0OD.  DROSM 7836

Figure 10 - SMP Pairing Confirm (Frame# 39,591) from Initiator (Side 1)

L gup k=T 1 Parng Fandem 3 bo:OG000.  OFHO500 eS0T
Codea: E reryphion Informmstion e 2 Paiing Random 36 00 0000 O (50N 5838

LTE: (o Tee TAOTI 341 1510 2 4b0E HEE1 H Encryption Infor... 40 0000002, OOH0502 055841
HEN 5 Master [denthe. . 34 0000000, 000502 125841

B4 5 | derdily Indoima a0 ] O (5 02 185042

=7 ] Sigring Iréma 40 0000001,  DRH0S02 305843

BN M | darialy bl irna a0 DO:00000.. 000502 335613

xBmna M |derdily A &1 00 Qo a0, Oy (5 2 335273

) M Sigring Infoema . 4D 0000000, 000502 335861

Figure 11 - SMP Key Distribution Frames
A1.7.2.2 Link Layer

The Link Layer (LL) protocol manages the Bluetooth low energy radio transmissions and is involved in starting
link encryption. To observe the decoded LL commands, click on the Frame Display LE LL tab, search for
and select ControlPkt “LL_ENC_REQ”. This command should originate with Side 1, the initiator of the
encryption link. In Figure 11 Frame# 39,617 is selected in the Summary pane and we see the decoded LE LL
frame is display in the Decoder pane. Shown in this frame packet is the SKDm that is the Master Session Key
Diversifier (SKDmaster). In Frame# 39,623 you will find SKDslave that is combined with SKDmaster to create
the Session Key (SK). Both SDKs were created using the LTK. Frame# 39,635 through 39,649 in the LE LL tab
completes starting of the encryption process. After the slave sends LL_START_ENC_RSP (Frame# 36,649) the
Bluetooth devices can exchange encrypted data, and the ComProbe sniffing device can also receive and
decrypt the encrypted data because the appropriate “key” is provided in the BPA 600 Datasource
window.

L LELL 38023 Dweaf3aBhdd D32c 1 LL_CHANMEL_MAF_REQ
Cormcl Pt LL_ENC_REQ E-E 4 (hal 3a8tdd (4 3s 1 LL_CHANHEL M&F REQ
Random vector (Fland) 0:0000000000000000 617 Crofiofbdd . A 1 LLENCREQ
Encaypted diversibier [EDIVT 00000 FE23 (=al9athdd 0450 2 LL_EHC_RSP
Masher sezsion key identiier [SKDmE DrcaB8c9ddatc9idh e Cheal3aftdd (a2 2 LL_START_EMC_REQ
Master iratiakz ation vecics W] OrdeSdedSt B Oeaf3ashdd MBS M LL_START_ENC_RSF

FE49 DneafSashdd (0455 H LL_START_EMC_RSF
A% N Pl S B AT il I FAMUECTIOM HIBMATE REN

Figure 12 - LE LL Tab Encryption Request (Frame# 39,617) from Initiator (Side 1)
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A.1.7.3 Viewing Encryption in the Message Sequence Chart

The ComProbe software Message
Sequence Chart (MSC) links directly

1 Mrisage Segurmce Chart (W) e
to frames being viewed in the Frame e
Display. Similarly MSC will display the RAAR ZHROSO A a2a
same information as the Frame | Al Layers | Ol Summury | Mom sy Senmaey | LE B0 | LEADY | LE DATA [ LE LL | L3cap [T SuP
Display Decoder pane. Frames are [Frames | [ =wwm | =z |
synchronized between the Frame - fitai Vairing Hrgur ]
Display Summary pane and the [MCape=Kievhnmedinptey. MudaySiom=1§ Ochrts |
MSC, so clicking on a frame in either 545 il Pty
window will select that same frame in e e,
the other window. Also the protocol 38208 Updated channcl mag used
tabs are the same in each window. To S Py Eanien
see the pairing process, click on the ”’“1 [ Cosfirm Viabie s @<TcT569eN Je BZ1 25 T305 F5aEATSE200a |
SMP tab. -~ SWF Pairing Coslirm

[ Confem 'Ilh-bmdcilll‘ldl!-l.l'tirﬁﬁ‘l::!ﬂ'ﬂ:!ﬁl
In the image above we see Frame#  Foe e Pros 11

35,539 initiating the pairing from the
master device. The response, SMP_
Pairing Response, is sent from the slave Figure 13 - MSC SMP Paring (BPA 600 low energy capture)
in Frame# 35,545. SMP_Pairing

Confirm occurs between the master and the slave devices at Frame# 39,591 and 39,600 respectively.

Clicking on the MSC LE LL tab will show the process of encrypting a session link. Clicking on Frame# 39,617
displays the LL_ENC_REQ command from the master to the slave. In the MSC below this command you will
see the data transferred that includes SKD,,ster Used to generate the LTK. At Frame# 39,623 the slave
responds with LL_ENC_RSP sending SKDq,,. to generate LTK at the master. Up to this point all transmissions
are unencrypted. For this example the slave sends the request to start encryption, LL_START_ENC_REQ, at
Frame#39,635. The master responds with LL_START_ENC_RSP at Frame# 39,639, and finally the slave
responds with LL_START_ENC_RSP at Frame# 36,649. At this point the session link is encrypted.

| Al Layers | €1l Summary | Mon-Mug Ssmmary | LE B8 | LE ADY | LE DaTA LELL | L2cAP | ATT | SMP

@
. LL_ENC_REQ
39617 4

Emcryption request ]
d | Aamd= G 0S000000S000000, EDN= 0800, SEDm=0xcalBcdddaI6cd

I9E2E Updated channel map used

LL_ENC_RSP

18623 L)
| SEDe=0x3eBoal&Id T 284ch, We=ix0Tad4bil |

LL_STAAT_ENC_RE®
19,635 “ | Giam encryplion request
LL_START_ENC_REG

LL_START_EMC_RSP
39,639 »
LL_START_EMC_RSP

LL_START_EMC_RSP

19,649 Baseband conneclion encrypled

Figure 14 - MSC link Layer Encryption (BPA 600 low energy capture)

IBEAT &l

A.1.7.4 Viewing Decrypted Data

In the ComProbe software Frame Display click on the LE BB tab. Search in the Summary pane for
Decryption Initiated = Yes frames. In the example depicted in the following figure, Frame# 39723 is selected.
In the Decoder pane LE BB shows that the decryption was initiated and decryption was successful. In LE Data
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we see the Encrypted MIC value. The MIC value is used to authenticate the sender of the data packet to
ensure that the data was sent by a peer device in the link and not by a third party attacker. The actual
decrypted data appears between the Payload Length and the MIC in the packet. This is shown in the Binary
pane below the Summary pane.

O Fonss Duspliy - be - Srofler_ Captuse GRASODMA 2oy o @ #
fde (3% View Formet Fite fockmarin Opbons  ‘Wedows Help
n = — —
&3 LPHR Ve AP0 KHELES MM
T MOE8QROO ™ | R R | s
PR Unidtoied | Backmaiks | Corfupaed 0T low sneigy devices | Fliesl] | Flier2 | Lo |
(T L T | LE AW | LE DATA | LE AL | LIAR| SMP | ATT |
B Framal P2 [h  Everd Sista Deogpion bted 05 Len Fiam.  Dlla -
R ] B SUCCRES e ] ME0s o0
T 0 W SUCCESS e u LT T T
e ] n SUCETES Mo 2 15 ad i il it
IS ] ¥ SUCCESS Be n o ® OOF0G. o
e 1 W SuETES Bz n o ow mrme. o
e H £ H R
e ] [ RN ]

LR EEEECEE R EEEEEE D
 HEHEEEEENEEE o R aNe 0 160ie BoeneoE0 | aoa0E08E

CE LR

|Fotel Framed: D00, 387 Framed Pilored 1 D00, 387 Frame #a Sclocsed: | 30, T2 (1 ot [8 brytes]
{Fou Hetp Poesa P2

Figure 15 - Decrypted Data Example (Frame# 39,723)

Author: John Trinkle
Publish Date: 9 April 2014

Revised: 23 May 2014
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A.2 Bluetooth® low energy Security

"Paris is quiet and the good citizens are content." Upon seizing
power in 1799 Napoleon sent this message on Claude Chappe’s
optical telegraph. Chappe had invented a means of sending
messages line-of-sight . The stations were placed approximately
six miles apart and each station had a signaling device made of
paddles on the ends of a rotating “regulator” arm whose positions "
represented code numbers. Each station was also outfitted with
two telescopes for viewing the other stations in the link, and
clocks were used to synchronize the stations. By 1803 a
communications network extended from Paris across the
countryside and into Belgium and lItaly.

Chappe developed several coding schemes through the next few
years. The station operators only knew the codes, not what
characters they represented. Not only was Chappe’s telegraph
system the first working network with protocols, synchronization
of serial transmissions but it also used data encryption. Although
cryptography has been around for millenniums—dating back to
2000 B.C. — Chappe, was the first to use it in a wide area network in the modern sense.

Figure 16 - Chappe's Optical
Telegraph
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=i

£y

R L e e e L

I = = ~r %| Of course anyone positioned between the telegraph stations that
-]E " bR " *~' **| had Chappe's telegraph code in hand could decode the transmission.
e " “7 ™| Sosecuring the code was of paramount importance in Chappe's
L S —_ W L T
J o e —_ protocol.
fw  —a %o .
L = . .x = Modern wireless networks such as Bluetooth low energy
§ o - = == # | employ security measures to prevent similar potentially man-in-the-
l! » — ::\ =1 middle attacks that may have malicious intent.
\t w - ~— | Bluetooth low energy devices connected in a link can pass sensitive
[ = - = | data by setting up a secure encrypted link. The process is similar to
1o = B ‘:‘ but not identical to Bluetooth BR/EDR Secure Simple Pairing. One
]l: T E H . : difference is that in Bluetooth low energy the confidential payload
[ ow o L, . | includesa Message Identification Code (MIC) that is encrypted with
I — - . | thedata.In Bluetooth BR/EDR only the data is encrypted. Also in
| — i = | Bluetooth low energy the secure link is more vulnerable to passive
L ow s — = | eavesdropping, however because of the short transmission periods
{ = == | this vulnerability is considered a low risk. The similarity to BR/EDR
" “ o — " | occurs with "shared secret key", a fundamental building block of
";I . modern wireless network security.
= This paper describes the process of establishing a Bluetooth low
- energy secure link.

Figure 17 - Chappe's Telegraph Code

A.2.1 How Encryption Works in Bluetooth low energy

Data encryption is used to prevent passive and active —man-in-the-middle (MITM) — eavesdropping attacks
on a Bluetooth low energy link. Encryption is the means to make the data unintelligible to all but the Bluetooth
master and slave devices forming a link. Eavesdropping attacks are directed on the over-the-air transmissions
between the Bluetooth low energy devices, so data encryption is accomplished prior to transmission using a
shared, secret key.

A.2.2 Pairing

A Bluetooth low energy device that wants to share secure data with another device must first pair with that
device. The Security Manager Protocol (SMP) carries out the pairing in three phases.

1.

The two connected Bluetooth low energy devices announce their input and output capabilities and
from that information determine a suitable method for phase 2.

The purpose of this phase is to generate the Short Term Key (STK) used in the third phase to secure
key distribution. The devices agree on a Temporary Key (TK) that along with some random numbers
creates the STK.

In this phase each device may distribute to the other device up to three keys:
a. the Long Term Key (LTK) used for Link Layer encryption and authentication,
b. the Connection Signature Resolving Key (CSRK) used for data signing at the ATT layer, and
c. the Identity Resolving Key (IRK) used to generate a private address.

Of primary interest in this paper is the LTK. CSRK and IRK are covered briefly at the end.

Bluetooth low energy uses the same pairing process as Classic Bluetooth: Secure Simple Pairing (SSP). During
SSP initially each device determines its capability for input and output (I0). The input can be None, Yes/No, or
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Keyboard with Keyboard having the ability to input a number. The output can be either None or Display with
Display having the ability to display a 6-digit number. For each device in a paring link the 10 capability
determines their ability to create encryption shared secret keys.

The Pairing Request message is transmitted from the initiator containing the 10 capabilities, authentication
data availability, authentication requirements, key size requirements, and other data. A Pairing Response
message is transmitted from the responder and contains much of the same information as the initiators
Pairing Request message thus confirming that a pairing is successfully negotiated.

In the sample SMP decode, in the figure at the right, note SMP-
the “keys” identified. Creating a shared, secret key is an Code: Paiing Request

evolutionary process that involves several intermediary 10 Capabillies: KeyboardDisplay
O0B data flag: O0B Authentication data not prezent
keys. The resulting keys include, - AuthReq
Bonding_Flags: Bonding
MITH: MITH Protection: Yes

1. IRK: 128-bit key used to generate and resolve Maninuas Encomlion Kep Sios: 16 0ctats

random address. =1 Initiator K.ey Distribution
Enckey: Initiator zhall distribute LTE followed by EDIY and Rand
2. CSRK: 128-bit key used to sign data and verify IdE.ey: Initiator shall distribute IRK followed by itz address

Sign: Initiatar shall distribute CSRK
-1 Responder Key Disgtribution

EncKey: Responder shall distribute LTE followed by EDIV and Rand
3. LTK: 128-bit key used to generate the session key IdK.ey: Respander shall distribute IRK followed by its address

' R -
for an encrypted connection. Sigre: Responder shall distribute CSRK

signatures on the receiving device.

4. Encrypted Diversifier (EDIV): 16-bit stored value
used to identify the LTK. A new EDIV is generated
each time a new LTK is distributed.

Figure 18 - Sample Initiator Pairing Request
Decode (ComProbe Frame Display, BPA 600
low energy capture)

5. Random Number (RAND): 64-bit stored value
used to identify the LTK. A new RAND is
generated each time a unique LTK is distributed.

Of particular importance to decrypting the encrypted data on a Bluetooth low energy link is LTK, EDIV, and
RAND.

A.2.3 Pairing Methods

The two devices in the link use the 10 capabilities from Pairing Request and Pairing Response packet data to
determine which of two pairing methods to use for generation of the Temporary Key (TK). The two methods
are Just Works and Passkey Entryl. An example of when Just Works method is appropriate is when the 10
capability input = None and output = None. An example of when Passkey Entry would be appropriate would
be if input= Keyboard and output = Display. There are 25 combinations that result in 13 Just Works methods
and 12 Passkey Entry methods.

In Just Works the TK = 0. In the Passkey Entry method,

TK — { 6 numeric digits, Input = Keyboard
6 random digits, Input = Display

SMP:
Code: Pairing Confitrn
Confirm Value: Oxfade394940947 cEedbEiesSf399945

Figure 19 - Initiator Pairing Confirm Example (ComProbe Frame Display, BPA 600 low energy capture)

1A third method, Out Of Band (OOB), performs the same as Pass Key, but through another external link such
as NFC.
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SMP

Code: Pairing Confirm
Confirrn Value: 0xFic2569:1 32921 25798245564 256208

Figure 20 - Responder Pairing Confirm Example (ComProbe Frame Display, BPA 600 low energy capture)

Initiator Hesponder

|
SMP Pairing Request

SMP Pairing Response

SMP Pairing Confirm {Meonfirm |

SMP Pairing Confirm {Sconfirm |

irand

Srand

Figure 21 - Message Sequence Chart:
SMP Pairing

A.2.4 Encrypting the Link

The initiating device will generate a 128-bit random number that
is combined with TK, the Pairing Request command, the Pairing
Response command, the initiating device address and address
type, and the responding device address and address type. The
resulting value is a random number Mconfirm that is sent to the
responding device by the Pairing Confirm command. The
responding device will validate the responding device data in the
Pairing Confirm command and if it is correct will generate a
Sconfirm value using the same methods as used to generate
Mconfirm only with different 128-bit random number and TK. The
responding device will send a Pairing Confirm command to the
initiator and if accepted the authentication process is complete.
The random number in the Mconfirm and Sconfirm data is Mrand
and Srand respectively. Mrand and Srand have a key role in
setting encrypting the link.

Finally the master and slave devices exchange Mrand and Srand
so that the slave can calculate and verify Mconfirm and the master
can likewise calculate and verify Sconfirm.

The Short Term Key (STK) is used for encrypting the link the first time the two devices pair. STK remains in
each device on the link and is not transmitted between devices. STK is formed by combining Mrand and
Srand which were formed using device information and TKs exchanged with Pairing Confirmation (Pairing

Confirm).

A.2.5 Encryption Key Generation and Distribution

To distribute the LTK, EDIV, and Rand values

LELL
Contirol Pkt: LL_ENC_REQ

Enciypled diversiier [EDIV]: 0x838e

an encrypted session needs to be set up. The
initiator will use STK to enable encryption on

Random vector (Rand) 0:277c02b15512949 the link. Once an encrypted link is set up, the

LTK is distributed. LTK is a 128-bit random

Master session key identifies (SKDm] 0x21db67d4d0i57d32a | number that the slave device will generate
Master indliakization vector (Wm) Ou034eic39 along with EDIV and Rand. Both the master

Figure 22 - Encryption Request from Master, Example
(ComProbe Frame Display, BPA 600 low energy capture

and slave devices can distribute these
numbers, but Bluetooth low energy is
designed to conserve energy, so the slave
device is often resource constrained and
does not have the database storage

resources for holding LTKs. Therefore the slave will distribute LTK, EDIV, and Rand to the master device for
storage. When a slave begins a new encrypted session with a previously linked master device, it will request
distribution of EDIV and Rand and will regenerate LTK.
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LE LL
Conlrol Pkt LL_ENC_RSP
Slave session key identilier [SKDs) Oxc282a3a44187892¢
Slave mdialization vector [Vs] 0x54742236

Figure 23 - Encryption Response from Slave, Example
(ComProbe Frame Display, BPA 600 low energy capture)

A.2.6 Encrypting The Data Transmission

Data encryption begins with encrypting the link. The Session Key (SK) is created using a session key diversifier
(SKD). The first step in creating a SK is for the master device to send Link Layer encryption request message
(LL_ENC_REQ) that contains the SKDyaster- The SKDyaster IS generated using the LTK. The slave receives

SKD asters 8€Nerates SKD, ., and generates SK by concatenating parts of SKD,p,ster and SKDgj, . The slave
device responds with an encryption response message (LL_ENC_RSP) that contains SKDy,,.; the master will
create the same SK.

Now that a SK has been calculated, the master and slave devices will now begin a handshake process. The
slave will transmit unencrypted LL_START_ENC_REQ, but sets the slave to receive encrypted data using the
recently calculated SK. The master responds with encrypted LL_START_ENC_RSP that uses the same SK just
calculated and setting the master to receive encrypted data. Once the slave receives the master’s encrypted
LL_START_ENC_RSP message and responds with an encrypted LL_START_ENC_RSP message the Bluetooth
low energy devices can now begin transmitting and receiving encrypted data.

A.2.7 IRK and CSRK Revisited

Earlier in this paper it was stated that LTK would be the focus, however the IRK and CSRK were mentioned.
We revisit these keys because they are used in situations that require a lesser level of security. First let us
note that IRK and CSRK are passed in an encrypted link along with LTK and EDIV.

Use of the IRK and CSRK attempt to place an identity on devices operating in a piconet. The probability that
two devices will have the same IRK and generate the same random number is low, but not absolute.

IRK and Bluetooth low energy Privacy Feature

Bluetooth low energy has a feature that reduces the ability of an attacker to track a device over a long period
buy frequently and randomly changing an advertising device's address. This is the privacy feature. This feature
is not used in the discovery mode and procedures but is used in the connection mode and procedures.

If the advertising device was previously discovered and has returned to an advertising state, the device must
be identifiable by trusted devices in future connections without going through discovery procedure again. The
IRK stored in the trusted device will overcome the problem of maintaining privacy while saving discovery
computational load and connection time. The advertising devices IRK was passed to the master device during
initial bonding. The a master device will use the IRK to identify the advertiser as a trusted device.

CSRK and Signing for Authentication

Bluetooth low energy supports the ability to authenticate data sent over an unencrypted ATT bearer between
two devices in a trust relationship. If authenticated pairing has occurred and encryption is not required
(security mode 2) data signing is used if CSRK has been exchanged. The sending device attaches a digital
signature after the data in the packet that includes a counter and a message authentication code (MAC). The
key used to generate MAC is CSRK. Each peer device in a piconet will have a unique CSRK.

The receiving device will authenticate the message from the trusted sending device using the CSRK
exchanged from the sending device. The counter is initialized to zero when the CSRK is generated and is
incremented with each message signed with a given CSRK. The combination of the CSRK and counter
mitigates replay attacks.
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A.2.8 Table of Acronyms

CSRK Connection Signature Resolving Key

EDIV Encrypted Diversifier

10 Input and output

IRK Identity Resolving Key

LTK Long Term Key

Mconfirm 128-bit confirm value from initiator

MIC Message Integrity Check

MITM Man-in-the-middle

Mrand 128-bit random number used to generate Mconfirm
OOB Out of Band

RAND Random Number

Sconfirm 128-bit confirmation value from the responder

SK Session key

SMP Security Manager Protocol

Srand 128-bit random number used to generate Sconfirm
SSP Secure Simple Pairing

STK Short Term Key

TK Temporary Key

Author: John Trinkle

Publish Date:21 May 2014
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Everywhereyoulook

A.3 Bluetooth Virtual Sniffing
A.3.1 Introduction

The ComProbe software Virtual sniffing function simplifiesBluetooth® development and is easy to use.
Frontline’s Virtual sniffing with Live Import provides the developer with an open interface from any
application to ComProbe software so that data can be analyzed and processed independent of sniffing
hardware. Virtual sniffing can also add value to other Bluetooth development tools such as Bluetooth stack
SDKs (Software Development Kits) and Bluetooth chip development kits.

This white paper discusses:
o Why HCI sniffing and Virtual sniffing are useful.
o Bluetooth sniffing history.
o What s Virtual sniffing?
o Why Virtual sniffing is convenient and reliable.
o How Virtual sniffing works.
« Virtual sniffing and Bluetooth stack vendors.
o Case studies: Virtual sniffing and Bluetooth mobile phone makers.

o Virtual sniffing and you. « Where to go for more information.

A.3.2 Why HCI Sniffing and Virtual Sniffing are Useful

Because the Bluetooth protocol stack is very complex, a Bluetooth protocol analyzer is an important part of all
Bluetooth development environments. The typical Bluetooth protocol analyzer “taps” a Bluetooth link by
capturing data over the air. For many Bluetooth developers sniffing the link between a Bluetooth Host CPU
and a Bluetooth Host Controller—also known as HCl-sniffing—is much more useful than air sniffing.

HCl-sniffing provides direct visibility into the commands being sent to a Bluetooth chip and the responses to
those commands. With air sniffing a software engineer working on the host side of a Bluetooth chip has to
infer and often guess at what their software is doing. With HCI-sniffing, the software engineer can see exactly
what is going on. HCl-sniffing often results in faster and easier debugging than air sniffing.
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ComProbe software’s Virtual sniffing feature is a simple and easy way to perform HCl-sniffing. Virtual sniffing
is not limited to just HCI-sniffing, but it is the most common use and this white paper will focus on the HCI-
sniffing application of Virtual sniffing.

It is also important to understand that ComProbe software is a multi-mode product. ComProbe software does
support traditional air sniffing. It also supports serial HCI sniffing (for the H4 (HCI UART), H5 (3-wire UART), and
BCSP (BlueCore Serial Protocol) protocols), USB HCI (H2) sniffing, SDIO sniffing, and Virtual sniffing. So with
ComProbe software nothing is sacrificed—the product is simply more functional than other Bluetooth
protocol analyzers.

A.3.3 Bluetooth Sniffing History

Frontline has a strong appreciation for the importance of HCI sniffing because of the way we got involved with
Bluetooth. Because of our company history, we are uniquely qualified to offer a multi-mode analyzer that
provides many ways to sniff and supports a wide variety of protocols. This brief Bluetooth sniffing history
should help you understand our approach to Bluetooth protocol analysis.

In the early days of Bluetooth, there were no commercially available Bluetooth protocol analyzers, so
developers built their own debug tools and/or used protocol analyzers that weren’t built for Bluetooth. Many
developers built homegrown HCl analyzers—basically hex dumps and crude traces—because they recognized
the need for visibility into the HCl interface and because it was too difficult to build air sniffers. Several
companies developed air sniffers because they saw a market need and because they realized that they could
charge a high price (USD $25,000 and higher).

Two Bluetooth chip companies, Silicon Wave and Broadcom were using Frontline’s Serialtest® serial analyzer
to capture serial HCI traffic and then they would manually decode the HCl byte stream. This manual decoding
was far too much work and so, independently, Silicon Wave and Broadcom each requested that Frontline
produce a serial HCI Bluetooth analyzer that would have all the features of Serialtest. In response to these
requests Frontline developed SerialBlue®—the world’s first commercially available serial HCl analyzer.

The response to SerialBlue was very positive. When we asked our Bluetooth customers what they wanted
next we quickly learned that there was a need for an affordable air sniffer that provided the same quality as
SerialBlue. We also learned that the ultimate Bluetooth analyzer would be one that sniff air and sniff HCI
simultaneously.

As work was progressing on our combination air sniffer and HCl sniffer the functional requirements for
Bluetooth analyzers were changing. It was no longer good enough just to decode the core Bluetooth protocols
(LMP, HCI, L2CAP, RFCOMM, and OBEX). Applications were beginning to be built on top of Bluetooth and
therefore application level protocol decoding was becoming a requirement. For example, people were
starting to browse the Internet using Bluetooth-enabled phones and PDAs therefore a good Bluetooth analyzer
would need to support TCP/IP, HTTP, hands-free, A2DP, etc.

For Frontline to support for these higher levels protocols was no problem since they were already in use in
other Frontline analyzer products. People have been using Frontline Serialtest serial analyzers and Ethertest™
Ethernet analyzer to troubleshoot TCP/IP and Internet problems for many years.

As we continued to work closely with the Bluetooth community we also came across one other requirement:
sniffing itself had to be made easier. We took a two-pronged approach to this problem. We simplified air
sniffing (and we continue to work on simplifying the process of air sniffing) and we invented Virtual sniffing.

A.3.4 Virtual Sniffing—What is it?

Historically, protocol analyzers have physically tapped the circuit being sniffed. For example, an Ethernet
circuit is tapped by plugging into the network. A serial connection is sniffed by passively bridging the serial
link. A Bluetooth air sniffer taps the piconet by synchronizing its clock to the clock of the piconet Master.

Not only is there a physical tap in traditional sniffing, but the sniffer must have some knowledge of the
physical characteristics of the link being sniffed. For example, a Bluetooth air sniffer must know the BD_ADDR
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of at least one piconet member to allow it perform clock synchronization. A serial sniffer must know the bit
rate of the tapped circuit or be physically connected to the clock line of the circuit.

With Virtual sniffing the protocol analyzer itself does not actually tap the link and the protocol analyzer does
not require any knowledge of the physical characteristics of the link.

In computer jargon, “virtual” means “not real”. Virtual memory is memory that doesn’t actually exist. Virtual
reality is something that looks and feels real, but isn’t real. So we use the term Virtual sniffing, because there
is sniffing taking place, but not in the traditional physical sense.

A.3.5 The Convenience and Reliability of Virtual Sniffing

Virtual sniffing is the most convenient and reliable form of sniffing and should be used in preference to all
other forms of sniffing whenever practical. Virtual sniffing is convenient because it requires no setup to use
except for a very small amount of software engineering (typically between one and four hours) that is done
once and then never again. Once support for Virtual sniffing has been built into application or into a
development environment none of the traditional sniffing setup work need be done.

This means:
« NO piconet synchronization.
« NO serial connection to tap.
« NO USB connection to tap.

Virtual sniffing is reliable because there is nothing that can fail. With Virtual sniffing all data is always captured.

A.3.6 How Virtual Sniffing Works

ComProbe software Virtual sniffing works using a feature called Live Import. Any application can feed data
into ComProbe software using Live Import. A simple API provides four basic functions and a few other more
advanced functions. The four basic Live Import functions are:

o Open a connection to ComProbe software.

o Close a connection to ComProbe software.

« Send an entire packet to ComProbe software.
« Send asingle byte to ComProbe software.

All applications that send data to ComProbe software via Live Import use the first two functions. Usually only
one of the two Send functions is used by a particular application. When ComProbe software receives data
from the application via Live Import, the data is treated just as if it had been captured on a Frontline
ComProbe sniffer. The entire protocol stack is fully decoded.

With Virtual sniffing the data can literally be coming from anywhere. ComProbe software does not care if the
data being analyzed is being captured on the machine where ComProbe software is running or if the data is
being captured remotely and passed into ComProbe software over an Internet connection.

A.3.7 Virtual Sniffing and Bluetooth Stack Vendors

As the complexity of the Bluetooth protocol stack increases Bluetooth stack vendors are realizing that their
customers require the use of a powerful Bluetooth protocol analyzer. Even if the stack vendor’s stack is bug
free, there are interoperability issues that must be dealt with.

The homegrown hex dumps and trace tools from the early days of Bluetooth just are not good enough
anymore. And building a good protocol analyzer is not easy. So stack vendors are partnering with Frontline.
This permits the stack vendors to concentrate of improving their stack.
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The typical Bluetooth stack vendor provides a Windows-based SDK. The stack vendor interfaces their SDK to
ComProbe software by adding a very small amount of code to the SDK, somewhere in the transport area,
right about in the same place that HCI data is sent to the Host Controller.

If ComProbe software is installed on the PC and the Virtual sniffer is running then the data will be captured
and decoded by ComProbe software, in real-time. If ComProbe software is not installed or the Virtual sniffer
is not running then no harm is done. Virtual sniffing is totally passive and has no impact on the behavior of the
SDK.

One Frontline stack vendor partner feels so strongly about ComProbe software that not only have they built
Virtual sniffing support in their SDK, but they have made ComProbe software an integral part of their product
offering. They are actively encouraging all customers on a worldwide basis to adopt ComProbe software as
their protocol analysis solution.

A.3.8 Case Studies: Virtual Sniffing and Bluetooth Mobile Phone Makers
Case Study # 1

A Bluetooth mobile phone maker had been using a homemade HCl trace tool to debug the link between the
Host CPU in the phone the Bluetooth chip. They also were using an air sniffer. They replaced their entire
sniffing setup by moving to ComProbe software.

In the original test setup the Host CPU in the phone would send debug messages and HCI data over a serial
link. A program running on a PC logged the output from the Host CPU. To implement the new system using
Virtual sniffing, a small change was made to the PC logging program and it now sends the data to ComProbe
software using the Live Import API. The HCI traffic is fully decoded and the debug messages are decoded as
well.

The decoder for the debug messages was written using ComProbe software’s DecoderScript feature.
DecoderScript allows ComProbe software user to write custom decodes and to modify decodes supplied with
ComProbe software. DecoderScript is supplied as a standard part of ComProbe software. In this case, the
customer also created a custom decoder for HCI Vendor Extensions.

The air sniffer that was formerly used has been replaced by the standard ComProbe software air sniffer.
Case Study # 2

A second Bluetooth mobile phone maker plans to use Virtual sniffing in conjunction with a Linux-based
custom test platform they have developed. Currently they capture serial HCI traffic on their Linux system and
use a set of homegrown utilities to decode the captured data.

They plan to send the captured serial HCl traffic out of the Linux system using TCP/IP over Ethernet. Over on
the PC running ComProbe software they will use a simple TCP/IP listening program to bring the data into the
PC and this program will hand the data off to ComProbe software using the Live Import API.

A.3.9 Virtual Sniffing and You

If you are a Bluetooth stack vendor, a Bluetooth chip maker, or a maker of any other products where
integrating your product with ComProbe software’s Virtual sniffing is of interest please contact Frontline to
discuss your requirements. There are numerous approaches that we can use to structure a partnership
program with you. We believe that a partnership with Frontline is an easy and cost-effective way for you to
add value to your product offering.

If you are end customer and you want to take advantage of Virtual sniffing, all you need to do is buy any
Frontline Bluetooth product. Virtually sniffing comes standard with product.
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