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Chapter 1 Frontline Hardware & Software

Frontline Test Equipment family of protocol analyzers work with the following technologies.
« Classic Bluetooth

e Bluetooth low energy

o Dual Mode Bluetooth (simultaneous Classic and low energy)

o Bluetooth Coexistence: Bluetooth with 802.11 Wi-Fi

« Bluetooth HCI (USB, SD, High Speed UART)

e« NFC

o 802.11 (Wi-Fi)

« SD

o HSU (High Speed UART)

The Frontline hardware interfaces with your computer that is running our robust software engine called the
ComProbe Protocol Analysis System or Frontline software. Whether you are sniffing the air or connecting directly
to the chip Frontline analyzers use the same powerful Frontline software to help you test, troubleshoot, and
debug communications faster.

Frontline software is an easy to use and powerful protocol analysis platform. Simply use the appropriate Frontline
hardware or write your own proprietary code to pump communication streams directly into the Frontline
software where they are decoded, decrypted, and analyzed. Within the Frontline software you see packets,
frames, events, coexistence, binary, hex, radix, statistics, errors, and much more.

This manual is a user guide that takes you from connecting and setting up the hardware through all of the
Frontline software functions for your Frontline hardware. Should you have any questions contact the Frontline
Technical Support Team.

Frontline SD Hardware & Software User Manual 1



TELEDYNE LECROY Chapter 1 Frontline Hardware & Software

1.1 What is in this manual

The Frontline User Manual comprises the following seven chapters. The chapters are organized in the sequence
you would normally follow to capture and analyze data: set up, configure, capture, analyze, save. You can read
them from beginning to end to gain a complete understanding of how to use the Frontline hardware and software
or you can skip around if you only need a refresher on a particular topic. Use the Contents, Index, and Glossary to
find the location of particular topics.

« Chapter 1 Frontline Hardware and Software. This chapter will describe the minimum computer
requirements and how to install the software.

o Chapter 2 Getting Started. Here we describe how to set up and connect the hardware, and how to apply
power. This chapter also describes how to start the Frontline software in Data Capture Methods. You will be
introduced to the Control window that is the primary operating dialog in the Frontline software.

« Chapter 3 Configuration Settings. The software and hardware is configured to capture data. Configuration
settings may vary for a particular Frontline analyzer depending on the technology and network being sniffed.
There are topics on configuring protocol decoders used to disassemble packets into frames and events.

« Chapter 4 Capturing and Analyzing Data. This Chapter describes how to start a capture session and how to
observe the captured packets, frames, layers and events.

o Chapter 5 Navigating and Searching the Data. Here you will find how to move through the data and how to
isolate the data to specific events, often used for troubleshooting device design problems.

« Chapter 6 Saving and Importing Data. When a live capture is completed you may want to save the captured
data for future analysis, or you may want to import a captured data set from another developer or for use in
interoperability testing. This chapter will explain how to do this for various data file formats.

« Chapter 7 General Information. This chapter provides advanced system set up and configuration information,
timestamping information, and general reference information such as ASCII, baudot, and EBCDIC codes. This
chapter also provides information on how to contact Frontline's Technical Support team should you need
assistance.

1.2 Computer Minimum System Requirements
Frontline supports the following computer systems configurations:
o Operating System: Windows 7/8/10
o USB Port: USB 2.0 High-Speed or or later
The Frontline software must operate on a computer with the following minimum characteristics.
e Processor: Core i5 processor at 2.7 GHz
« RAM: 4 GB

o Free Hard Disk Space on C: drive: 20 GB
1.3 Software Installation

Download the installation software from FTE.com. Once downloaded, double-click the installer and follow the
directions.

Use this link: http://www.fte.com/sd-soft.

2 Frontline SD Hardware & Software User Manual
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Chapter 2 Getting Started

In this chapter we introduce you to the Frontline hardware and show how to start the Frontline analyzer software
and explain the basic software controls and features for conducting the protocol analysis.

2.1 SD Hardware

The following sections describe the Frontline SD hardware connectors and hardware setup.

2.1.1 Hardware Setup - Part 1

Once you have installed the software and the device drivers, the next step is to set up the hardware.

Provided with the Frontline SD hardware is one of two Secure Digital (SD) Input/Output (I0) adapters: 1) the
standard SD card adapter, and 2) the micro SD card adapter. Provided with each is a cable that must be connected
to the adapter prior to the connecting the adapter to the Frontline SD hardware. The following tables lists the
Frontline SD Hardware pinout, with corresponding cable color-code and the adapter pinout. In addition the table
shows the pin designation for the SD 4-bit and 1-bit high-speed mode and the SPI mode.

Table 2.1 - SDIO Pinout

Pin SD 4-bit Mode SD 1-bit Mode SPI Mode
1 [CD/DAT3 | DataLine 3 - - CS Card Select
2 | CMD Command Line CMD Command Line ]| Data Input
3 | VSS1 Ground VSS1 Ground VSS1 | Ground
4 | VDD Supply Voltage VDD Supply Voltage VDD | Supply Voltage
5 [CLK Clock CLK Clock SCLK | Clock
6 | VSS2 Ground VSS2 Ground VSS2 | Gound
7 | DATO Data Line O DATA Data Line DO Data Output
8 | DAT1 Data Line 1/Interrupt IRQ Interrupt IRQ Interrupt
9 | DAT2 Data Line 2/ Read Wait RW Read Wait - -

Frontline SD Hardware & Software User Manual 3



TELEDYNE LECROY Chapter 2 Getting Started

Figure 2.2 - Micro SD Adapter and Cable

Table 2.2 - Frontline SD Adapter Wiring List

Frontline Adapter Cable Wire | Standard Adapter Micro Adapter

Hardware Color Pin/Label Pin/Label
GND Black 4/GND 4/GND
CLK Brown 7/CLK 6/CLK
CMD Red 3/CMD 3/CMD
DATO Orange 9/D0 7/DATO
DAT1 Yellow 10/D1 8/DAT1
DAT2 Green 1/D2 1/DAT2

CD Blue 5/CD 2/CD
Blue* 5/D3* -
VDD Purple 6/VCC 5N/CC
* 4-bit mode

Frontline SD Hardware & Software User Manual
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Connect Cable to Adapter

1. Refer to the SDIO Pinout table and the Frontline SD Adapter Wiring list for
the SD mode and adapter you will be using.

2. Identify the wire color associated with the pin on the adaper for the
appropriate mode.

3. Place the cable wire free end pin over the appropriate pin on the adapter
and gently push on until fully seated.

Connect Frontline SD Hardware

1. Plugthe standard SD card adapter with the connectors into the 10 pin slot
of the Frontline SD hardware by matching the color coding on the wires to
the label on the hardware Figure 2.3.

Figure 2.3 - SD2.0 Hardware Interface

2. On the other side, attach the USB cable to the USB Mini B receptacle (Figure 2.4).

Figure 2.4 - SD 2.0 Hardware Interface - Analysis Side Showing USB mini-B Receptacle

That is it for the hardware setup right now. We are not done yet, but after you start the application and make
some configurations settings, you will set up the rest of the hardware then. That comes in Hardware Setup — Part
2. But for now, let's continue to the next section.

Frontline SD Hardware & Software User Manual 5



TELEDYNE LECROY Chapter 2 Getting Started

2.1.2 Hardware Setup - Part 2

You have already seen how to connect the SD card adapter to the Frontline SD hardware and the USB cable to the
analysis PC. Now let's continue with the rest of the hardware setup.

There are two ways to complete the setup. First let's look at what to do if you are using the card that fits in the slot
on the IC board. Then we will identify what to do if you want to wire the Pin Header because you do not want to
use the standard SD form factor connection.

2.1.2.1 Device Under Test Connection

1. Insertthe Device under Test (DUT), such as a micro SD MMC memory card into the slot on the IC board
(Figure 2.5).

Figure 2.5 - Device Under Test Connection Setup

2. Insertthe other end of the IC board into the SD slot on the test PC (Figure 2.6).

Figure 2.6 - Plugging IC Board to the Analysis PC

6 Frontline SD Hardware & Software User Manual
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That is the complete hardware setup if you are using a memory card. It is different if you want to connect
directly to the Pin Header.

2.1.2.2 Pin Header Connection

In addition to using the standard connection, you can also connect directly to the Pin Header on the IC board. To
do that, follow the wire schematic in Figure 2.7, below.

I[ZT) mmmm GHOD (Ground): Connect to Ground
ComMPROBE" —. [—\ T s CLK (Clock): Connect to Clock
FEITOEIOL ansaTie ETHTES "_'J _) ] s CMD (Command): Connect to Command
Em m— DATO (Data 0): Connect to Data 0
DAT1 DATI (Data 1) Connect to Data 1
[TRE] s DAT2 (Data 2): Connect to Data 2
D used as DATS (Data 3): Connect to Data 3
E) s voltage Source 3.3V: Connect to 3.3V

frontline ‘=

Figure 2.7 - Pin Header

SD 2.0 PROTOCOL ANALYZER

Once you have made the connections to the Pin Header, you are ready to capture and analyze data. With this
method you do not have to plug the board into the SD slot on the analysis PC.

If you have done everything correctly, you will start capturing data.

For information on analyzing data with Frontline software, please see the Frontline User Manual, in the
Documentation folder under the Frontline <version #> desktop folder.

2.2 Data Capture Methods

This section describes how to load TELEDYNE LECROY Frontline Protocol Analysis System software, and how to
select the data capture method for your specific application.

2.2.1 Opening Data Capture Method

On product installation, the installer creates a folder on the windows desktop labeled "Frontline <version #>".
1. Double-click the " Frontline <version #>" desktop folder

This opens a standard Windows file folder window.

Frontline SD Hardware & Software User Manual



TELEDYNE LECROY

Chapter 2 Getting Started

, » Frontline ComProbe Protocol Analysis Systern 12.11.662.0 »

- Include in library =

rites

sktop

m

wnloads
cent Places

ogle Drive

Share with =

MName

Burn Mew folder

-

., Development Tools

. Documentation

. Maintenance Tools
@ Capture File Viewer

@ ComProbe 802 11 with Wireshark

Ires
cuments

Ay Nocumerts

@ Frontline ComProbe Protocol Analysis System

Selectto open
Capture Methods

Figure 2.8 - Desktop Folder Link

2. Double-click on Frontline ComProbe Protocol Analysis System and the system displays the Select Data
Capture Method... dialog.

Note: You can also access this dialog by selecting Start > All Programs > Frontline
(Version #) > Frontline ComProbe Protocol Analysis System

Select Data Capture Method....

-3 Blustooth Air Sriffing

L4 Bluetooth Classic/low energy (BP4 600)
B3 Virtual Snifing

£ CPAS Side

----- £ IEEE11073+

Fequires one ComProbe BPA BO0 hardware.

Uszed for typical applications to capture combined Bluetooth Clazzic and
low energy data.

Connected Devices

[ Run ] [ Cancel ] [ Help ] i Create Shortcut When Fun

Figure 2.9 - Example: Select Data Capture Method..., BPA 600
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Three buttons appear at the bottom of the dialog; Run, Cancel, and Help.

Select Data Capture Method dialog buttons
Button Description

Becomes active when a capture method is selected. Starts the selected capture method.

Opens Frontline Help. Keyboard shortcut: F1.

Run
| Cancel | Closes the dialog and exits the user back to the computer desktop.

Help

3. Expand the folder and select the data capture method that matches your configuration.

4. Click on the Run button and the Frontline Control Window will open configured to the selected capture
method.

Note: If you don't need to identify a capture method, then click the Run button to start the
analyzer.

Creating a Shortcut

A checkbox labeled Create Shortcut When Run is located near the bottom
Create Shortout When Run of the dialog. This box is un-checked by default. Select this checkbox, and the
system creates a shortcut for the selected method, and places it in the
"Frontline ComProbe Protocol Analysis System <version#>" desktop folder and
in the start menu when you click the Run button. This function allows you the option to create a shortcut icon that
can be placed on the desktop. In the future, simply double-click the shortcut to start the analyzer in the associated
protocol.

Supporting Documentation

The Frontline <version #>directory contains supporting documentation for development (Automation,
DecoderScript™, application notes), user documentation (Quick Start Guides and the Frontline User Manual), and
maintenance tools.

Frontline SD Hardware & Software User Manual
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2.2.2 Frontline® SD/SDIO Data Capture Methods

e Bluetooth SDIO

Select Data Capture Methed....

£3 202,11 AMP

{5’ BO211 AMP, Interlaced Page Scan

{:’ 80211, Interlaced Page Scan

£3 80211 /Bluetonth Coexistence

S E Clazsicdaw energy Air Sniffing

{:’ Combined Connection [Clazsicdlow energy]
=k B Clazzic/low energpe802.11 Air Sniffing

-4 80211/ Classicow energy Coesistence
-4 Two 80211 and One BPA 500

"—3@ I-_!igh Speed Serial Sniffing

L MWS W2
= E MFC

- L NFC

é--a 5010 Sniffing

43 Blustocth SDIO

= S IUSE Sriffing
43 Bluetoath HCI
£ UsE

=53 Wintual Sriffing
L4 FT5 Side
L4 IEEE11073+

4| 1 [ *

m

Requires one ComProbe S0 hardware.

Captures and decodes Bluetooth and SDASDI0SPMME data,

[ Run ] ’ Cancel ] I Help ]

[7] Create Shaortcut When Fun

goMpRaRs

-

ETICA

T Lol e

L%

o Requires one Frontline SD/SDIO/SPI/MMC hardware.

o Captures and decodes Bluetooth and SD/SDIO/SPI/MMC data.

e« SD20

10
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Connected Devices

Fiuin ][ Catcel ] l Help ] [ Create Shartcut When Fun

Select Data Capture Method.... | P |
=23 5010 Sniffing Reguires one ComProbe 50 hardware.
- ~spao Captures and decodes Blustooth and SD/SDI0/SPI/MMC data.
=13 Yittual Sniffing
LN FTS Side

o Requires one Frontline SD hardware.

o Captures and decodes Bluetooth and SD/SDIO/SPI/MMC data.

2.3 Control Window

The analyzer displays information in multiple windows, with each window presenting a different type of
information. The Control window opens when the Run button is clicked in the Select Data Capture Method
window. The Control window provides access to each Frontline analyzer functions and settings as well as a brief
overview of the data in the capture file. Each icon on the toolbar represents a different data analysis function.

&4 ComProbe Protocol Analysis Systemn - ComProbe 50 2.0 EI =l @
File View Live Options Window Help

Zhe nld¥ LPEITH D

Configuration: <MNo Device:
Capture file: C:\Users\Public\DocumentsiFrontline Test EquipmentyMy Capture Files\Capture-2013-05-22_135756.cfa

Capture Status: | Paused (Capture to Single File) <1% used Packets onhjw: 0 Utlization: 0% Haost 0% Controller Events: 1
For Help Press FL Packet Decoder (0 pps) #) - 100%

Figure 2.10 - Control Window

Frontline SD Hardware & Software User Manual
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TELEDYNE LECROY Chapter 2 Getting Started

Because the Control window can get lost behind other windows, every window has a Home icon @ that brings
the Control window back to the front. Just click on the Home icon to restore the Control window.

When running the Capture File Viewer, the Control window toolbar and menus contain only those selections
needed to open a capture file and display the About box. Once a capture file is opened, the analyzer limits Control
window functions to those that are useful for analyzing data contained in the current file. Because you cannot
capture data while using Capture File Viewer, data capture functions are unavailable. For example, when
viewing Ethernet data, the Signal Display is not available. The title bar of the Control window displays the name of
the currently open file. The status line (below the toolbar) shows the configuration settings that were in use when
the capture file was created.

2.3.1 Control Window Toolbar

Toolbar icon displays vary according to operating mode and/or data displayed. Available icons appear in color,
while unavailable icons are not visible. Grayed-out icons are available for the Frontline hardware and software
configuration in use but are not active until certain operating conditions occur. All toolbar icons have
corresponding menu bar items or options.

Table 2.3 - Control Window Toolbar Icons
Icon Description

Open File - Opens a capture file.

I/0 Settings - Opens settings

Start Capture - Begins data capture to disk

Stop Capture - Available after data capture has started. Click to stop data capture. Data can
be reviewed and saved, but no new data can be captured.

Save - Saves the capture file.

Clear - Clears or saves the capture file.

Event Display - (framed data only) Opens a Event Display, with the currently selected bytes
highlighted.

Frame Display - (framed data only) Opens a Frame Display, with the frame of the currently
selected bytes highlighted.

Notes - Opens the Notes dialog.

Cascade - Arranges windows in a cascaded display.

Hlon| UM o &I 8| 0| 0

Extract Data/Audio - Opens the Extract Data/Audio dialog.

12 Frontline SD Hardware & Software User Manual
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2.3.2 Configuration Information on the Control Window

The Configuration bar (just below the toolbar) displays the hardware configuration and may include 1/O settings. It
also provides such things as name of the network card, address information, ports in use, etc.

ICDnFiguratiDn: Displays hardware configuration, network cards, address information. ports in use, etc. I

2.3.3 Status Information on the Control Window

The Status bar located just below the Configuration bar on the Control window provides a quick look at current
activity in the analyzer.

Capkure Status: | @ Mok Active (Capture Eo Single File) Mf&  used Utilization: 0% Host | 0% Control | Events: O

o Capture Status displays Not Active, Paused or Running and refers to the state of data capture.
o Not Active means that the analyzer is not currently capturing data.
o Paused means that data capture has been suspended.
o Running means that the analyzer is actively capturing data.

e % Used

The next item shows how much of the buffer or capture file has been filled. For example, if you are
capturing to disk and have specified a 200 Kb capture file, the bar graph tells you how much of the capture
file has been used. When the graph reaches 100%, capture either stops or the file begins to overwrite the
oldest data, depending on the choices you made in the System Settings.

« Utilization/Events

The second half of the status bar gives the current utilization and total number of events seen on the
network. This is the total number of events monitored, not the total number of events captured. The
analyzer is always monitoring the circuit, even when data is not actively being captured. These graphs
allow you to keep an eye on what is happening on the circuit, without requiring you to capture data.

2.3.4 Frame Information on the Control Window

Frame Decoder information is located just below the Status bar on the Control window. It displays two pieces of
information.

IFl:ur Help Press F1 Frame Decoder (233 fps)  BEalemeEih RS a]nks

« Frame Decoder (233 fps) displays the number of frames per second being decoded. You can toggle this
display on/off with Ctrl-D, but it is available only during a live capture.

o #132911 displays the total frames decoded.

o 100% displays the percentage of buffer space used.

Frontline SD Hardware & Software User Manual 13
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2.3.5 Control Window Menus

Chapter 2 Getting Started

The menus appearing on the Control window vary depending on whether the data is being captured live or
whether you are looking at a .cfa file. The following tables describe each menu.

Table 2.4 - Control Window File Menu Selections

Mode Selection Hot Description
Key
Live Close Closes Live mode.
Capture | Go Live Returns to Live mode
File
Reframe If you need to change the protocol stack used to interpret a
capture file and the framing is different in the new stack, you
need to reframe in order for the protocol decode to be correct. See
Reframing on page 24
Unframe Removes start-of-frame and end-of-frame markers from your
data. SeeUnframing on page 24
Recreate This option is available when you are working with decoders. If
Companion File you change a decoder while working with data, you can recreate
the ".frm file", the companion file to the ".cfa file". Recreating the
".frm file" helps ensure that the decoders will work properly.
Reload Decoders The plug-ins are reset and received frames are decoded again.
Live& | Open Capture File | Ctrl- | Opens a Windows Open file dialog. at the default location
Capture -0 "...\Public Documents\Frontline Test Equipment\My Capture
File Files\". Capture files have a .cfa extension.
Save Ctrl- | Saves the current capture or capture file. Opens a Windows
S Save As dialog at the default location "...\Public
Documents\Frontline Test Equipment\My Capture Files\".
Exit ComProbe Shuts down the ComProbe Protocol Analysis System and all
Protocol Analysis open system windows.
System
Recent capture files A list of recently opened capture files will appear.

The View menu selections will vary depending on the Frontline analyzer in use.

Table 2.5 - Control Window View Menu Selections

Mode Selection Hot key Description
Live & Event Display Ctrl- Opens the Event Display window for analyzing byte level
Capture Shift-E | data.
File .
Frame Display Ctrl- Opens the Frame Display window for analyzing protocol
Shift-M | level data
Extract Data Audio... Opens the Data/Audio Extraction dialog for pulling data
from decoded Bluetooth protocols.

14
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Table 2.6 - Control Window Edit Menu Selections

Mode Selection el Description
key
Capture | Notes Ctrl- Opens the Notes window that allows the user to add
File Shift-O | comments to a capture file.

The Live menu selections will vary depending on the Frontline analyzer in use.

Table 2.7 - Control Window Live Menu Selections

Mode |

Selection

| Hot-Key| Description

The following two rows apply to all Frontline products except Set in Target.

Live

Start Capture

Shift-F5

Begins data capture from the configured wireless devices.

Stop Capture

F10

Stops data capture from the configured wireless devices.

The following rows apply to all Frontline prod

ucts

Live

Clear

Shift-
F10

Clears or saves the capture file.

Frontline SD Hardware & Software User Manual
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Table 2.7 - Control Window Live Menu Selections (continued)

Mode Selection Hot-Key Description
Live & Hardware Settings 0 - Classic
Capture ’ hl
File 1 - Bluetooth low energy

1/0 Settings

0 - Classic

1 - Bluetooth low energy

System Settings Alt- Opens the System Settings dialog for configuring capture
Enter files.
Directories... Opens the File Locations dialog where the user can change
the default file locations.
Check for New When this selection is enabled, the program automatically

Releases at Startup

checks for the latest Frontline protocol analyzer software
releases.

Side Names...

Opens the Side Names dialog used to customize the names
of the slave and master wireless devices.

Protocol Stack...

Opens the Select a Stack dialog where the user defines the
protocol stack they want the analyzer to use when decoding
frames.

Set Initial Decoder
Parameters...

Opens the Set Initial Decoder Parameters window. There
may be times when the context for decoding a frame is
missing. For example, if the analyzer captured a response
frame, but did not capture the command frame, then the
decode for the response may be incomplete. The Set Initial
Decoder Parameters dialog provides a means to supply the
context for any frame. The system allows the user to define
any number of parameters and save them in templates for
later use.Each entry in the window takes effect from the
beginning of the capture onward or until redefined in the Set
Subsequent Decoder Parameters dialog. This selection is not
present if no decoder is loaded that supports this feature.

Set Subsequent
Decoder
Parameters...

Opens the Set Subsequent Decoder Parameters dialog
where the user can override an existing parameter at any
frame in the capture. Each entry takes effect from the
specified frame onward or until redefined in this dialog on a
later frame. This selection is not present if no decoder is
loaded that supports this feature.

Automatically
Request Missing
Decoder
Information

When checked, this selection opens a dialog that asking for
missing frame information. When unchecked, the analyzer
decodes each frame until it cannot go further and it stops
decoding. This selection is not present if no decoder is loaded
that supports this feature.

16
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Table 2.7 - Control Window Live Menu Selections (continued)

Mode Selection Hot-Key Description
Enable/Disable When enabled, the Audio Expert System is active, other wise
Audio Expert it is not available. Only available when an Audio Expert
System System licensed device is connected.

The Windows menu selection applies only to the Control window and open analysis windows: Frame Display,
Event Display, Message Sequence Chart, Bluetooth Timeline, Bluetooth low energy Timeline, and
Coexistence View. All other windows, such as the datasource, are not affected by these selections.

Table 2.8 - Control Window Windows Menu Selections

Protocol Analysis
System

Mode Selection Hot-Key Description
Live & Cascade Ctrl-W | Arranges open analysis windows in a cascaded view with
Capture window captions visible.
File
Close All Views Closes Open analysis windows.
Minimize Control When checked, minimizing the Control window also
Minimizes All minimizes all open analysis windows.
Frame Display and When these windows are open the menu will display these
Event Display selections. Clicking on the selection will bring that window to
the front.
Table 2.9 - Control Window Help Menu Selections
Mode Selection Hot-Key Description
Live & Help Topics Opens the Frontline Help window.
Capture . . . .
File About Frontline Provides a pop-up showing the version and release

information, Frontline contact information, and copyright
information.

Support on the Web

Opens a browser to fte.com technical support page.

2.3.6 Minimizing Windows

Windows can be minimized individually or as a group when the Control window is minimized. To minimize
windows as a group:

1. Go tothe Window menu on the Control @ window.

2. Select Minimize Control Minimizes All. The analyzer puts a check next to the menu item, indicating
that when the Control window is minimized, all windows are minimized.

3. Select the menu item again to deactivate this feature.

4. The windows minimize to the top of the operating system Task Bar.

Frontline SD Hardware & Software User Manual
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Chapter 3 Configuration Settings

In this section the Frontline software is used to configure an analyzer for capturing data .
3.1 SD/SDIO Configuration

3.1.1 Hardware Settings

The Hardware Settings dialog is used to select a device to sniff/scan.

To access the Hardware Settings dialog:

¥ Hardware Settings

1. Select Hardware Settings from the
Options menu on the Control window.

Avalatle Sriterr | ERNRICISANRITEY +]  ReheshLis
2. Selecta device from the Available
Sniffers drop-down list. Hep | ok Cancel

3. Select OK.

If no devices are found, the list will be blank. You can also select Refresh List to make sure the list is complete.

Frontline SD Hardware & Software User Manual
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3.1.2 SD /O Settings - Datasource

&=

&) /O Settings

Phyzical Layer Selection:

" Autodetect
& SpID
" SPI

Yoltage Level Selechon;

33y
1.8V
1.2y

Help Diedault | oK. Cancel

Figure 3.1 - SD/SDIO /O Settings Dialog
Physical Layer Selection

The Physical Layer Selection section of I/O Settings dialog has three radio buttons lets you select the
Physical Layer of your device under test.

o The default physical layer is SDIO, which you will use the majority of the time.
o If you know the physical layer is a Serial Peripheral Interface, select SPI.

o If you are not sure if the physical layer is "SDIO" or "SPI", select Autodetect. The software will attempt to
automatically determine the physical layer and select it for you. Note, however, that Autodetect tries to
make the best possible judgment by peeking at the data but may not be accurate all the time..

Voltage Level Selection (for Frontline SD 2.0 only)

The Voltage Level Selection section of I/O Settings dialog has three radio buttons which lets you select the
operating voltage for your device under test. By default the operating voltage is set to 3.3 V and most of the
devices, such as SD cards, MMC, etc. use 3.3 V. However, you may change the voltage accordingly through this
setting if your device under test works at1.8 Vor 1.2 V.

Note: This feature is not available in the old ComProbe SD Protocol Analyzer. If you are using
one of these devices you will not see the Voltage Level Selection.
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Chapter 4 Capturing and Analyzing Data
The following sections describe the various ComProbe software functions that capture and display data packets.

4.1 Capture Data
4.1.1 Capturing Data to Disk - General Procedure

Note: Capture is not available in Viewer mode.

1. Click the Start Capture button @ to begin capturing to a file. This icon is located on the Control ,
Event Display, and Frame Display windows.

2. Files are placed in My Capture Files by default and have a .cfa extension. Choose Directories from the
Options menu on the Control window to change the default file location.

Note: For the Dashboard, when you capture to series of files, the window displays the
data from the beginning of the first capture, even when a new file in the series is
created. This is because the Dashboard is a "Session Monitor", which means that
even if you capture to a series of files, the data from the first file is always displayed.
The display does not refresh when a new capture file in a series is created.

3. Watch the status bar on the Control window to monitor how full the file is. When the file is full, it begins
to wrap, which means the oldest data will be overwritten by new data.

4. Click the Stop Capture icon [ to temporarily stop data capture. Click the Start Capture icon again to

resume capture. Stopping capture means no data will be added to the capture file until capture is
resumed, but the previously captured data remains in the file.

5. To clear captured data, click the Clear icon g_é .
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o Ifyouselect Clear after selecting Stop Capture, a dialog appears asking whether you want to save
the data.

o You can click Save File and enter a file name when prompted .
o If you choose Do Not Save, all data will be cleared.
o If you choose Cancel, the dialog closes with no changes.
o Ifyou select the Clear icon while a capture is occurring:
o The capture stops.
o A dialog appears asking if you want to save the capture

o You can select Yes and save the capture or select No and close the dialog. In either case, the
existing capture file is cleared and a new capture file is started.

o If you choose Cancel, the dialog closes with no changes.

To see how to capture to a single file, choose System Settings from the Options menu on the Control window.

When live capture stops, no new packets are sniffed but there can still be packets that were previously sniffed but
not yet read by the ComProbe analyzer. This happens when packets are being sniffed faster than the ComProbe
analyzer can process them. These packets are stored either on the ComProbe hardware itself or in a file on the
PC. If there are remaining packets to be processed when live capture stops the Transferring Packets dialog
below is displayed showing the packets yet to be read by the ComProbe analyzer. The dialog shows the name of
each ComProbe hardware device, its process id in square brackets, and the number of packets remaining. These
stored packets are read until they’re exhausted or the user clicks the Discard button on the dialog.

Unlike 802.11, Bluetooth packets never come in faster than the datasource can process them. However, Bluetooth
packets must still be stored so that they can be read in chronological order with the 802.11 packets.

Transferring Packets ... @|

Current Packet Transfer Statistics:

Hardware Packets on hardware
ComProbe 802,11 [£120] 21,084
BPA 500 [2720] 3
Toakal 21,087

Live capture has stopped but there are packets buffered on the ComProbe Hardware that
have not been decaded.  These packets will continue to be transferred and decoded until
complete,

Press the "Discard" button ko stop packet transfer and discard all untransferred packets

Tranzfer iz 26% complete (0 seconds remaining)

[ Discard ] [ Help |

Figure 4.1 - Packet Transfer Dialog
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4.2 Protocol Stacks
4.2.1 Protocol Stack Wizard

The Protocol Stack wizard is where you define the
protocol stack you want the analyzer to use when fziein MEmE SaE =
decoding frames.

Select a protocol stack:

. Build Your Owr -
To start the wizard: mrme
802.11 Radio
Air Sniffer
1. Choose Protocol Stack from the Options BlseCore Ser)Frtocol (ECSP ffom Combrdge Sion Radio) wih aoiaverse =
menu on the Control window or click the Blustooth FCIUSBwih autotaverse
Protocol Stackicon £ onthe Frame oy Protace wi aulotraverss
- wt_Protocal
LE BB
DiSplay MWS Wirsless Coexistence Interface 2 =
. . Cument Protocal Stack: Remove Selected tem From List
2. Selecta protocol stack from the list, and click i
Finish Bluetooth Virtual Transport with Autotraverse

Most stacks are pre-defined here. If you have special
requirements and need to set up a custom stack, see
Creating and Removing a Custom Stack on page 23.

1. If you select a custom stack (i.e. one that was defined by a user and not included with the analyzer), the
Remove Selected Item From List button becomes active.

2. Click the Remove Selected Item From Listbutton to remove the stack from the list. You cannot

remove stacks provided with the analyzer. If you remove a custom stack, you need to define it again in
order to get it back.

If you are changing the protocol stack for a capture file, you may need to reframe. See Reframing on page 24 for
more information.

You cannot select a stack or change an existing one for a capture file loaded into the Capture File Viewer (the

Capture File Viewer is used only for viewing capture files and cannot capture data). Protocol Stack changes can
only be made from a live session.
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4.2.2 Creating and Removing a Custom Stack

To create a custom stack: [ Select a Protocol Stack =)

1. Choose Protocol Stack from the

. Select a protocaol stack:
Options menu on the Control

window or click the Protocol Stack 80211 MAC
. j 802.11 Radio
icon £ on the Frame Display Air Sriffer _
- BlueCore Serial Protocol (BCSP from Cambridge Silicon Radio) with autotraverse =

Bluetooth HCI UART {H4) with autotraverse
toolbar. Bluetooth HCI USB with autetraverse
Bluetooth virtual transport with autotraverse
Fictitious Protocol with autotraverse

2. Select Build Your Own from the list H4DS with autotraverse
. jwt_Protocal
and click Next. LEBB

MWS Wireless Coexdstence Interface 2 Sk

3. The system displays an information

. . Cumrent Protocol Stack: Remove Selected ltem From List
screen that may help you decide if you |
need to define your own custom stack.
Defining a custom stack means that the
analyzer uses the stack for every g Ned> ] [ Conce
frame. Frames that do not conform to
the stack are decoded incorrectly.
Click Next to continue. Select a Protocol Stack I
Choose one at a time by Protocol Decode Stack:
I PI’ I ot orbyusing All additional stack layers | Baseband
Se eCt Otoco s the select button: @ can be determined AVDTP
. AP M i automatically.
1. Selecta protocol from the list on the amp e _ There are o addtions
left. iETP || " stack layers.
: . : AVDTP Media
2. Click the right arrow button to move it AVDTP Reomver
to the Protocol Decode Stack box AVDTP Report
. . AVDTP Signaling —
on the right, or double-click the AVRCFP love Up
. . AVRCP Browsing
protocol to move it to the right. Baseband ove Down
BCCMD
BIP ——
3. Toremove a protocol from the stack, BlusCore Serial Protocal ™
. . . . 4 L} 3
double-click it or select it and click the

left arrow button.

[ <Back || Fnish | [ Cancel

4. If you need to change the order of the
protocols in the stack, select the
protocol you want to move, and click
on the Move Up and Move Down buttons until the protocol is in the correct position.

5. The lowest layer protocol is at the top of the list, with higher layer protocols listed underneath.
Auto-traversal (Have the analyzer Determine Higher Layers)

If you need to define just a few layers of the protocol stack, and the remaining layers can be determined based on
the lower layers:

1. Click the All additional stack layers can be determined automatically button.

2. If your protocol stack is complete and there are no additional layers, click the There are no additional
stack layers button.
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3. If you select this option, the analyzer uses the stack you defined for every frame. Frames that do use this
stack are decoded incorrectly.

Save the Stack

1. Click the Add To Predefined List button.

2. Give the stack a name, and click Add.
In the future, the stack appears in the Protocol Stack List on the first screen of the Protocol Stack wizard.
Remove a Stack

1. Selectitin the first screen and click Remove Selected Item From List.

2. If you remove the stack, you must to recreate it if you need to use it again.

Note: If you do not save your custom stack, it does appear in the predefined list, but applies to
the frames in the current session. However, it is discarded at the end of the session.

4.2.3 Reframing

If you need to change the protocol stack used to interpret a capture file and the framing is different in the new
stack, you need to reframe in order for the protocol decode to be correct. You can also use Reframe to frame
unframed data. The original capture file is not altered during this process.

Note: You cannot reframe from the Capture File Viewer .

To reframe your data, load your capture file, select a protocol stack, and then select Reframe from the File
menu on the Control window. Reframe is only available if the frame recognizer used to capture the data is
different from the current frame recognizer.

In addition to choosing to Reframe, you can also be prompted to Reframe by the Protocol Stack Wizard.

1. Load your capture file by choosing Open from the File menu on the Control window, and select the file
to load.

2. Select the protocol stack by choosing Protocol Stack from the Options menu on the Control window,
select the desired stack and click Finish.

3. If you selected a protocol stack that includes a frame recognizer different from the one used to capture
your data, the Protocol Stack Wizard asks you if you want to reframe your data. Choose Yes.

4. The analyzer adds frame markers to your data, puts the framed data into a new file, and opens the new
file. The original capture file is not altered.

See Unframing on page 24 for instructions on removing framing from data.

4.2.4 Unframing

This function removes start-of-frame and end-of-frame markers from your data. The original capture file is not
altered during this process. You cannot unframe from the Capture File Viewer (accessed by selecting Capture File

Frontline SD Hardware & Software User Manual
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Viewer or Load Capture File to start the software and used only for viewing capture files).

To manually unframe your data:

1. Select Unframe from the File menu on the Control window. Unframe is only available if a protocol
stack was used to capture the data and there is currently no protocol stack selected.

In addition to choosing to Unframe, you can also be prompted to Unframe by the Protocol Stack Wizard.
1. Load your capture file by choosing Open from the File menu on the Control window.
2. Select the file to load.
3. Choose Protocol Stack from the Options menu on the Control window
4. Select None from the list

5. Click Finish. The Protocol Stack Wizard asks you if you want to unframe your data and put it into a new
file.

6. Choose Yes.

The system removes the frame markers from your data, puts the unframed data into a new file, and opens the
new file. The original capture file is not altered.

See Reframing on page 24 for instructions on framing unframed data.

4.2.5 How the Analyzer Auto-traverses the Protocol Stack

In the course of doing service discovery, devices ask for and receive a Protocol Descriptor List defining which
protocol stacks the device supports. It also includes information on which PSM to use in L2CAP, or the channel
number for RFCOMM, or the port number for TCP or UDP. The description below talks about how the analyzer
auto-traverses from L2CAP using a dynamically assigned PSM, but the principle is the same for RFCOMM channel
numbers and TCP/UDP port numbers.

The analyzer looks for SDP Service Attribute Responses or Service Search Attribute Responses carrying protocol
descriptor lists. If the analyzer sees L2CAP listed with a PSM, it stores the PSM and the UUID for the next protocol
in the list.

After the SDP session is over, the analyzer looks at the PSM in the L2CAP Connect frames that follow. If the PSM
matches one the analyzer has stored, the analyzer stores the source channel ID and destination channel ID, and
associates those channel IDs with the PSM and UUID for the next protocol. Thereafter, when the analyzer sees
L2CAP frames using those channel IDs, it can look them up in its table and know what the next protocol is.

In order for the analyzer to be able to auto-traverse using a dynamically assigned PSM, it has to have seen the SDP
session giving the Protocol Descriptor Lists, and the subsequent L2CAP connection using the PSM and identifying
the source and channel IDs. If the analyzer misses any of this process, it is not able to auto-traverse. It stops
decoding at the L2CAP layer.

For L2CAP frames carrying a known PSM (0x0001 for SDP, for example, or 0x0003 for RFCOMM), the analyzer
looks for Connect frames and stores the PSM along with the associated source and destination channel IDs. In this
case the analyzer does not need to see the SDP process, but does need to see the L2CAP connection process,
giving the source and destination channel IDs.
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4.2.6 Providing Context For Decoding When Frame Information Is Missing

There may be times when you need to provide information to the analyzer because the context for decoding a
frame is missing. For example, if the analyzer captured a response frame, but did not capture the command frame
indicating the command.

The analyzer provides a way for you to supply the context for any frame, provided the decoder supports it. (The
decoder writer has to include support for this feature in the decoder, so not all decoders supportit. Note that not
all decoders require this feature.)

If the decoder supports user-provided context, three items are active on the Options menu of the Control
window and the Frame Display window. These items are Set Initial Decoder Parameters, Automatically
Request Missing Decoding Information, and Set Subsequent Decoder Parameters. (These items are
not present if no decoder is loaded that supports this feature.)

Set Initial Decoder Parameters is used to provide required information to decoders that is not context
dependent but instead tends to be system options for the protocol.

Choose Set Initial Decoder Parameters in order to provide initial context to the analyzer for a decoder. A
dialog appears that shows the data for which you can provide information.

If you need to change this information for a particular frame :
1. Right-click on the frame in the Frame Display window
2. Choose Provide <context name>.

Alternatively, you can choose Set Subsequent Decoder Parameter from the Options menu.
3. This option brings up a dialog showing all the places where context data was overridden.

4. If you know that information is missing, you can't provide it, and you don't want to see dialogs asking for it,
un-check Automatically Request Missing Decoding Information.

5. When unchecked, the analyzer doesn't bother you with dialogs asking for frame information that you don't
have. In this situation, the analyzer decodes each frame until it cannot go further and then simply stop
decoding.

4.3 Analyzing Protocol Decodes

4.3.1 The Frame Display
To open this window

Click the Frame Display icon @ on the Control window toolbar, or select Frame Display from the View

menu.
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Figure 4.2 - Frame Display with all panes active

Frame Display Panes

The Frame Display window is used to view all frame related information. It is composed of a number of
different sections or "panes", where each pane shows a different type of information about a frame.

» Summary Pane - The Summary Pane displays a one line summary of each frame for every protocol found in
the data, and can be sorted by field for every protocol. Click here for an explanation of the symbols next to the
frame numbers.
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Decode Pane - The Decode Pane displays a detailed decode of the highlighted frame. Fields selected in the
Decode Pane have the appropriate bit(s) or byte(s) selected in the Radix, Binary, Character , and Event
panes

Radix Pane - The Radix Pane displays the logical data bytes in the selected frame in either hexadecimal,
decimal or octal.

Binary Pane - The Binary Pane displays a binary representation of the logical data bytes.

Character Pane - The Character Pane displays the character representation of the logical data bytes in either
ASCII, EBCDIC or Baudot.

Event Pane - The Event Pane displays the physical data bytes in the frame, as received on the network.

By default, all panes except the Event Pane are displayed when the Frame Display is first opened.

Protocol Tabs

Protocol filter tabs are displayed in the Frame Display above the Summary pane.

These tabs are arranged in separate color- .
coded groups. These groups and their imlm]i1=] ) © @ = Classic Bluetooth (blue)
colors are General (white), Classic Bluetooth IEIIE Uestmaks | s L=

(blue), Bluetooth low energy (green), |mHEm e S

802.11 (orange), USB (purple), NFC (brown) ', s o
and SD (teal). The General group applies to

[ — .
all technologies. The other groups are e ~—__ 80211 (orange)

technology-specific. I

Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.

A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2CAP occurs in both Classic Bluetooth and Bluetooth low
energy, there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth low
energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary Pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

Bookmarks appear when a bookmark is first seen.

Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.
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Comparing Frames

If you need to compare frames, you can open additional Frame Display windows by clicking on the Duplicate
View icon ﬁ You can have as many Frame Display windows open at a time as you wish.

Frame Wrapping and Display

In order to assure that the data you are seeing in Frame Display are current, the following messages appear
describing the state of the data as it is being captured.

« All Frame Display panes except the Summary pane display "No frame selected" when the selected frame is
in the buffer (i.e. not wrapped out) but not accessible in the Summary pane. This can happen when a tab is
selected that doesn’t filter in the selected frame.

o When the selected frame wraps out (regardless of whether it was accessible in the Summary pane) all Frame
Display panes except the Summary pane display "Frame wrapped out of buffer".

o When the selected frame is still being captured, all Frame Display panes except the Summary pane display
"Frame incomplete".

4.3.1.1 Frame Display Toolbar

The buttons that appear in the Frame Display window vary according to the particular configuration of the
analyzer. For controls not available the icons will be grayed-out.

Table 4.1 - Frame Display Toolbar Icons

Icon Description
@ Control — Brings the Control window to
the front.
r_.g Open File - Opens a capture file.
,_J}‘(% I/0 Settings - Opens the I/0 Settings
” dialog.
@ Start Capture - Begins data capture to a
user designated file.
= Stop Capture - Closes a capture file and
stops data capture to disk.
E Save - Save the currently selected bytes
or the entire buffer to file.
= _é Clear- Discards the temporary file and
= | .
- clears the display.
p Event Display — Brings the Event Display
window to the front.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon

Description

Duplicate View - Creates a second Frame
Display window identical to the first.

dg
4

Apply/Modify Display Filters - Opens the
Display Filter dialog.

v

Quick Protocol Filter - brings up a dialog
box where you can filter or hide one or
more protocol layers.

Protocol Stack - brings up the Protocol
Stack Wizard where you can change the
stack used to decode framed data

th

Reload Decoders - When Reload
Decoders is clicked, the plug-ins are
reset and received frames are re-
decoded. For example, If the first frame
occurs more than 10 minutes in the past,
the 10-minute utilization graph stays
blank until a frame from 10 minutes ago or
less is decoded.

Find - Search for errors, string patterns,
special events and more.

Display Capture Notes - Brings up the
Capture Notes window where you can
view or add notes to the capture file.

Add/Modify Bookmark - Add a new or
modify an existing bookmark.

E B U | &

Display All Bookmarks - Shows all
bookmarks and lets you move between
bookmarks.

S

Extract Data - Opens the Extract Data
dialog.

Reload Decoders - WWhen Reload Decoders is clicked, the plug-ins are reset
and received frames are re-decoded. For example, If the first frame occurs
more than 10 minutes in the past, the 10-minute utilization graph stays blank
until a frame from 10 minutes ago or less is decoded.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon Description
Filter: Text giving the filter currently in
use. If nofilter is being used, the text
reads "All Frames" which means that
Filter:

nothing is filtered out. To see the text of
the entire filter, place the cursor over the
text and a ToolTip pops up with the full
text of the filter.

The following icons all change how the panes are arranged on the Frame

Display. Additional layouts are listed in the View menu.

Show Default Panes - Returns the panes
to their default settings.

Show Only Summary Pane - Displays
only the Summary pane.

Shall All Panes Except Event Pane -
Makes the Decode pane taller and the
Summary pane narrower.

Toggle Display Lock - Prevents the
display from updating.

Go To Frame

First Frame - Moves to the first frame in
the buffer.

Previous Frame - Moves to the previous
frame in the buffer.

Next Frame - Moves to the next frame in
the buffer.

oc oo &= 0|i

Last Frame - Moves to the last frame in
the buffer.

|
=
g

Find on Frame Display only searches the
Decode Pane for a value you enter in the
text box.

©

Find Previous Occurrence - Moves to the
previous occurrence of the value in the
Frame Display Find.

o

Find Next Occurrence - Moves to the next
occurrence of the value in the Frame
Display Find.
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Table 4.1 - Frame Display Toolbar Icons(continued)

Icon

Description

2

Cancel Current Search - Stops the
current Frame Display Find.

Surmmary:

Summary Drop Down Box: Lists all the
protocols found in the data in the file. This
box does not list all the protocol decoders
available to the analyzer, merely the
protocols found in the data. Selecting a
protocol from the list changes the
Summary pane to display summary
information for that protocol. When a low
energy predefined Named Filter (like
Nulls and Polls) is selected, the
Summary drop-down is disabled.

Summary: |N|:|r1-Captured Info v|

Text with Protocol Stack: To the right of the Summary Layer box is some text
giving the protocol stack currently in use.

- | Baseband with Auto-traverse

| Summary: | Mon-Captured Info

TELEDYNE LECROY

Note: If the frames are sorted in other than ascending frame number order, the order of the
frames in the buffer is the sorted order. Therefore the last frame in the buffer may not have the

last frame number.

4.3.1.2 Frame Display Status Bar

The Frame Display Status bar appears at the bottom of the Frame Display. It contains the following

information:

o Frame #s Selected: Displays the frame number or numbers of selected (highlighted) frames, and the total
number of selected frames in parentheses

« Total Frames: The total number of frames in the capture buffer or capture file in real-time

o Frames Filtered In: The total number of frames displayed in the filtered results from user applied filters in

real-time

4.3.1.3 Hiding and Revealing Protocol Layers in the Frame Display

Hiding protocol layers refers to the ability to prevent a layer from being displayed on the Decode pane. Hidden
layers remain hidden for every frame where the layer is present, and can be revealed again at any time. You can

hide as many layers as you wish.
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Note: Hiding from the Frame Display affects only the data shown in the Frame Display and not any
information in any other window.

There are two ways to hide a layer.
1. Right-click on the layer in the Decode pane, and choose Hide [protocol name] Layer In All Frames.

2. Click the Set Protocol Filtering button on the Summary pane toolbar. In the Protocols to Hide box
on the right, check the protocol layer(s) you want hidden. Click OK when finished.

To reveal a hidden protocol layer:
1. Right-click anywhere in the Decode pane

2. Choose Show [protocol name] Layer from the right-click menu, or click the Set Protocol Filtering
button and un-check the layer or layers you want revealed.

4.3.1.4 Physical vs. Logical Byte Display

The Event Display window and Event Pane in the Frame Display window show the physical bytes. In other
words, they show the actual data as it appeared on the circuit. The Radix, Binary and Character panes in the Frame
Display window show the logical data, or the resulting byte values after escape codes or other character altering
codes have been applied (a process called transformation).

As an example, bytes with a value of less than 0x20 (the Ox indicates a hexadecimal value) cannot be transmitted
in Async PPP. To get around this, a 0x7d is transmitted before the byte. The 0x7d says to take the next byte and
subtract 0x20 to obtain the true value. In this situation, the Event pane displays 0x7d 0x23, while the Radix pane
displays 0x03.

4.3.1.5 Sorting Frames

By default, frames are sorted in ascending numerical sequence by frame number. Click on a column header in the
Summary pane to sort the frames by that column. For example, to sort the frames by size, click on the Frame
Size column header.

An embossed triangle next to the header name indicates which column the frames are sorted by. The direction of
the triangle indicates whether the frames are in ascending or descending order, with up being ascending.

Note that it may take some time to sort large numbers of frames.

4.3.1.6 Frame Display - Find

Frame Display has a simple Find function that you can use to search the Decode Pane for any alpha numeric
value. This functionality is in addition to the more robust Search/Find dialog.

Frame Display Find is located below the toolbar on the Frame Display dialog.

'S Frame

®32 L YFSI RPN HEAZS ML
@Dmﬂa 3 @@ Find: v ﬁﬁ () 5um

Figure 4.3 - Frame Display Find text entry field
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Where the more powerful Search/Find functionality searches the Decode, Binary, Radix, and Character panes
on Frame Display using Timestamps, Special Events, Bookmarks, Patterns, etc.,

LEX

Decods | Pattem | 19¢ | GoTe Special Events | Bookmak

Orshive %210
et i
Aasguet ~ 2007 w

Day Houw Minute Second  1/1000000 Seconds
A =i =1 133 = |5 = | | 931000 -

-

G o the biveestamp
(%) Or or bedooe the specified lime
) On or after the specified tme

Figure 4.4 - Search/Find Dialog

Find on Frame Display only searches the Decode Pane for a value you enter in the text box.

To use Find:

1. Select the frame where you want to begin the search.

2. Enter avalue in the Find text box. Find:  Antenna: True -

Note: The text box is disabled during a live capture.

Select Find Previous Occurrenge Q to begin the search on frames prior to the frame you selected,

or Find Next Occurrence ﬁ to begin the search on frames following the frame you selected.

db Arberna Sigral Trus The next occurrence of the value (if it is found) will be highlighted in

the Decode Pane.
dben Transmid Atberasstion False

db Tranemet Albernsstion: False

4. Select Find Previous Occurrence or Find Next Occurrence to
continue the search.

There are several important concepts to remember with Find.
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« When you enter a search string and select Enter, the search moves forward.

o Ifyou select Find Previous Occurrence, when the search reaches the first frame it will then cycle to the
last frame and continue until it reaches the frame where the search began.

« Shift + F3 is a shortcut for Find Previous Occurrence.

« Ifyou select Find Next Occurrence, when the search reaches the last frame it will then cycle to the first
frame and continue until it reaches the frame where the search began.

o F3isashortcut for Find Next Occurrence.

« You cannot search while data is being captured.

o After a capture is completed, you cannot search until Frame Display has finished decoding the frames.
« Find is not case sensitive.

o The status of the search is displayed at

the bottom of the dialog. Total Frames; 259 | Frames Filtered In: | 259 | Frame #s Selected:  201; (1

e The search occurs only on the Search for "Antenna; True” results™ ***Found***
protocol layer selected.

o To search across all the protocols on
the Frame Display, select the
Unfiltered tab.

o A drop-down list displays the search values entered during the current

session of Frame Display. L
o The search is cancelled when you select a different protocol tab during a modifier
search. 0P Code
pratocal
« You can cancel the search at any time by selecting the Cancel Current Sender

Search 49 button.

4.3.1.7 Synchronizing the Event and Frame Displays

The Frame Display is synchronized with the Event Display. Click on a frame in the Frame Display and the
corresponding bytes is highlighted in the Event Display. Each Frame Display has its own Event Display.

As an example, here's what happens if the following sequence of events occurs.

1. Click on the Frame Display icon @ in Control window toolbar to open the Frame Display.

2. Click on the Duplicate View icon ﬁ to create Frame Display #2.

3. Click on Event Display icon éﬁ) in Frame Display #2. Event Display #2 opens. This Event

Display is labeled #2, even though there is no original Event Display, to indicate that it is synchronized
with Frame Display #2.

4. Click on aframe in Frame Display #2. The corresponding bytes are highlighted in Event Display #2.

5. Click on aframe in the original Frame Display. Event Display #2 does not change.
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4.3.1.8 Working with Multiple Frame Displays

Multiple Frame Displays are useful for comparing two frames side by side. They are also useful for comparing all
frames against a filtered subset or two filtered subsets against each other.

« To create a second Frame Display, click the Duplicate View icon ﬁ on the Frame Display toolbar.
This creates another Frame Display window. You can have as many Frame Displays open as you wish.
Each Frame Display is given a number in the title bar to distinguish it from the others.

« To navigate between multiple Frame Displays, click on the Frame Display icon EI in the Control window
toolbar.
A drop-down list appears, listing all the currently open Frame Displays.

« Select the one you want from the list and it comes to the front.

Note: When you create a filter in one Frame Display, that filter does not automatically
appear in the other Frame Display. You must use the Hide/Reveal feature to display a
filter created in one Frame Display in another.

Note: When you have multiple Frame Display windows open and you are capturing data, you
may receive an error message declaring that "Filtering cannot be done while receiving data
this fast." If this occurs, you may have to stop filtering until the data is captured.

4.3.1.9 Working with Panes on Frame Display

When the Frame Display first opens, all panes are displayed except the Event pane (To view all the panes,
select Show All Panes from the View menu).

« The Toggle Expand Decode Pane icon Dj makes the decode pane longer to view lengthy decodes
better.

« The Show Default Panes icon % returns the Frame Display to its default settings.

o The Show only Summary Pane icon m displays on the Summary Pane.

To close a pane, right-click on the pane and select Hide This Pane from the pop-up menu, or de-select Show
[Pane Name] from the View menu.

To open a pane, right-click on the any pane and select Show Hidden Panes from the pop-up menu and select
the pane from the fly-out menu, or select Show [Pane Name] from the View menu.

To re-size a pane, place the cursor over the pane border until a double-arrow cursor appears. Click and drag on
the pane border to re-size the pane.

4.3.1.10 Frame Display - Byte Export

The captured frames can be exported as raw bytes to a text file.
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1. From the Frame Display File menu select Byte Export....

&) Frame Display - le - (modified channel maps) HID_kbd-cant_decrypt.
Edit View Format Filter Bookmarks Options Window

Go Live

Open Capture File...
Close
Save

Save Selection
Reframe...

1 le - (modified channel maps) HID_kbd-cant_decrypt GATT.cfa
2 example_btsnoop_hcilog.cfa

3 C\Users\..\BPA500.cfa

4 C:\Users\..\SDIO_20121005.cfa

Print...

Print Preview...

Export...
Byte Export...
HTML Export...

Reload Decoders

Recreate Companien File

Figure 4.5 - Frame Display File menu, Byte Export
2. From the Byte Export window specify the frames to export.

« All Frames exports all filtered-in frames including those scrolled off the Summary pane. Filtered-in
frames are dependent on the selected Filter tab above the Summary pane. Filtered-out frames are
not exported.

o Selected Frames export is the same as All Frames export except that only frames selected in the
Summary pane will be exported.

Byte Export B9
Export raw bytes from the currently selected filter tab

@ All Frames

Selected Frames

| oK | | Cancel |

Figure 4.6 - Byte Export dialog

Click the OK button to save the export. Clicking the Cancel button will exit Byte Export.

3. The Save As dialog will open. Select a directory location and enter a file name for the exported frames
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Click on the Save button.

The exported frames are in a text file that can be opened in any standard text editing application. The header
shows the export type, the capture file name, the selected filter tab, and the number of frames. The body shows
the frame number, the timestamp in the same format shown in the Frame Display Summary pane, and the

frame contents as raw bytes.

= Hide Folders

&3 Save As =
@-\jjvll Desktop » - |‘9 | | Search Desktop jel |
Organize v MNew folder B - .é.
% Favorites it Mame : Size Ttem type w

B Deckiop 7| 5 Libraries
& Downloads A John W, Trinkle =
% Recent Places 1% Computer
?I_-I Metwork
a Libraries Frontline ComProb... File folder
3 Decuments Frontline ComProb... File folder
J Music Frontline CemProb... File folder
[ Pictures Frontline ComProb... File folder
Subversion is B —— - b
File name: BytelevelExport 1.t -
Save as type: | Text Files (*.bet) VI
I Save I I Cancel I

Figure 4.7 - Save As dialog

Capture file:
Filter tab:
1,299 frames

Frame Number,
1,7/5/2012
2,7/5/2012
,7/5/2012
,7/5/2012
,7/5/2012
€,7/5/2012

wow

ul
oo om o o,

mj BytelevelExport_Ltxt - Notepad

File Edit Format View Help

Byte export of all filtered-in frames

"le - (modified channel

"UOnfiltered”

exported

Timestamp, Frame Contents
05:23.8%66944 PM,00 ff b2
967570 PM,18 ff ae
68195 PM,4e ff b3
994441 PM,00 £f b2
995066 PM,18 ff ae
5:23.895691 PM,4e If b7

.

maps)

HID kbd-cant_decrypt_GATT.cfa"

aa dé be 83 8= 00 13 7Tb

aa dé be B89 8e 00 13 Tb

aa dé be B89 8e 00 13 Tb
89 &

aa dé be B89 8e 00 13 7b
aa dé be B89 8e 00 13 Tb

bl
bl
bl
bl

bl

eb d7 90
eb d7 90
eb d7 30
eb d7 90
eb d7 90
eb d7 90

o000 o0

Figure 4.8 - Sample Exported Frames Text File

4.3.1.11 Panes in the Frame Display

4.3.1.11.1 Summary Pan

The Summary pane D displays a one-line summary of every frame in a capture buffer or file, including frame

number, timestamp, length and basic protocol information. The protocol information included for each frame
depends on the protocol selected in the summary layer box (located directly below the main toolbar).

On a two-channel circuit, the background color of the one-line summary indicates whether the frame came from
the DTE or the DCE device. Frames with a white background come from the DTE device, frames with a gray

e

background come from the DCE device.
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Frame numbers in red indicate errors, either physical (byte-level) or frame errors. If the error is a frame error in
the displayed protocol layer, the bytes where the error occurred is displayed in red. The Decode Pane gives
precise information as to the type of error and where it occurred.

The Summary pane is synchronized with the other panes in this window. Click on a frame in the Summary
pane, and the bytes for that frame is highlighted in the Event pane while the Decode pane displays the full
decode for that frame. Any other panes which are being viewed are updated accordingly. If you use one pane to
select a subset of the frame, then only that subset of the frame is highlighted in the other panes.

Protocol Tabs
Protocol filter tabs are displayed in the Frame Display above the Summary pane.

o These tabs are arranged in separate color-coded groups. These groups and their colors are General (white),
Classic Bluetooth (blue), Bluetooth low energy (green), 802.11 (orange), USB (purple), and SD (brown). The
General group applies to all technologies. The other groups are technology-specific.

oOE8 [5) @w_ Classic Bluetooth (blue)
[IEETR Hookmarks 'Mo_-_\:_}._.;-;-;l_-_--_-_- - :
Baseband | LZCAP | TCS |

LE BB | LE PKT | LE ADY |~ d ]
BOZ11 Radia | BO2.11 MAC | Data | e . Bluetooth low energy {QI"EEHJ

B LK

Framell

15,80 ._ .
oy . 802.11 (orange)

Figure 4.9 - Example Protocol Tags

o Clicking on a protocol filter tab in the General group filters in all packets containing that protocol regardless of
each packet’s technology.

o Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol on
that technology.

« A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2CAP occurs in both Classic Bluetooth and Bluetooth low
energy , there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth low
energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

« Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the
protocol decode.

« Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded, even if
one of the tabs is currently selected. They subsequently reappear as the corresponding events are detected.
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Use the navigation icons, keyboard or mouse to move through the frames. The icons @ and @ move you to

the first and last frames in the buffer, respectively. Use the Go To icon ﬂa to move to a specific frame number.

Placing the mouse pointer on a summary pane header with truncated text displays a tooltip showing the full
header text.

) Frame Display - HTC_Headset_A2DP.cfa (=] © [

@\E\P@h\??\%w\ﬂﬂ\@ﬂ M S [ il B8
CoOE#SCCOQ ™ | RS sermeme [s0P

_|| Unfiltered | Info | Cor lg ed BT low ener gy devices | Enors
3 Ea:ehamﬂLMP \P t ectior FHS\HI nnnhrHs]Lzu\P LI RFCOMM | AVDTP | AVDTP Signaling |

e: b

Chamnel: 28 - 2431 Wz
Clocl: 0x00008cc%
Facket Status: OK. &
FLOW. Go =

ey

040000 SearchvAtiib Requ.. 19 an 40 00:00:00.4

0:0000  SearchvAtib Resp.. 39 60 00:00:00.C

0:0000  Search/Atiib Requ.. 19 AudioSirk 40 00:00:00.7

0:0000  Searchdétiib Resp.. 43 64 00:00:00C
i B

TYPE: DH1 10102 Slave
LT_ADDR: 1 10,104 Master
SEQN: 0 10134 Slave

g

1 00 =
1 [I 0001 00:00:00.C
i

.

H 1

H ARON: O = 10,135 Master 1

|Total Frames: 28,707 Frames FiteredIn: 18 Frame #s Selected: 10,053 (1 total)
For Help Press F1

Figure 4.10 - Summary pane (right) with Tooltip on Column 5 (Tran ID)
4.3.1.11.2 Customizing Fields in the Summary Pane
You can modify the Summary Pane in Frame Display.
Summary pane columns can be reordered by dragging any column to a different position.

Fields from the Decode pane can be added to the summary pane by dragging any Decodepane field to the
desired location in the summary pane header. If the new field is from a different layer than the summary pane a
plus sign (+) is prepended to the field name and the layer name is added in parentheses. The same field can be
added more than once if desired, thus making it possible to put the same field at the front and back (for example)
of a long header line so that the field is visible regardless of where the header is scrolled to.

An added field can be removed from the Summary pane by selecting Remove New Column from the right-
click menu.

The default column layout (both membership and order) can be restored by selecting Restore Default
Columns from the Format or right-click menus.

Changing Column Widths
To change the width of a column:
1. Place the cursor over the right column divider until the cursor changes to a solid double arrow.
2. Click and drag the divider to the desired width.
3. To auto-size the columns, double-click on the column dividers.
Hiding Columns
To hide a column:
1. Drag the right divider of the column all the way to the left.

2. The cursor changes to a split double arrow when a hidden column is present.
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3.

To show the hidden column, place the cursor over the divider until it changes to a split double arrow, then
click and drag the cursor to the right.

. The Frame Size, Timestamp, and Delta columns can be hidden by right-clicking on the header and

selecting Show Frame Size Column, Show Timestamp Column, or Show Delta Column. Follow
the same procedure to display the columns again.

Moving Columns - Changing Column Order

To move a column :

1.

2.

3.

4.

Click and hold on the column header
Drag the mouse over the header row.
A small white triangle indicates where the column is moved to.

When the triangle is in the desired location, release the mouse.

Restoring Default Column Settings

To restore columns to their default locations, their default widths, and show any hidden columns

1.

Right-click on any column header and choose Restore Default Column Widths, or select Restore
Default Column Widths from the Format menu.

4.3.1.11.3 Frame Symbols in the Summary Pane

Table 4.2 - Frame Symbols

Symbol Description

A green dot means the frame was decoded successfully, and the protocol listed in the Summary
Layer drop-down box exists in the frame. No dot means the frame was decoded successfully, but the
protocol listed in the Summary Layer drop-down box does not exist in the frame.

A green circle means the frame was not fully decoded. There are several reasons why this might
happen.

o One reason is that the frame compiler hasn't caught up to that frame yet. It takes some time for
the analyzer to compile and decode frames. Frame compilation also has a lower priority than other
tasks, such as capturing data. If the analyzer is busy capturing data, frame compilation may fall
behind. When the analyzer catches up, the green circle changes to either a green dot or no dot.

o Another reason is if some data in the frame is context dependent and we don't have the context.
An example is a compressed header where the first frame gives the complete header, and
subsequent frames just give information on what has changed. If the analyzer does not capture the
first frame with the complete header, it cannot decode subsequent frames with partial header
information.

A magenta triangle indicates that a bookmark is associated with this frame. Any comments associated
with the bookmark appear in the column next to the bookmark symbol.

4.3.1.11.4 Decode Pane

The Decode pane (aka detail pane) [D is a post-process display that provides a detailed decode of each frame

transaction (sometimes referred to as a frame). The decode is presented in a layered format that can be
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expanded and collapsed depending on which layer or layers you are most interested in. Click on the plus sign to
expand a layer. The plus sign changes to a minus sign. Click on the minus sign to collapse a layer. Select Show All
or Show Layers from the Format menu to expand or collapse all the layers. Layers retain their expanded or
collapsed state between frames.

Protocol layers can be hidden, preventing them from being
_ displayed on the Decode pane. Right-click on any protocol layer
Hide "L2CAP" Layer In All Frames and choose Hide [protocol name] from the right-click menu.

! v Expand All Nodes

Provide AVDTP Rules... Each protocol layer is represented by a color, which is used to
highlight the bytes that belong to that protocol layer in the
Event, Radix, Binary and Character panes. The colors are not
assigned to a protocol, but are assigned to the layer.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.

Click the Toggle Expand Decode Pane icon I:D to make the Decode pane taller. This allows for more of a
lengthy decode to be viewed without needing to scroll.

4.3.1.11.5 Radix or Hexadecimal Pane

The Radix pane displays the logical bytes in the frame in either

R a = 2 7 1 £ = o A
hexadecimal, decimal or octal. The radix can be changed from ‘é - This is the Radix Pane
the Format menu, or by right-clicking on the pane and !(
choosing Hexadecimal, Decimal or Octal. - Copy Selection te Clipboard
A .
Because the Radix pane displays the logical bytes rather than N Select Entire Frame
the physical bytes, the data in the Radix pane may be different E _ Change Text Highlight Color...
from that in the Event pane. See Physical vs. Logical Byte Display H B )
for more information. B v Hexadecimal
. A Decirmal
Colors are used to show which protocol layer each byte belongs %
to. The colors correspond to the layers listed in the Decode E Octal

pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.6 Character Pane

The Character pane represents the logical bytes in the frame
in ASCII, EBCDIC or Baudot. The character set can be
changed from the Format menu, or by right-clicking on the
pane and choosing the appropriate character set.

E r1_. WL VM 5% C 5 5 FIMW 5 B + |
This 15 the Character Pane
Copy Selection to Clipboard
Select Entire Frame

Change Text Highlight Celor...

Because the Character pane displays the logical bytes rather
than the physical bytes, the data in the Character pane may
be different from that in the Event pane. See Physical vs.

Mz Om=0En=T0

Logical Byte Display for more information. v | ASCH

. 7-bit ASCI
Colors are used to show which protocol layer each byte
belongs to. The colors correspond to the layers listed in the EBCDIC
Decode pane. Baudot
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The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.7 Binary Pane
The Binary pane displays the logical bytes in the frame in binary.

Because the Binary pane displays the logical bytes rather than the physical bytes, the data in the Binary pane may
be different from that in the Event pane. See Physical vs. Logical Byte Display for more information.

Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed in
the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.

4.3.1.11.8 Event Pane

The Event pane shows the physical bytes

in the frame. You can choose between mf R ?a 278 2~ 1Ff Ok at w8
displaying only the data events or E 0 This is the Event Pane
displaying all events by clicking the All T1
Events icon | | |. r Copy Selection to Clipbeard

) ﬁ Select Entire Frame

E

Displaying all events means that special Change Text Highlight Color...
events, such as Start of Frame, End of e
Frame and any signal change events, are v Display All Events

displayed as special symbols within the
data.

The status lines at the bottom of the pane give the same information as the status lines in the Event Display
window. This includes physical data errors, control signal changes (if appropriate), and timestamps.

Because the Event pane displays the physical bytes rather than the logical bytes, the data in the Event pane may
be different from that in the Radix, Binary and Character panes. See Physical vs. Logical Byte Display for more
information.

Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed in
the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
elementin any one of the panes highlights the corresponding element in all the other panes.
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4.3.1.11.9 Change Text Highlight Color

Whenever you select text in the Binary, Radix, or T sz )
Character panes in Frame Display, the text is displayed e T
with a highlight color. You can change the color of the —
highlight. Select Color: |v| | (1] 4 |
HEEEn —
1. Select Change Text Highlight Color from the EEEE Cancel
Options menu. You can also access the option by ErEE
right clicking in any of the panes. EETE Defaults
2. Selecta color from the drop-down menu. HEEN
Other....
3. Click OK. L Do

The highlight color for the text is changed.

Select Cancel to discard any selection. Select Defaults to return the highlight color to blue.

4.3.1.12 Protocol Layer Colors

4.3.1.12.1 Data Byte Color Notation

The color of the data in the panes specifies which layer of the protocol stack the data is from. All data from the
first layer is bright blue, the data from the second layer is green, the third layer is pink, etc. The protocol name for
each layer in the Decode pane is in the same color. Note that the colors refer to the layer, not to a specific
protocol. In some situations, a protocol may be in two different colors in two different frames, depending on
where it is in the stack. You can change the default colors for each layer.

Red is reserved for bytes or frames with errors. In the Summary pane, frame numbers in red mean there is an
error in the frame. Also, the Errors tab is displayed in red. This could be a physical error in a data byte or an error
in the protocol decode. Bytes in red in the Radix, Character, Binary and Event panes mean there is a physical
error associated with the byte.

4.3.1.12.2 Red Frame Numbers and Bytes

Red is reserved for bytes or frames with errors. In the Summary pane, frame numbers in red mean there is an
error in the frame. This could be a physical error in a data byte or an error in the protocol decode.

4.3.1.12.3 Changing Protocol Layer Colors
You can differentiate different protocol layers in the Decode, Event, Radix, Binary and Character panes.
1. Choose Select Protocol Layer Colors from the Options menu to change the colors used.
The colors for the different layers is displayed.
2. To change a color, click on the arrow next to each layer and select a new color.
3. Select OK to accept the color change and return to Frame Display.

Select Cancel to discard any selection. Select Defaults to return the highlight colors to the default settings.
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Protocol Layer Color Selector

Layer1:  Abecd | Layer 9: ak.

Lawer 2 Abcd | Layer 10:
Laper 3 Abcd |*| Laver 11;
Layer 4 Abcd |- Laver 12:
Layer 5 Abcd = Layer 13:
Layer B Abcd | Layer 14:

Layer 7:  Abed |*| Layer 15:

Layer 8 Ahcd |v Layer 16:

Cancel

DEEE

Defaults

Figure 4.11 - Frame Display Protocol Layer Color Selector

4.3.1.13 Filtering

Filtering allows the user to control the display which capture frames are displayed. Filters fall into two general
categories:

1. Display filters allow a user to look at a subset of captured data without affecting the capture content.
Frames matching the filter criteria appear in the Frame Display; frames not matching the criteria will not
appear.

2. Connection filters Two options are available.

a. A Bluetooth connection: Displays only the frames associated with a Classic Bluetooth link or a
Bluetooth low energy access address. A new Frame Display will open showing only the protocol
tabs, frames, summary, and events associated with that particular Bluetooth connection.

b. A specific wireless or wired technology. Displays all of the frames associated with:
« Classic Bluetooth
e Bluetooth low energy
« 802.11
o HCI

A new Frame Display will open showing only the protocol tabs, frames, summary and events
associated with the selected technology.

4.31.13.1 Display Filters

A display filter looks at frames that have already been captured. It looks at every frame in the capture buffer and
displays those that match the filter criteria. Frames that do not match the filter criteria are not displayed. Display
filters allow a user to look at a subset of captured data without affecting the capture content. There are three
general classes of display filters:
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o Protocol Filters
« Named Filters
o Quick Filter
Protocol Filters

Protocol filters test for the existence of a specific single layer. The system creates a protocol filter for each
decoder that is loaded if that layer is encountered in a capture session.

There are also three special purpose filters that are treated as protocol filters:
¢ All Frames with Errors

o All Frames with Bookmarks

o All Special Information Nodes

Named Filters

« Named filters test for anything other than simple single layer existence. Named filters can be constructed that
test for the existence of multiple layers, field values in layers, frame sizes, etc., as well as combinations of
those things. Named filters are persistent across sessions.

« Named filters are user-defined. User-defined filters persist in a template file. User defined filters can be
deleted.

Quick Filters

o Quick Filters are combinations of Protocol Filters and/or Named Filters that are displayed on the Quick Filter
tab.

o Quick Filters cannot be saved and do not persist across sessions.

o Quick Filters are created on the Quick Filter Dialog.

4.3.1.13.1.1 Creating a Display Filter

There are two steps to using a display filter. Define the filter conditions, and then apply the filter to the data set.
The system combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display@ window or select Apply/Modify

Display Filters from the Filter menu to open the Set Condition dialog box. The Set Condition dialog is
self configuring which means that when you Select each frame under Conditions the following
displayed fields depend on your selection. With each subsequent selection the dialog fields will change
depending on you selection in that field.
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Set Condition

@ Include

Caondition

E Currently Active Conditior: <Untitled:

) Exclude

Select each frame | where the pratacal

™

[avecTP -

[field -

[ Command/Fiespanse =] [IsNat Present -] [ Fields]
[ok [ cancel |[  Hep

Figure 4.12 - Example: Set Conditions Self Configuring Based on Protocol Selection

”

Set Condition Ié]
Cuirently Active Condition: <Untitled:>
@ Include () Exclude
Condition
Select each frame [in the range -
187 to 234
[Enter decimal numbers by typing in the number
directly, and hexadecimal numbers by statting
the number with 0x)
o] (Cowea ) (s
\,

Figure 4.13 - Example: Set Conditions Self Configuring Based on Frame Range

2. Select Include or Exclude to add filtered data or keep out filtered data respectively.

3. Select the initial condition for the filter from the drop-down list.

4. Setthe parameters for the selected condition in the fields provided. The fields that appear in the dialog
box are dependent upon the previous selection. Continue to enter the requested parameters in the fields

provided until the condition statement is complete.

5. Click OK. The system displays the Save Named Condition dialog. Provide a name for the filter condition
or accept the default name provided by the system and click OK. Prohibited characters are left bracket [,
right bracket ']' and equal sign '=". The Set Condition dialog box closes, creates a tab on the Frame

Display with the filter name, and applies the filter.

The filter also appears in the Quick Filtering and Hiding Protocols dialog.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame Display

windows.

Notes:

e The system requires naming and saving of all filters created by the user.

o The OK button on the Set Condition dialog box is unavailable (grayed out) until the condition selections are

complete.
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« When you have multiple Frame Display windows with a display filter or filters, those filter do not automatically
appear in other Frame Display windows. You must use the Hide/Reveal feature to display a filter created in
one Frame Display in different Frame Display window.

4.3.1.13.1.2 Including and Excluding Radio Buttons

All filter dialog boxes contain an Include and an Exclude radio button. These buttons are mutually exclusive. The
Include/Exclude selection becomes part of the filter definition, and appears as part of the filter description
displayed to the right of the Toolbar.

Include: A filter constructed with the "Include" button selected, returns a data set that includes frames that meet
the conditions defined by the filter and omits frames that do not.

Exclude: A filter constructed with the "Exclude" button selected, returns a data set that excludes frames that
meet the conditions defined by the filter and consists of frames that do not.

4.3.1.13.1.3 Named Display Filters

You can create a unique display filter by selecting a data type on the Frame Display and using a right click menu.
When you create a Name Filter, it appears in the Quick Filtering dialog, where you can use it do customize the
data you see in the Frame Display panes.

1. Selectaframe in the Frame Display Summary Pane.

2. Rightclick in the one of the data columns in the Summary Pane: CRC, NESN, DS, Packet Success,
Ethertype, Source Address, etc.

3. Select Filter in (data type) = . The Filtering Results

. Filtering Results
dialog appears.

4. Enter a name for the filter
5. Select OK.
Filter Name:

The filter you just created appears in the Named Filters section ASCIL: . ...3
of the Quick Filtering dialog.

0K | | Cancel

4.3.1.13.1.4 Using Compound Display Filters

Compound filters use boolean logic to create complex and precise filters. There are three primary Boolean logic
operators: AND, OR, and NOT.

The AND operator narrows the filter, the OR operator broadens the filter, and the NOT operator excludes
conditions from the filtered results. Include parentheses in a compound filter to nest condition sets within larger
condition sets, and force the filter-processing order.

There are two steps to using a compound filter. Define the filter conditions, and then apply the filter to the data
set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Display
Filters... from the filter menu to open the Set Condition dialog box.
2. Click the Advanced button on the Set Condition dialog box.

3. Select Include or Exclude radio button.
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Now you can set the conditions for the filter.

Select the initial condition for the filter from the Candition

combo box at the bottom of the dialog for Select

each frame.

Set the parameters for the selected condition in

the fields provided. The fields that appear in the l— with the see

dialog box are dependent upon the previous

Select each frame | where the protocol

with the converzation
it the range

selection. Continue to enter the requested
parameters in the fields provided until the
conditions statement is complete.

[

NOT

[l
<
.
e
i

where the protocal 7777 exists AMD

Conditian | AMDY..

Figure 4.14 - Two Filter Conditions Added with an AND Operator

Click the plus icon ﬂ on the left side of the dialog box and repeat steps 4 and 5 for the next condition.

Use the up ﬂ and down ﬂ arrow icons on the left side of the dialog box to order your conditions, and

the delete button * |to delete conditions from your filter.

Continue adding conditions until your filter is complete.

Include parentheses as needed and set the boolean operators.

Click OK.

The system displays the Save Named Condition dialog. Provide a name for the filter condition or accept
the default name provided by the system and click OK.

Save Mamed Condition

MHame Thiz Condition:

x]

| Filterl

I1zer Defined Conditions:

]
oo

Filterl

\IMI

Figure 4.15 - Save Named Filter Condition Dialog
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The Set Condition dialog box closes, creates a tab on the Frame Display with the filter name, and applies the

filter.

When a display filter is applied, a description of the filter

Filter: Include each Frame where the protocol Data exists — appears to the right of the toolbar in the Frame

Display windows.

Note: The OK button on the Set Condition dialog box is unavailable (grayed out) until the
condition selections are complete.

4.3.1.13.1.5 Defining Node and Conversation Filters

There are two steps to using Node and Conversation display filter. Define the filter conditions, and then apply the
filter to the data set. The analyzer combines both filter definition and application in one dialog.

1.

8.

Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Display
Filters... from the filter menu to open the Set Condition dialog box.
From the Select each frame combo box choose frames with the conversation as the initial condition.

Select an address type—IP, MAC, TCP/UDB—from the Typecombo box (The address type selection
populates both Address combo boxes with node address in the data set that match the type selection).

Select a node address from the first Address combo box.

Choose a direction arrow from the direction box . The left arrow filters on all frames

where the top node address is the destination, the right arrow filters on all frames Crmm -

where the top node address is the source, and the double arrow filters on all frames s

where the top node address is either the source or the destination. - |
.

If you want to filter on just one node address, skip step 7 and continue with step 8.

If you want to filter on traffic going between two address nodes (i.e. a conversation), select a node address
from the second Address combo box..

Click OK. The Set Condition dialog box closes and the analyzer applies the filter.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame Display
windows.

Note: The OK button is unavailable (grayed out) until the condition selections are complete.

4.3.1.13.1.6 The Difference Between Deleting and Hiding Display Filters

If you wish to remove a filter from the system permanently, then use the Delete procedure. However, if all you
want to do is remove a filter as a means to un-clutter the display, then use the Hide procedure.

Deleting a saved filter removes the filter from the current session and all subsequent sessions. In order to retrieve
a deleted filter, the user must recreate it using the Set Conditions dialog.

Hiding a filter merely removes the filter from the display. A hidden filter can be reapplied using the Show/Hide
procedure.
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Deleting Saved Display Filters

1. Select Delete Display Filters from the Filter

menu in the Frame Display @ window to Delete Named Conditions x
open the Delete Named Condition dialog. Hser [:SﬁE:fj E°;‘di”°m: oK
The system displays the Delete Named Eg:ta?”"' '
oo ) . ) ) !
Condition dialog with a list of all user defined Fiter2
- Filter3
filters. :
Fits
Fole: Slave
2. Selectthe filter to be deleted from the list. SCO link: Suppoarted

3. Click the Delete button.

4. Click OK. The Delete Named Condition
dialog box closes and the system deletes the
filter.

Hiding and Revealing Display Filters

If a display filter is showing the following steps will hide
that filter but will not delete it.

1. Select Hide/Show Display

Filters... from the Filter menu on the | Hide/Show Filters =5=)
Frame Displ indow t n
ame Disp ay@wu ow to ope s
the Hide/Show Filters dialog. The [Asci:. .3 . | [ Show
system displays the Hide/Show Description
Filters dialog with a list of all user Fndude each frame where the protocol Data” field ASCII Contains the Substring .
defined filters. et
2. Select the filter to be hidden from the oo | el | [ e |
combo box. E

3. Click the Hide button. The Hide button is only showing if the selected filter is currently showing in the
Frame Display.

4. Click OK. The Hide/Show Filters dialog box closes, and the system hides the filter and removes the filter
tab from the Frame Display.

I a display filter is hidden the following steps will reveal that filter in the Frame Display.

1. Select Hide/Show Display Filters... from the Filter menu in the Frame Display @ window to

open the Hide/Show Filters dialog. The system displays the Hide/Show Filters dialog with a list of all
user defined filters.

2. Selectthe filter to be revealed from the combo box.
3. Click the Show button.

4. Click OK. The Hide/Show Filters dialog box closes and the system reveals the filter in the Frame
Display.

You can also open the Quick Filter dialog and check the box next to the hidden filter to show or hide a display
filter.

51 Frontline SD Hardware & Software User Manual



Chapter 4 Capturing and Analyzing Data TELEDYNE LECROY

Marned Filkers

[ Filterd
Flascl. .3 .
[ Filter1
[ Filter2

[|Filter?
[[Rale: Slave

[]5C0 link: Supparted
[ Filter3

Figure 4.16 - Using Named Filters Section of Quick Filters to Show/Hide Filters

Note: When you have multiple Frame Display windows with a display filter or filters, those
filter do not automatically appear in other Frame Display windows. You must use the
Hide/Show dialog to display a filter created in one Frame Display in different Frame Display
window.

4.3.1.13.1.7 Editing Filters
Modifying a Condition in a Filter

1. Click the Display Filters icon ? on the Frame

-~

Set Coandition

Display window or select Apply/Modify Display

Filters... from the Filter menu to open the Set @ [Z+cCurentlu dctive Conditior: Fiter(
Condition dialog box. The Set Condition dialog box Filterd
displays the current filter definition at the top of the dialog. ASCIE: . ..3

To display another filter, click the Open = icon, and
select the filter from the pop-up list of all the saved filters.

2. Editthe desired parameter of the condition: Because the required fields for a condition statement depend
upon previously selected parameters, the Set Condition dialog box may display additional fields that were
not present in the original filter. In the event this occurs, continue to enter the requested parameters in
the fields provided until the condition statement is complete.

3. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. If you choose to create an additional filter,
then provide a new name for the filter condition or accept the default name provided by the system and
click OK.) The Set Condition dialog box closes, and the system applies the modified filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Frame Display windows.

Deleting a Condition in a Filter

If a display filter has two or more conditions you can delete conditions. If there is only one condition set in the
filter you must delete the filter using Delete Display Filters... from the Filters menu.
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1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Display

Filters... from the Filter menu to open the Set Condition dialog box. Click on the Advanced button to
show the condition in Boolean format. The dialog box displays the current filter definition. To display

another filter, click the Open =3 icon, and select the filter from the pop-up list of all the saved filters.

-

Set Condition
Currently Active Condition: Filkerd

@ Include () Exclude

[ WNaT Condition ] AMD/OR

where the protocaol "Bazeband” fisld "LT_ADDR" |z Equ... AMD

)« (% &

< Delete selected condtion

Figure 4.17 - Set Condition Dialog in Advanced View

2. Select the desired condition from the filter definition.

3. Click the Delete Selected Line icon.

4. Editthe Boolean operators and parentheses as needed.

5. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. (If you choose to create an additional filter,
then provide a new name for the filter condition or accept the default name provided by the system and
click OK.) The Set Condition dialog box closes, and the system applies the modified filter.

Note: When a display filter is applied, a description of the filter appears to the right of the
toolbar in the Frame Display windows.

Renaming a Display Filter

1. Select Rename Display Filters... from the Filter menu in the Frame Display@ window to open

the Rename Filter dialog. The system displays the Rename Filter dialog with a list of all user defined
filters in the Filters combo box.
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Rename Filters &2
Filters
[Fitera -

Description
IIndude each frame where the protocol "Baseband” field "LT_ADDR™ Is Equal To 6

MNew Name
Filter0_1 Apply

oK | | Cancel | | Help |

Figure 4.18 - Rename Filters Dialog
2. Select the filter to be renamed from the combo box.

3. Enter a new name for the filter in the New Name box. Optionally click the Apply button and the new
name will appear in the Filters combo box and the New Name box will empty. This option allows you to
rename several filters without closing the Rename Filter dialog each time.

4. Click OK. The Rename Filter dialog box closes and the system renames the filter.
4.3.1.13.2 Connection Filtering

Connection Filtering allows the user to view a subset of the total available packets within the Frame Display. The
subset can include data from a single Bluetooth connection, or all of the BR/EDR packets, all of the low energy
packets, all of the 802.11 packets, or all of the HCI packets.

Bluetooth Applicability
A connection (device pair) is identified by
1. A Link for Classic Bluetooth,
2. An Access Address for Bluetooth low energy.

The link ID is a number that the ComProbe software assigns to identify a pair of devices in a BR/EDR connection. In
the Frame Display details pane, the Baseband layer contains the link ID field if the field’s value is not 0.

An Access Address is contained in every Bluetooth low energy packet. The Access Address identifies a connection
between a slave and a master or an advertising packet.

Connection filtering displays only the frames, protocols, summary, details, and events for the selected
connections.

Note: Connection Filters are not persistent across sessions.

4.3.1.13.2.1 Creating a Connection Filter
In the Frame Display there are four ways to create a connection filter.
From the Frame Display Filter menu

Click on the Frame Display Filter menu Connection Filter selection. From the drop down menu, select
Classic or Bluetooth low energy. The options are
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o Classic Bluetooth:

o All will filter in all Classic Bluetooth frames. You are in effect filtering out any Bluetooth low energy frames
and are selecting to filter in all the Classic Bluetooth links.

o Links displays all the master-slave links. You can select only one link to filter in. The selected link will filter
in only the frames associated with that link.

o Bluetooth low energy:

o All will filter in all Bluetooth low energy frames. You are in effect filtering out any Classic Bluetooth frames
and are selecting to filter in all Bluetooth low energy access addresses.

o Access Addresses displays all the low energy slave device's access address. You can select only one
access address to filter. The selected link will filter in only the frames associated with that access address.

o 802.11:

o All will filter in all 802.11 frames. You are in effect filtering out any other technology frames.

o HCI:

o All will filter in all HCI frames. You are in effect filtering out any other technology frames.

&) Frame Display - TestFileSlimmer.cfa =HECE X
File Edit View Format Live Bookmarks Options Window Help

©|3 |95 @ o e < MRPANMMALS M
;:::BA?‘I:[Master]Len=289 Apply/Meodify Display Filters... 0 o ®| Find: v |£ ﬁ ./)| Summd

i - Baseband - Packet Status: CR DR R ey [
- Basehand: Hide/Show Display Filters... HS ] SCO/eSCO ]

- Header LE”Q_‘“ n Rename Display Filters...

- Header Yerzion: 3 Tt ul CRC RDANDE Fram [ielta Timestamp -
- Link: 4 Connection Filter v Classic > All I 4/13/2015 10:55:32.661!
e e L Bluetooth lowenergy ~ »|  Lnk k| D 10:55,32.665
- Clock: 00001 d0cl] Bl " w5 10532671
- Packet Statuz: CRC Error [=0] B.466 a0 DD:DD:' 4 10:55:32-590f
- FLOW: Go £.467 56 00001 10:55:32 692

- T¥PE: 2.DH2 E.468 56 00:00:00.0...  4/13/201510:55:32.6941

- Payload Data Rate: 3 kbps E.4E9 17 00:00:00.0...  4/13/2015 10:55:32.701!

Figure 4.19 - Connection Filter from the Frame Display Menu
From the Frame Display toolbar

Right-click anywhere in the toolbar and select Connection Filter from the pop-up menu. The procedure for
creating a connection filter are identical as described in From the Frame Display Filter menu, above.

<

&) Frame Display - TestFileSlimmer.cfa =NACE X

File Edit View Format Live Filter Bookmarks Options Window Help

A e ———= A A SE =S¥ JINs VR VAN
8 Al

Frame 5.471: [M4 Connection Filter 3 Classic

. I )
- )| Summg
EE”D'S: Bluetooth low energy 3 Link 3 0 | 4@ ﬁ al |

i “-Baseband -f Show Hidden Panes » T ETTOrs Ty
H 3
& Baseband: ua‘Jehand | PreConnection-FHS | SCO/eSCO
- Header Length: 11 4
- Header Yersion: 3 B.. Framett Pr.. AccessAdd. CRC EDADD tam..  Dela Timestamp -

Figure 4.20 - Connection Filter from the Frame Display Toolbar right-click
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From the Frame Display panes

Right-click anywhere in a Frame Display pane and select Connection Filter in the pop-up menu. The procedure
for creating a connection filter are identical as described in From the Frame Display Filter menu, above.
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i Header Length: 11
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 Limles A
e e T e 6,463 17 4/13/2015 10:55:32 B&1!
o £.464 an 00:00:00.0...  4/13/2015 10:55:32 669
T SRR A £.455 17 00:00:00.0...  4/13/2015 10:55:32 671!
T 6,466 an 00:00:00.0...  4/13/2015 10:55:32 6301
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v Expand All Nodes 6471 289 00:00:00.0...  4413/2015 10:55:32.711!
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Set Subsequent Decoder Parameters... 4
Hide This Pane
Show Hidden Panes 3

Figure 4.21 - Connection Filter from the Frame Display Pane right-click
From the Frame Display frame selection

Select a frame in the summary pane. Right-click and select Connection Filter in the pop-up menu. The
procedure for creating a connection filter are identical as described in From the Frame Display Filter menu,
above.

If the frame you have selected is associated with a Classic Bluetooth link or a Bluetooth low energy access address,
an additional pop-up menu item will appear as shown in the example image below. This selection is a
predetermined filter based on your selection. In the example, frame "6471" is associated with "Link 4", so the
predetermined filter assumes that you may want create a connection filter for that link. Clicking on Connection
Filter Link = 4 will filter in "Link 4" frames without opening all the drop-down menus.
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B... Frameh ASCI Hex Fram... Delta Timesztarnp |~
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Copy Selection to Clipbeard
Save Selection...
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Show Frame Size Column
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Add New Column (Help)
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Change Column Order (Help)
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Add Bookmark...

Export...

Connection Filter » Classic » All

Connection Filter Link = 4 Bluetooth low energy » Link » 0
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Set Subsequent Decoder Parameters...

Show Hidden Panes 3

Figure 4.22 - Connection Filter from frame selection right-click
Creating from any Frame Display window

A Connection Filter can be created from any open Frame Display window, and the filtering will always be applied
to the original captured data set.

4.3.1.13.2.2 Connection Filter Display

Once you have selected which connections to filter in, another Frame Display will open. The original Frame
Display will remain open, and can be minimized.

Note: The system currently limits the number of frame displays to 5. This limit includes any
Frame Displays opened using Duplicate View ﬁﬁ from the Toolbar (see Working with

Multiple Frame Displays on page 36)

The new Frame Display with the filtered connection frames will only contain the data defined by the filter criteria.
That is, the criteria could be a single link or data for a particular technology.
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Display Example 1: Bluetooth low energy Access Address selected

3 Frame Display - UPFS0_Tue LE Pairing 12345671 25 00_00 00 02.cfa =8 =
File Edit View Format Filter Bookmarks Options Window Help PP

= Original Data Set - note protocol tabs
SER-TI AT TiE W= e g P
e | OoE#CCO0 ™ R R P[smer ]

i Header Length: 13 Erars |
Header Version: 3 LE BB | LE PKT | LE ADV | LE DATA | LE LL | L2CAP | SMP | ATT | Data |

LOP
|
" Channel Index. 37 - 2402 MHz (. : = = Y
 Meels Preefined Fier Cileia o € Frame Display Connection Filter Blustooth low energy : Access Address : 0xB280beds - UPFS0_Tue: LE Pairing_123456_71.25_00_00_00 02.cfa [
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st oo || | LAV S e | e ao | v | Filtered Data Set - note protocol tabs
fedbe LCRET
E-LE f-;%‘fu oo A0 IHD i~ Chanrel Index: 37 - 2402 MHz B Framett ASCI Hex Fram. Delta Timsstamp &
ag type;A\dd o ; Meets Pradefined Filter Criteria for BT law eneray devil 5 )
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" Fepload Length, 35 g:zz:;:ﬁi‘f:;fa't::“;:e‘j vithat encrs 2 53 0000000, 1/27/2015 100204 6285
ol || T ; S pmen e
A [ FDU Length 37 0. -
£} AD Element CLEPET: 5 53 00.00:00.0..  1/27/2015 10,02 04.652..
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4D Data L CRC: DifeS6eB ] 53 0000:00.0..  1/27/2015 10:02.04.6579..
i BAEDR Not Suppo | | F apy a a0 0000000, 1/27/2015 10:02.04 B584
LE Gieneral Discover L PDLI Type: ADY_IND 1 10 8 0000000, 1/27/2015 10:02.04 6587
4D E'emfl:t " Advertiser Addiess Type: random 3 il 53 DOODO0D..  1/27/2016 10:0204 6773
L Length: Pisplnad Length 35 12 53 DOO0:000.  1/27/2015 10:02.04 5823
i ig ;y:t: Complete ist of Advettiser Address: 4712500000002 13 ] 000000, 1/27/2015 10:02.04 5873
-4 4D Data
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15 k] 00.00:00.0..  1/27/2015 10,02 04,6881 ..
UID: Hea Rate M Lenath: 2
10 Bl Prassil it 16 53 00.00:00.0..  1/27/2015 10,02 04.7080..
A Type: Flags
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; wieight Scale £ AD Data
Srteia E : T
B AD Element - LE General Discoverable Mode: Yes - -
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- UUID: Weight Seale 27 53 00.00:00.0..  1/27/2015 10,02 04.7635..
LIUID: Body Compasilion 2 53 00.00:00.0..  1/27/2015 10,02 04.7685..
(=-AD Element 2 53 0000000 1/27/2015 10:02.04.7792.
- ~Lengh: 13 ) . 2 an 53 0000:00.0..  1/27/2015 10:02.04.7842..
Total Frames: 6,767 Frames Filtered In: 6,017 Frame #s Selected: 1; (1 total)

Figure 4.23 - Front Display: Filtered on Access Address 0x8e89bed6

In the figure above is an example Bluetooth low energy data set connection filtered on Access Address =
0x8e89bed6. The Frame Display in the front is the filtered data set. One way to note the difference between the
original and the filtered display is to observe the Protocol Tabs. In the filtered display there are four low energy
protocol tabs as compared to nine in the original display. This access address connection is not using five of the
protocols.

From any open Frame display the user can set another Connection Filter based on the original data set.
Display Example 2: All 802.11 data filtered in

In this example, there is a capture file with Classic Bluetooth, Bluetooth low energy, and 802.11. To view just the
802.11 data set, 802.11 = All is selected from the right-click pop up menu.
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) Frame Display - BTAmp80211FTPwlE.cfa | B |
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Figure 4.24 - Unfiltered: Capture File with Classic, low energy, and 802.11

When the Frame Display with the filtered 802.11 data set appears, only the Protocol Tabs for 802.11 are present
and the tabs for Classic Bluetooth and Bluetooth low energy have been filtered out.

) Frame Display - BTAmp80211FTPwlE.cfa =8 %

File Edit View Format Filter Bookmarks Options Window Help

=2 Py YFesR BN YIS d b
é__?fé??‘”: e OOE#SQEO Q| R L
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B-LE BEBP::: ; Baseband | LMP | PreC ion-FHS | Bl h FHS | L2CAP | AMP Manager | SDP | OBEX | FTP |

Non-Captured Info |
LE BB | LE PKT | LE ADY |
20211 Hadiu] 802.11 HAC} LLC 302.2] SNAP ] 802.11 AMPI 302.1X] LZCAP] OBEX 1 FTP 1 Data I

Charnel Index 38 - 2426 MHz
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-~ Da

-
&) Frame Display Connection Filter 802.11 : All - ETAmp80211FTPwlE.cfa . - — oo e

File Edit View Format Filter Bookmarks Options Window Help
2Py Y sZRIBN YIS 4 @

< Ma Frame selected D = ﬂa @ e O @ ‘ Find: - | éQ ﬁ Q| Summary: |Data
[EEE= R Info | Errors |

802.11 Hadiu] 802.11 MAC] LLC 302.2} SHAP ] 802,11 AMP] BUZ.IX] LZEAPI DBEX ] FTP ] Data ]

B.. Frame# ASCI Hex Fram.. Dela Timestamp -
1.560 103 00:00:41.7..  4A10/20012 3551085203 —

Figure 4.25 - Connection Filter selecting All 802.11 frames, front
4.3.1.13.3 Protocol Filtering from the Frame Display
4.3.1.13.3.1 Quick Filtering on a Protocol Layer

On the Frame Display, click the Quick Filtering icon ? or select Quick Filtering from the Filter menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on the
data received.
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[“1MarCaptured Infa
[ PreConnection-FHS

[T MorCaptured Infa
[] PreConnection-FHS

Quick Filtering and Hiding Protocols Léj
Pratocols To Filter In Protocals To Hide Named Filters
[&0 Frames with Enars [T] &0 But the Last Layer [ Filterd
[] &0 Frames "with Information [ &1 Frames "with Information [ Filker1
[]AYDTP [C]AYDTP [Fiter2 [ hee |
[C1&¥DTP Signaling [[]&VDTP Signaling [T]5C0 link: Supparted -
[]Baseband [1Baseband [ Filter3
["|Blustacth FHS [ Blustacth FHS [C]Role: Slave
[T1Headset [ Headset [] Configured BT low energy devic
[C]L2Cap [[]L2cap [T]Exclude NULLs and POLLs
CILMP FILMP

[C|RFCOMM
WESE

[CIRFCOMM
B

Filtering shows only frames that contain the protocol desired, but it shows the entire frame.
Hiding removes any protocal lavers from displaying in any frame.

Figure 4.26 - Frame Display Quick Filtering and Hiding Protocols Dialog

The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols to
Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one of

those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames that
contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the Frame

Display. Changing the filter definition on the Quick Filter dialog changes the filter applied on the Quick Filter
tab. Quick filters are persistent during the session, but are discarded when the session is closed.

| I%ui-::k Filtf.!r |

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the Protocols
To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character panes. The
frames containing that type data will still appear in the Summary pane, but not in the Decode, Binary, Radix,
and Character panes.

The box on the right is the Named Filters. It contains filters that you create
using the Named Filter and Set Condition dialogs. When you select the
checkbox for the Name Filters, a tab appears on the Summary Pane that

Hamed Filkers

Filter(
displays the frame containing the specific data identified in the filter. The EFilteﬂ
named Filter tab remains on the Frame Display Summary [ Filter2

| Filter3 |  Pane unless you hide it using the Hide/Show Display Filters

[]5C0 link: Supparted

dialog.
Check the small box next to the name of each protocol you want to filter in, DH'Z"EE dlave _
hide, or Named Filter to display. (| Configured BT low energy devic
[ Exclude MULLs and POLLs

Then click OK
4.3.1.13.3.2 Easy Protocol Filtering

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the
Summary pane, and the second lets you filter on any protocol discovered on the network so far.

Filtering on the Summary Layer Protocol

To filter on the protocol in the Summary in the Frame Display window pane:
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1. Select the tab of the desired protocol, or open the Summary combo box.

2. Selectthe desired protocol.

3. To filter on a different layer, just select another tab, or change the layer selection in the combo box.
Filtering on all Frames with Errors
To filter on all frames with errors:

1. Openthe Frame Display@window.
2. Click the starred Quick Filter icon ? or select Quick Filtering from the Filter menu

3. Check the box for All Frames With Errors in the Protocols To Filter In pane, and click OK.

4. The system creates a tab on the Frame Display labeled "Errors" that displays the results of | Enors |
the All Frames With Errors filter.

Note: When you have multiple Frame Display windows open and you are capturing data, you
may receive an error message declaring that "Filtering cannot be done while receiving data
this fast." If this occurs, you may have to stop filtering until the data is captured.

4.4 Analyzing Byte Level Data
4.4.1 Event Display

To open this window click the Event Display icon p on the Control window toolbar.

The Event Display window provides detailed information about every captured event. Events include data
bytes, data related information such as start-of-frame and end-of-frame flags, and the analyzer information, such
as when the data capture was paused. Data bytes are displayed in hex on the left side of the window, with the
corresponding ASCII character on the right.
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&3 Event Display - Homer.cfa |ﬂ|
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For Help Press F1 ~ Captured Byte Information |

Figure 4.27 - Event Display

Click on an event to find out more about it. The three status lines at the bottom of the window are updated with
information such as the time the event occurred (for data bytes, the time the byte was captured), the value of the
byte in hex, decimal, octal, and binary, any errors associated with the byte, and more.

Events with errors are shown in red to make them easy to spot.

When capturing data live, the analyzer continually updates the Event Display as data is captured. Make sure the
Lock icon 'EI is displayed on the toolbar to prevent the display from updating (Clicking on the icon again will

unlock the display). While locked, you can review your data, run searches, determine delta time intervals
between bytes, and check CRCs. To resume updating the display, click the Lock icon again.

You can have more than one Event Display open at a time. Click the Duplicate View icon to create a

second, independent Event Display window. You can lock one copy of the Event Display and analyze your
data, while the second Event Display updates as new data is captured.

Event Display is synchronized with the Frame Display and Mesage Sequence Chart dialogs. Selecting a
byte in Event Display will also select the related frame in the Frame Display and the related message in the
Message Sequence Chart.

4.4.2 The Event Display Toolbar

ﬁ Home — Brings the Control window to the front.

6 Open a capture file

@ Start Capture - Begins data capture to disk.

[l Stop Capture - Closes a capture file and stops data capture to disk.
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Save - Prompts user for a file name. If the user supplies a name, a .cfafile is saved.

Clear- Discards the temporary file and clears the display.

Lock - In the Lock state, the window is locked so you can review a portion of data. Data
capture continues in the background. Clicking on the Lock icon unlocks the window.

Unlock - In the Unlock state, the screen fills in the data captured since the screen lock and
moves down to display incoming data again. Clicking on the Unlock icon locks the window.

Duplicate View - Creates a second Event Display window identical to the first.

Frame Display - (framed data only) Brings up a Frame Display, with the frame of the currently
selected bytes highlighted.

Display Capture Notes - Brings up the Capture Notes window where you can view or add
notes to the capture file.

Add/Modify Bookmark - Add a new or modify an existing bookmark.

Display All Bookmarks - Shows all bookmarks and lets you move between bookmarks.

Find - Search for errors, string pattemns, special events and more.

Go To - Opens the Go To dialog, where you can specify which event number to go to.

CRC - Change the algorithm and seed value used to calculate CRCs. To calculate a CRC,
select a byte range, and the CRC appears in the status lines at the bottom of the Event
Display.

Mixed Sides - (Serial data only) By default, the analyzer shows data with the DTE side above
the DCE side. This is called DTE over DCE format. DTE data has a white background and
DCE data has a gray background. The analyzer can also display data in mixed side format. In
this format, the analyzer does not separate DTE data from DCE data but shows all data on
the same line as it comes in. DTE datais still shown with a white background and DCE data
with a gray background so that you can distinguish between the two. The benefit of using this
format is that more data fits onto one screen.

Character Only - The analyzer shows both the number (hex, binary, etc.) data and the
character (ASCII, EBCDIC or BAUDOT) data on the same screen. If you do not wish to see
the hex characters, click on the Character Only button. Click again to go back to both number
and character mode.

Number Only - Controls whether the analyzer displays data in both character and number
format, or just number format. Click once to show only numeric values, and again to show
both character and numeric values.

All Events - Controls whether the analyzer shows all events in the window, or only data bytes.
Events include control signal changes and framing information.
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Timestamping Options — Brings up the timestamping options window which has options for
=/ customizing the display and capture of timestamps.

4.4.3 Opening Multiple Event Display Windows

Click the Duplicate View icon ﬁ from the Event Display toolbar to open a second Event Display window.
You can open as many Event Display windows as you like. Each Event Display is independent of the others
and can show different data, use a different radix or character set, or be frozen or live.

The Event Display windows are numbered in the title bar. If you have multiple Event Displays open, click on
the Event Display icon p on the Control window toolbar to show a list of all the Event Displays currently

open. Select a window from the list to bring it to the front.

4.4.4 Calculating CRCs or FCSs

The cyclic redundancy check (CRC) is a function on the Event Display window used to produce a checksum. The
frame check sequence (FCS) are the extra checksum characters added to a frame to detect errors.

1. Open the Event Display p window.

2. Click and drag to select the data for which you want to generate a CRC.

3. Click onthe CRC icon .

[ Choose CRC Method =)
4. Inthe CRC dialog box, click on the down arrow to show the list
of choices for CRC algorithms.. [SEHEJE o [ ok ]
um ————
. . . . Sum 1" Cancel
5. Enter a Seed value in hexadecimal if desired. sﬂm 2'2 EEQE ‘—/
LRC [XIDF!] Help
6. Click OK to generate the CRC. It appears in the byte information ﬁgg 122 Egmp

lines at the bottom of the Event Display window. Whenever you

select a range of data, a CRC is calculated automatically. CRL-TGrey

CRCCCITT
CRECCITTrey
CRCHDLE

Calculating CRC for interwoven data

Frontline calculates the CRC for either side of the interwoven data.

Which side it calculates is determined by the first byte selected. If the first byte is from one side, then Frontline
calculates the CRC for just the bytes on that side. If the first byte is from the other side, then Frontline calculates
the CRC for just the bytes on that side.

Incorrect results with CRC16 for serial data

If you are calculating CRCs using the CRC16 algorithm and the CRCs do not match what you know they should be,
try CRC16rev. What hardware often calls CRC16 is what software calls CRC16rev.

4.4.5 Calculating Delta Times and Data Rates

1. Click on the Event Display icon ﬁ on the Control window to open the Event Display window.

2. Use the mouse to select the data you want to calculate a delta time and rate for.
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3. The Event Display window displays the delta time and the data rate in the status lines at the bottom of
the window.

|-\

Event Display - Homer.cfa | = | = 2 |
Pplay — 1

File Edit View Format Bookmarks Options Window Help

ﬂaﬂ%\Dmu\

00 41 00 0b ef 1d 0d Q¢ y 43 49 45 56 - taster

5 00 24 0b 8d 3e O Slave

Zc 30 0d 0a 9a M b aster

31 ™ Slave

B 30580024 00 9d5fo00010718 » & OGN

Slave

24 6c 00 24 0 95d 5c 00 01 58 05 ™ B 4b 54 24 [EEH)

T 43 ce 2e 24 0b od [ (o

. - Ay 0 01 48 Master
1h29 |5c 01 01 27 U5 O 2 08 00 02 Q0 Slave 3
Event 4,449 to 4,528 of 4,831 (80 euenh 5/32011 1:49:04.521786 PM to 5/

Rate Celta C‘C Slave CRC Master Errors
15 ev/fsec 00:00:04,985329 80 6b 09

Figure 4.28 - Delta fields

4.4.6 Switching Between Live Update and Review Mode

The Event Display and Frame Display windows can update to display new data during live capture, or be
frozen to allow data analysis. By default, the Event Display continually updates with new data, and the Frame
Display is locked.

1. Make sure the Lock icon % is active so the display is locked and unable to scroll.
2. Click the Unlock [E icon again to resume live update.
The analyzer continues to capture data in the background while the display is locked. Upon resuming live update,

the display updates with the latest data.

You can have more than one Event Display or Frame Display window open at a time. Click the Duplicate
View icon ﬁﬁ to open additional Event or Frame Display windows. The lock/resume function is independent on

each window. This means that you can have two Event Display windows open simultaneously, and one window
can be locked while the other continues to update.

4.4.7 Data Formats and Symbols

4.4.7.1 Switching Between Viewing All Events and Viewing Data Events
By default, the analyzer on the Event Display dialog shows all events! that include:

« Data bytes

« Start-of-frame

1An event is anything that happens on the circuit or which affects data capture. Data bytes, control signal changes, and long
and short breaks are all events, as are 1/0 Settings changes and Data Capture Paused and Resumed.
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o End-of-frame characters
« Data Captured Was Paused.

Click on the Display All Events icon | toremove the non-data events. Click again to display all events.

See on page 68 for a list of all the special events shown in the analyzer and what they mean.

4.4.7.2 Switching Between Hex, Decimal, Octal or Binary

On the Event Display window the analyzer displays data in Hex by default. There are several ways to change the
radix! used to display data.

Go to the Format menu and select the radix you want. A check mark next to the radix indicates which set is
currently being used.

Bookmarks

v Hexadecimal
Decimal
Octal
Binary

v ASCH
7-bit ASCI
EBCDIC
Baudot

Figure 4.29 - Format Menu

1. Right-click on the data display header labels and choose a different radix.

e Display numbers in Binary
L Display numbers in Octal
)od 0 Display numbers in Decimal

T o3 v | Display numbers in Hexadecimal

Figure 4.30 - Header labels, right click

2. Orright-click anywhere in the data display and select a different radix.

1The base of a number system. Binary is base 2, octal is base 8, decimal is base 10 and hexadecimal is base 16.
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l0a 9a M
30 | Copy the selection and put it on the
aa Save As..

Go to an Event Number
L Se |
L zf Find
197)
- od ¥ Display Only Numbers
Display Only Characters

Display Sides Together

Il
<

Display all Event Information

% nurnbers in Binary

Display numbers in Octal
Display numbers in Decimal

v Display numbers in Hexadecimal

Figure 4.31 - Data display right click menu
If you want to see only the numerical values, click on the Numbers Only icon 1 on the Event Display
toolbar.
4.4.7.3 Switching Between ASCIIl, EBCDIC, and Baudot
On the Event Display window, the analyzer displays data in ASCII by default when you click on the Characters
Only icon A . There are several ways to change the character set used to display data.
1. Gotothe Format menu and select the character set you want. A check mark next to the character set
indicates which set is currently being used.

2. With the data displayed in characters, right-click on the data panel header label to choose a different
character set.

If you want to see only characters, click on the Characters Only icon A on the Event Display toolbar.

4.4.7 4 Selecting Mixed Channel/Sides

If you want to get more data on the Event Display window, you can switch to mixed sides mode. This mode
puts all the data together on the same line. Data from one side (Slave ) is shown on a white background and data
from the other side ( Master )is shown on a gray background.

1. Click once on the Mixed Sides icon D to put the display in mixed sides mode.

2. Click again to return to side over side mode.

3. You can right click in the center of the data display window to change between mixed and side over side
modes by selecting Display Sides Together. A check mark is displayed. Click on Display Sides
Together to remove the check mark and return to side-by-side display.

4. Rightclick in the sides panel on the right of the data display and select Display Sides Together. A check
mark is displayed. Click on Display Sides Together to remove the check mark and return to side-by-
side display.
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4.4.7.5 List of all Event Symbols

By default, the Event Display shows all eventsl, which includes control signal changes, start and end of frame
characters and flow control changes. If you want to see only the data bytes, click on the All Events button | . Click

again to display all events.

Click on a symbol, and the analyzer displays the symbol name and sometimes additional information in the status
lines at the bottom of the Event Display window. For example, clicking on a control signal change symbol
displays which signal(s) changed.

In addition to data bytes, the events shown are (in alphabetical order):

Table 4.3 - Event Symbols

TELEDYNE LECROY

Symbol

Event

Abort

Broken Frame - The frame did not end when the analyzer expected it to. This occurs most often

with protocols where the framing is indicated by a specific character, control signal change, or
other data related event.
@ Buffer Overflow - Indicates a buffer overflow error. A buffer overflow always causes a broken

frame.

Control Signal Change - One or more control signals changed state. Click on the symbol, and
the analyzer displays which signal(s) changed at the bottom of the Event Display window.

Data Capture Paused - The Pause icon was clicked, pausing data capture. No data is recorded

9 while capture is paused.
B Data Capture Resumed - The Pause icon was clicked again, resuming data capture.

Dropped Frames - Some number of frames were lost. Click on the symbol, and the analyzer
displays many frames were lost at the bottom of the Event Display window.

End of Frame - Marks the end of a frame.

Flow Control Active - An event occurred which caused flow control to become active (i.e.

M caused the analyzer to stop transmitting data) Events which activate flow control are signal
changes or the receipt of an XON character.
Flow Control Inactive - An event occurred which caused flow control to become inactive (i.e.

3 caused the analyzer to transmit data). Events which deactivate flow control are signal changes
or the receipt of an XOFF character.

Frame Recognizer Change - A lowest layer protocol was selected or removed here, causing the
frame recognizer to be turned off or on.

" I/0 Settings Change - A change was made in the I/O Settings window which altered the baud,

parity, or other circuit setting.

g

Long Break

1An event is anything that happens on the circuit or which affects data capture. Data bytes, control signal changes, and long
and short breaks are all events, as are 1/0 Settings changes and Data Capture Paused and Resumed.
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Table 4.3 - Event Symbols (continued)

Symbol Event

X Low Power - The battery in the ComProbe® is low.

& Short Break

o SPY Event (SPY Mode only) - SPY events are commands sent by the application being spied on
tothe UART.

f Start of Frame - Marks the start of a frame.

N Begin Sync Character Strip

[{] |EndSync Character Strip

4 Sync Dropped

0 Sync Found

H Sync Hunt Entered

w Sync Lost

4 Test Device Stopped Responding - The analyzer lost contact with the ComProbe for some
reason, often because there is no power to the ComProbe.

+ Test Device Began Responding - The analyzer regained contact with the ComProbe.

a0 Timestamping Disabled - Timestamping was turned off. Events following this event are not
timestamped.

@ Timestamping Enabled - Timestamping was turned on. Events following this event have
timestamps.

F Truncated Frame- A frame that is not the same size as indicated within its protocol.

© | Underrun Error

&

Unknown Event

4.4.7.6 Font Size

The font size can be changed on several Event Display windows. Changing the font size on one window does not
affect the font size on any other window.

To change the font size:
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1. Click on Event Display menu Options, and select Change the Font Size.

[Gptiﬂns] Window Help

Set Timestamp Format...

Change the Font Size...
Choose CRC Method... F7

Figure 4.32 - Event Display Options menu

2. Choose a font size from the list.

.

Change Font Size

1]

Size: [
Cancel

9
10 Help
11
12
S 14
16

4.

i

Figure 4.33 - Event Display Font Size Selection
3. Click OK.

4.5 Data/Audio Extraction

You use Data/Audio Extraction to pull out data from various decoded Bluetooth protocols. Once you have
extracted the data, you can save them into different file types, such as text files, graphic files, email files, .mp3
files, and more. Then you can examine the specific files information individually.

1. You access this dialog by selecting Extract Data/Audio from the View menu or by clicking on the icon from

the toolbar .
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Data/Audio Extraction Settings lﬁ
Select:
[7]420P [#] Open File(s) After Extraction
j ’;‘:’F“f 5C0/25C0 Options
J BRF “wiiite Streams as...
[ZIFTP () Two Mono Files
[FIHCRP @ One Steren File
[FIHF
[¥HS [] Carwert A-Law and p-law ta Linear PCM
| AP CWSD iz always converted
[@0PP
[ FEAP | Add Silence packets
[¥]5C0/5C0

| Estract Cancel

Figure 4.34 - Data/Audio Extraction Settings dialog

Choose a checkbox(es) on the left side of the dia
data.

log to identify from which profile(s) you want to extract

It's important to note that if there is no data for the profile(s) you select, no extracted file is created.

If you want the file(s) to open automatically after
Extraction checkbox.

they are extracted, select the Open File(s) After

Note: This does not work for SCO/eSCO.

Click on a radio button to write the streams as Two Mono Files or as One Stereo File.

Note: This option is for SCO/eSCO only.

Select the checkbox if you want to convert A-La

w and p-law to Linear PCM.

CVSD are always converted to Linear PCM. It's probably a good idea to convert to Linear PCM since more

media players accept this format.

Note: This option is for SCO/eSCO only.

Select the Add Silence packets to insert the silence packets (dummy packets) for the reserved empty
slots into the extracted file. If this option is not selected, the audio packets are extracted without inserting

the silence packets for the reserved empty slots.

Note: This option is for SCO/eSCO only.
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7. Select Extract.

Save As EE'
A Save As dialog appears. Sevein: [ 2 4P 3 o &
1% aFH Change(Cha).frm
The application will assign a file name and file type - gﬁ:;:m"”
for each profile you select in Step 1 above. The file i
type varies depending on the original profile. A f,‘a
separate file for each profile will be created, but peate
only for those profiles with available data.
My Documents
8. Select alocation for the file. !a’
9. Click Save. i
. . " R e v =g
The Data Extraction Status and Audio PPl e S ; =

Extraction Status dialogs appear. When the
process is complete the dialogs display what files
have been created and where they are located.

Eiup dala mdraction startad i
[ SR TR LR e e s et e Audio Extraction Status - BipBppFipOppProfile...
Bip dats exdrachon fruched

"""""""" Status:

Bop dala exdrackion started :

Fie C:\Documents and Seitings\tab\D eskiop\data extiaction\ Pl Tupe: One Steseo Fia

Bipp data efraction frished Pati C:\Documents and Seltingr\tab\Desktopidata
Fip data edraction staited Fierame  Status  Fomat  Dutput
File \Documents and Seftings\tab\D eskiop\data extracton'\R|
Fip data exdraction frushed

Fip data exraction stated

File \Documenis and Seftingshtab\Deskiop'data sxtraction’ng
Fip data exdrachion frushed
Fip data exdraction stared

File \Documents and Sestingshab\Deskicp'data extrachon’Mq Processing Frame: 540 (100%]
Fip dala exdraction frushed
Mo PP deta fe o act (e ]

Files whose sxtengions ahe unkncen
C-ADiocuments and Sellings\tab\De cklop'dala edraction\BipBppFipD ppProfles{BPFY1] Unknown

FAename to:

Frocessing Frame: Done — [FRNNRNNNNNARNNRRNNRRNNANNNRNNNNNNRNNNRN] | Oc-

Figure 4.35 - Data and Audio Extraction Status
If you selected Open Files(s) After Extraction, the files open automatically.
10. If you did not select this option, you can open a file by simply double-clicking on the name.

Also, if a file type is unknown, you can select the file and it appears in the Rename to: text box.
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Data Extraciion Status - BipBppFipOppProfiles.cla

| B dats exhisclion dated ~
Fibe C\Documerts and 5ettings\ab\Deskiophdata extracton\BipB ppFipl ppFiofies{BIP (2L ipg is Opened
Bip data eatrachon finished

ProcessingFrame: Done — (FRRRAANANNANANRNNRRRRRRNARRNRRNRRRRRRNE] | Oce

Figure 4.36 - Rename To in the bottom section of Data Extraction Status
Then you can rename the file, adding a file type to attempt to open the file.

When you are finished, select Close to close the dialogs.
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Evenywhereyoulook

Chapter 5 Navigating and Searching the Data

The following sections describe how to navigate through the data and how to find specific data or packet

conditions of interest to the user.

5.1 Find

Capturing and decoding data within the ComProbe analyzer produces a wealth of information for analysis. This
mass of information by itself, however, is just that, a mass of information. There has to be ways to manage the
information. ComProbe software provides a number of different methods for making the data more accessible.

One of these methods is Find.

Search foe Beesiamp
Marth Yo
Dy Hoix Minide

(3o bo the hinectsmp
On of before the specied bme
O of slter the specified ime

Decode | Patbem | Time  GoTo | Specisl Events | Bookmark

Second

17 000000 Secords

Figure 5.1 - Find Dialog
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Find, as the name suggests, is a comprehensive search function that allows users to search for strings or patterns
in the data or in the frame decode. You can search for errors, control signal changes, bookmarks, special events,
time, and more. Once the information is located, you can easily move to every instance of the Find results.

5.1.1 Searching within Decodes

Searching within decodes lets you to do a string search on the data in the Decode Pane of the Frame Display
window.

To access the search within decodes function:

1.

2.

75

Open a capture file to search.

Open the Event Display p or Frame Display window.
Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

Click on the Decode tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

¥ Find - 5iX]

Decode | Pattesn | Time | GoTo| Special Everts | Bookmark,

':E: Caaich Fod S"..'-ng Ir D aeade [ ] Iwe LA

() Search For Al Emors Hekr

) Search For Frame En§ﬂr¢-
) Search For Infoemation Frames

Figure 5.2 - Find Decode Tab Search for String
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% Find

() Search For AN Emors

Sade Resinchon

(2 Semch only these sides

FI0TE
[FJ0CE

Decode  Patterr| Teew | GoTo| Specisl Events | Signal | Eror | Boc 4 B

(%) Search For String In Decode

() Search For Fraeme Enoes Only
() Search For Infoimation Frames

(%) Search wathout segaed ko data origin

=3

Cirene case

w Firsd Prenvaois

Figure 5.3 - Find Decode Tab Side Restriction

There are several options for error searching on the Decoder tab.

TELEDYNE LECROY

« Search For String in Decoder allows you to enter a string in the text box. You can use characters, hex or
binary digits, wildcards or a combination of any of the formats when entering your string. Every time you type
in a search string, the analyzer saves the search. The next time you open Find, the drop-down list will contain

your search parameters.

« Search for All Errors finds frame errors as well as frames with byte-level errors (such as parity or CRC

errors).

« Search for Frame Errors Only finds frame specific errors, such as frame check errors.

« Search for Information Frame only searches information frames.

1. Enter the search string.

2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the time interval you want to use, click on the Find Next or Find Previous

buttons to start the search from the current event.

The result of the search is displayed in the Decode pane in Frame Display.
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Side Restrictions - Side Restriction means that the analyzer

looks for a pattern coming wholly from the DTE or DCE side. If you "4 Event Display

choose to search without regard for data origin, the analyzer looks Fla Edt View Format Opbions ‘Window Help

for a pattern coming from one or both sides. For example, if you a =R ﬁ 5 2 a3 A % go
choose to search for the pattern ABC and you choose to search Event Murber Bcﬁsm o ~

without regard for data origin, the analyzer finds all three instances
of ABC shown here.

ABC DCE

W
The first pattern, with the A and the C coming from the DTE device Evork 1610 47 of 6,425 (27 everts) ~

and the B coming from the DCE is a good example of how using a IMe Delts CRC OTE | CRC DCE
side restriction differs from searching without regard to data origin. |- o Timestamp = = No Timestamp - % 35
While searching without regard for data origin finds all three JFor Help press F1o

patterns, searching using a side restriction never finds the first
pattern, because it does not come wholly from one side or the
other.

If you choose to search for the pattern ABC, and you restrict the
=1 Event Display E“Eﬂgj search to just the DTE side, the analyzer finds the following pattern:

AR RN o e In thi le, the analyzer finds only th d patt
& A P g In this example, the analyzer finds only the second pattern
?mu H! Iﬂ S 2 ai & s | (highlighted above) because we restricted the search to just the
Cﬁ' DTE DTE side. The first pattern doesn't qualify because it is split between
B BC DCE the DTE and DCE sides, and the third pattern, though whole, comes
from just the DCE side.

W
Ewent 16 to 42 of £,425 (27 ewents)
Rate Dea CRCDTE CRCDCE
-- N Timestamp — | -- Mo Timestamp -- 9 35

| For Helo Press Fl

If we choose both the DTE and the DCE sides in the above example,
then the analyzer finds the second pattern followed by the third
pattern, but not the first pattern. This is because each side has one
instance in which the whole pattern can be found. The analyzer
completely searches the DTE side first, followed by the DCE side.

Note: Side Restriction is available for pattern and error searching.

1. Select one of the two options.
2. SelectDTE, DCE, or both.

3. When you made your selections, click on the Find Next or Find Previous buttons to start the search
from the current event.

The result of the search is displayed in the Decode pane in Frame Display.

5.1.2 Searching by Pattern

Search by Pattern lets you perform a traditional string search. You can combine any of the formats when
entering your string, and your search can include wildcards.

To access the search by pattern function:

1. Open acapture file to search.

2. Open the Event Display 6@ or Frame Display ] window.
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3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Pattern tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

 Find EEX]

| Decode Pattemn | Time | GoTo| Special Events | Bookmark

Pt 3

Enter: Hex values as $ux [Jignore case Find Pravious
Binary values as &bbbbbbbb
Control characters as "¢
7 malches ang byte, o hex o binary digit
To enter $&77 or \, prefix with character \

Figure 5.4 - Find Pattern Tab

¥ Find E@lgl

Decods | Fattem | Time | GoTo| Special Events | Sigral | Emor | Boc € F

e -

Enter; Hex valons as fux [ igrioe caze Fired P
En:l]-'v::iﬂl-bbm i
onivol aclers i o

7 matches any bte. of hex o biary dit

To enbe $1™7 o0 \, poefoc wath chasaches

Sida Rastchon

(¥) Seaich without regaid o dsta orign

() Search only thess sides [#]DTE
[#]DCE

Figure 5.5 - Find Pattern Tab Side Restrictions

Pattern allows you to enter a string in the text box. You can use characters, hex or binary digits, control
characters, wildcards or a combination of any of the formats when entering your string. Every time you type in a
search string, the ComProbe analyzer saves the search. The next time you open Find, the drop-down list will
contain your search parameters.

1. Enter the search pattern.

2. Check Ignore Case to do a case-insensitive search.
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3. When you have specified the pattern you want to use, click on the Find Next or Find Previous buttons

to start the search from the current event.

The result of the search is displayed in the in Frame Display and Event Display.

Refer to Searching by Decode on page 75 for information on Side Restrictions

5.1.3 Searching by Time

Searching with Time allows you search on timestamps on the data in Frame Display and Event Display

window.
To access the search by time function:

1. Open acapture file to search.

2. Open the Event Display 4@ or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Time tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the

content of the capture file you are viewing.

Decods | Pattem | Time

Seachfor = Absckde

= ol
) Relative S
Month e
Aasguat b
Doy How Minude

-

G bo e brmestamp
(%) O of bedore the spacifiad tims
) Oinov after the wpecified tme

GoTo Specid Events | Bookmalk

Second
A M B3 S

LEX

1/1 000000 Seconds
~| (931000 -

Figure 5.6 - Find by Time tab

The analyzer can search by time in several different ways.

Search for Absolute/Relative timestamp.
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o Absolute - An absolute timestamp search means that the analyzer searches for an event at the exact date and
time specified. If no event is found at that time, the analyzer goes to the nearest event either before or after
the selected time, based on the "Go to the timestamp" selection.

« Relative - A relative search means that the analyzer begins searching from whatever event you are currently
on, and search for the next event a specific amount of time away.

1. Select Absolute or Relative

2. Select the date and time using the drop-down lists for Month, Year, Day, Hour, Minute, Second,
1/10000000.

Note: Month and Year are not available if you select Relative.

3. When you have specified the time interval you want to use, click on the Go To, Move Forward or Move
Backward buttons to start the search from the current event.

Note: When you select Absolute as Search for, Go To is available. When you
select Relative as Search for, Move Forward or Move Backwardis available.

Go to the timestamp: On or before/ On or after

The analyzer searches for an event that matches the time specified. If no event is found at the time specified, the
analyzer goes to the nearest event either before or after the specified time. Choose whether to have the analyzer
go to the nearest event before the specified time or after the specified time by clicking the appropriate radio
button in the Go to the timestamp box.

If you are searching forward in the buffer, you usually want to choose the On or After option. If you choose the
On or Before option, it may be that the analyzer finishes the search and not move from the current byte, if that
byte happens to be the closest match.

When you select Absolute as Search for, the radio buttons are On or before the specified time or On or
after the specified time. When you select Relative as Search for, the radio buttons are On or before the
specified time relative to the first selected item or On or after the specified time relative to the last
selected item.

1. Select On or before the specified time or On or after the specified time.

2. When you have specified the time interval you want to use, click on the Go To, Move Forward or Move
Backward buttons to start the search from the current event.

When you select Absolute as Search for, Go To is available. When you select Relative as Search for,
Move Forward or Move Backwardis available.

There are a couple of other concepts to understand in respect to searching with timestamps.

o The analyzer skips some special events that do not have timestamps, such as frame markers. Data events that
do not have timestamps because timestamping was turned off either before or during capture are also
skipped.
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« Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may have
some data with a timestamp, and some data without. When doing a search by timestamp, the analyzer ignores
all data without a timestamp.

o The raw timestamp value is the number of 100-nanosecond intervals since the beginning of January 1, 1601.
This is standard Windows time.

5.1.4 Using Go To

Searching with Go To allows you to go to a particular frame or event, or to move through the data X number of
events or frames at a time. You can move either forward or backwards through the data.

To access the Go To function:

1.

2.

Open a capture file to search.

Open the Event Display 6@ or Frame Display window.

Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

Click on the Go To tab of the Find dialog.

The system displays the Find dialog with the Go To tab selected.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

Decods | Pattesn | Tene | G0 To | Specasl Events | Bockemark

(%) Frasre Husmbees 1 &. covand

() Drats E vk Murnbses | Meve Back
........... J

() A Everts Nussber

*f{E _H,_.‘? —

Figure 5.7 - Find Go To tab

To go to a particular frame :
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1. Selectthe Frame Number radio button

2. Type the frame number in the box.

3. Click the Go To button.
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4. To move forward or backward a set number of frames, type in the number of frames you want to move

5.

Then click the Move Forward or Move Back button.

To go to a particular event :

1.

2.

Select the Data Event Number or All Events Number radio button.
Type the number of the event in the box.
Click the Go To button.

To move forward or backwards through the data, type in the number of events that you want to move
each time.

Then click on the Move Forward or Move Backward button.

For example, to move forward 10 events, type the number 10 in the box, and then click on Move
Forward. Each time you click on Move Forward, Frontline moves forward 10 events.

See Event Numbering for why the Data Event Number and All Events Number may be different. As a
general rule, if you have the Show All Eventsicon | depressed on the Event Display window or Frame

Display Event pane, choose All Events Number. If the Show All Events button is up, choose Data Event
Number.

5.1.5 Searching for Special Events

Frontline inserts or marks events other than data bytes in the data stream. For example, the analyzer inserts start-
of-frame and end-of-frame markers into framed data, marking where each frame begins and ends. If a hardware
error occurs, the analyzer shows this using a special event marker. You can use Find to locate single or multiple
special events.

To access the search for special events function:

1.

2.

Open a capture file to search.

Open the Event Display p or Frame Display EI window.

Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

Click on the Special Events tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and
the content of the capture file you are viewing.
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% Find 9=l

Decode | Patten | Time  GoTo| Specsl Events | Bookmark

i
=
2

A
(=
i

ole

Figure 5.8 - Find Special Events tab

5. Check the event or events you want to look for in the list of special events. Use Check All or Uncheck

All buttons to make your selections more efficient.

6. Click Find Next and Find Previous to move to the next instance of the event.

Not all special events are relevant to all types of data. For example, control signal changes are relevant only to

serial data and not to Ethernet data.

For a list of all special events and their meanings, see List of all Event Symbols on page 68.

5.1.6 Searching by Signal

Searching with Signal allows you to search for changes in control signal states for one or more control signals. You
can also search for a specific state involving one or more control signals, with the option to ignore those control
signals whose states you don’t care about.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where control signals changed.

To access the search by time function:

1. Open acapture file to search.

2. Open the Event Display P or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Signal tab of the Find dialog.
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Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

Seaich ot evenl whene
@;ﬁhturrmofﬂ_'-e?é'- 7 et o e of Ehese

' changed from on o off

0 Drﬁ.m.;r;u-u nfchhm o) Thez mﬁ-‘ »
changed from ol b on descrbes ade:

(=P
[Pz
[P 3
[P 4

Figure 5.9 - Find Signal tab.

% Find -STA 161.cfa o
Decode | Paten| Tine | GoTo SpecidEvends| Signal | Enos | Boc ® P

Search for evert where m
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Dﬂmumaafhﬂ GTMM
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Figure 5.10 - Find Signal Tab
You will choose one qualifier—Searching for event where, then choose one or more control signals
Control Signals

The section with the check boxes allows you to specify which control signals the analyzer should pay attention to
when doing the search. The analyzer pays attention to any control signal with a check mark.

o Click on a box to place a check mark next to a control signal
o Click again to uncheck the box
« By default, the analyzer searches all control signals, which means all boxes start out checked.

For example, if you are only interested in finding changes in RTS and CTS, you would check those two boxes
and uncheck all the other boxes. This tells the analyzer to look only at the RTS and CTS lines when running the
search. The other signals are ignored.

The control signals types include:
« USB-Pin1
« USB-Pin2
« USB-Pin3
« USB-Pin4

« RS232-Requestto Send (RTS)

« RS232-Clearto Send (CTS)

o RS232-Data Set Ready (DSR)

o RS232-Data Terminal Ready (DTR)
« RS8232 - Carrier Detect (CD)

« RS232 - Ring Indicator (RI).

Click here to learn more about the Breakout Box and Pins 1 - 4.

Searching for event where:

o The first three options are all fairly similar, and are described together. These options are searching for an
event where:

o One or more control signals changed
o One or more control signals changed from off to on
o One or more control signals changed from on to off

o Searching for an event where one or more signals changed means that the analyzer looks at every control
signal that you checked, and see if any one of those signals changed state at any time.
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o If you want to look at just one control signal:

m Check the box for the signal.
m Uncheck all the other boxes.
m Choose to search for an event where one or more signals changed.

m The analyzer notes the state of the selected signal at the point in the buffer where the cursor is,
search the buffer, and stop when it finds an event where RTS changed state.

m If the end of the buffer is reached before an event is found, the analyzer tells you that no matches
were found.

« Searching for events where control signals changed state from off to on, or vice versa, is most useful if the
signals are usually in one state, and you want to search for occasions where they changed state.

For example:

(o}

o

o

o

If DTR is supposed to be on all the time but you suspect that DTR is being dropped
Tell the analyzer to look only at DTR by checking the DTR box and unchecking the others
Do a search for where one or more control signals changed from on to off.

The analyzer would search the DTR signal and stop at the first event where DTR dropped from on to off.

o Searching for an Exact State

To search for an exact state means that the analyzer finds events that match exactly the state of the control
signals that you specify.

[0}

First, choose to search for an event where your choices exactly describe the state.

This changes the normal check boxes to a series of radio buttons labeled On, Off and Don’t Care for
each control signal.

Choose which state you want each control signal to be in.
Choose Don’t Care to have the analyzer ignore the state of a control signal.

When you click Find Next, the analyzer searches for an event that exactly matches the conditions
selected, beginning from the currently selected event.

If the end of the buffer is reached before a match is found, the analyzer asks you if you want to
continue searching from the beginning.

If you want to be sure to search the entire buffer, place your cursor on the first event in the buffer.
Select one of the four radio buttons to choose the condition that must be met in the search
Select one or more of the checkboxes for Pin 1, 2, 3, or 4.

Or, Select one or more of the checkboxes for Request to Send (RTS), Clear to Send (CTS), Data Set
Ready (DSR), Data Terminal Ready (DTR), Carrier Detect (CD), and Ring Indicator (RI).

Click Find Next to locate the next occurrence of the search criteria or Find Previous to locate an
earlier occurrence of the search criteria.
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5.1.7 Searching for Data Errors

The analyzer can search for several types of data errors. Searching for data error sallows you to choose which
errors you want to search for and whether to search the DTE or DCE data or both. Bytes with errors are shown in
red in the Event Display window, making it easy to find errors visually when looking through the data.

To access the search by time function:

1. Open acapture file to search.

2. Open the Event Display p or Frame Display window.
3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Errors tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the
content of the capture file you are viewing.

€ Find - BPAS00.cfa =B %
| Decode ! Pattern E Time E GaTo E Special Eventsi Error ! Bookmark|
Search for event where: 3
@ One or more of these changed

& ~. This exactly
: One or more of these occured e
() One or more of these waz off

Side Festriction

 Search without regard to
~ data origin

[ Reservedl

@) Search only these sides:

[ 5lave
[ M aster

Figure 5.11 - Find Error tab.
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Searching for event where

The first three options are all fairly similar, and are described together. These options are searching for an event
where:

e one or more error conditions changed

« one or more error conditions occurred

e one or more error conditions were off (i.e. no errors occurred)
Selecting Which Errors to Search

The section with the check boxes allows you to choose which errors the analyzer should look for. Click on a box
to check or un-check it.

If you want to search only for overrun errors
o check the box if shown
o un-check the other boxes.
To search for all types of errors
o check all boxes
The most common search is looking for a few scattered errors in otherwise clean data.
To do this type of search:
« choose to Search for an event where one or more error conditions occurred
« choose which errors to look for
« By default, the analyzer looks for all types of errors.

In contrast, searching for an event where one or more error conditions were off means that the analyzer looks for
an event where the errors were not present.

For example, if you have data that is full of framing errors, and you know that somewhere in your 20 megabyte
capture file the framing got straightened out, you could choose to search for an event where one or more error
conditions were off, and choose to search only for framing. The analyzer searches the file, and finds the point at
which framing errors stopped occurring.

Searching for an event where the error conditions changed means that the analyzer searches the data and stop at
every point where the error condition changed from on to off, or off to on.

For example, if you have data where sometimes the framing is wrong and sometimes right, you would choose to
search framing errors where the error condition changed. This first takes you to the point where the framing
errors stopped occurring. When you click Find Next, the analyzer stops at the point when the errors began
occurring again. Clicking Find Previous will search backwards from the current postion.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where error conditions changed. The analyzer searches until it finds an event where error conditions
changed or it reaches the end of the buffer, at which point the analyzer tells you that there are no more events
found in the buffer. If you are searching for an exact match, the analyzer asks you if you want to continue
searching from the beginning of the buffer.

Searching for Exact Error Conditions
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T rch for an ex tate means that th
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ignores that error condition.

« Select the appropriate state for each type of error.
Example:

If you need to find an event where just an overrun error occurred, but not any other type of error, you would
choose overrun error to be On, and set all other errors to Off. This causes the analyzer to look for an event where
only an overrun error occurred.

If you want to look for events where overrun errors occurred, and other errors may have also occurred but it
really doesn’t matter if they did or not, choose overrun to be On, and set the others to Don’t Care. The analyzer
ignores any other type of error, and find events where overrun errors occurred.

To find the next error, click the Find Next button. To find an error that occurred earlier in the buffer to where you
are, click the Find Previous button.

5.1.8 Find - Bookmarks

Searching with Bookmarks allows you search on specific bookmarks on the data in Frame Display and Event
Display window. Bookmarks are notes/reminders of interest that you attach to the data so they can be accessed
later.

To access the search for bookmarks

1. Open acapture file to search.

2. Open the Event Display p or Frame Display EI window.
3. Click on the Find icon ﬂ!ﬂ or choose Find from the Edit menu.

4. Click on the Bookmarks tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the content of the
capture file you are viewing.
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% Find - Ethernet Sniffer
Decode | Faitem | Tine | GoTo | Special Events | Bookmaik

Framis & - Bock . Fist ervor 12/8/2010 112548 16062;

Framel2 105 - Sowcs i mconect 126200001 1:25:56.7.553
Framet2 109 - The tmeslamp seems bo be off on this eme 12,

| GoTo

Figure 5.12 - Find Bookmark tab.
There are several ways to locate bookmarks.
o Select the bookmark you want to move to and click the Go To button.
o Simply double-click on the bookmark.

« Click the Move Forward and Move Back buttons to move through the frames to the bookmarks shown in
the window. When the bookmark is found it is highlighted in the window.

There are three ways to modify bookmarks:

1. Click on Delete to remove the selected bookmark.

2. Click on Modify... to change the selected Bookmark name.

3. Remove All will delete all bookmarks in the window.
The Find window Bookmark tab will also appear when using functions other than Find such as when clicking on
the Display All Bookmarks L"J
5.1.9 Changing Where the Search Lands

icon.

When doing a search in the analyzer, the byte or bytes matching the search criteria are highlighted in the Event
Display. The first selected byte appears on the third line of the display.

[CVEventDisplay] To change the line on which the first selected byte appears:

SelectionOffset=2

1. Open fts.ini (located in the C:\User\Public\Public Documents\Frontline Test
Equipment))

2. Go to the [CVEventDisplay] section
3. Change the value for SelectionOffset.

4. If you want the selection to land on the top line of the display, change the SelectionOffset to 0 (zero).
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5.1.10 Subtleties of Timestamp Searching

Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may have

some data with a timestamp, and some data without. When doing a search by timestamp, the analyzer ignores all

data without a timestamp.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the

beginning of January 1, 1601. This is standard Windows time.

5.2 Bookmarks

Bookmarks are electronic sticky notes that you attach to frames of interest so they can be easily found later. In
Frame Display bookmarked frames appear with a magenta triangle icon next to them.

B... Framail Command Erct Code =~ FID MID FiD Sewrca TID 11u] Fra...
[

2 168

> E3 124
4 B

Figure 5.13 - Bookmarked Frame (3) in the Frame Display
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1262000 11:25:
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In the Event Display bookmarks appear as a dashed line around the start of frame

When you create or modify a bookmark, you have up to 84 characters to explain a

problem, leave yourself a reminder, leave someone else a reminder, etc. Once you create a bookmark it will be

saved with the rest of the data in the .cfa file. When you open a .cfa file, the bookmarks are available to you.

Once you have created a bookmark, you can use the Find function or other navigation methods to locate and

move among them.

5.2.1 Adding, Modifying or Deleting a Bookmark

You can add, modify, or delete a bookmarks from Frame Display and Event Display

Add:
1. Select the frame or event you want to bookmark.

2. There are three ways to access the Add Bookmark dialog.

a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and

Event Display,

b. Selectthe Add or Modify Bookmark L'-li icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Add Bookmark....

3. In the dialog box, add a comment (up to 84 characters) in the text box to identify the bookmark.

4. Click OK.

Chapter 5 Navigating and Searching the Data

e

Bookmarks are easy to create and maintain, and are a very valuable tool for data analysis.

Once you create a bookmark it will be saved with the rest of the data in the .cfa file. When you open a .cfa file, the

bookmarks are available to you.
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Select the frame or event with the bookmark to be edited.
There are three ways to access the Add/Modfy Bookmark dialog.

a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display'

b. Selectthe Add or Modify Bookmark Ln icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.
Change the comment in the dialog box
Click OK. The edited bookmark will be saved as a part of the .cfa file.
You can also select Display All Bookmarks [ from the Frame Display and Event Display toolbar

or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the bookmark you
want to modify and click the Modify... button. Change the comment in the dialog box, and click OK.

Select the frame or event with the bookmark to be deleted.
There are three ways to access the Add/Modfy Bookmark dialog.

a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display,

b. Selectthe Add or Modify Bookmark Ln icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.
Click on the Delete button. The bookmark will be deleted.
You can also select Display All Bookmarks 3 from the Frame Display and Event Display toolbar

or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the bookmark you
want to delete and click the Delete button.

Displaying All and Moving Between Bookmarks

There are three ways to move between bookmarks.

1.

2.

Press the F2 key to move to the next frame or event with a bookmark.
Select Go to Next Bookmark from the Bookmarks menu.
Click the Display All Bookmarks icon L'J . Select the bookmark you want to move to and click the Go To

button, or simply double-click on the bookmark. Click the Move Forward and Move Back buttons to cycle
through the bookmarks.
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¥ Find - dual_maode_capture_01.cfa
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Decode | Patbem | Time || Go To| Specid Events | Emor | Bockmard

Framett 3 - Bockimed 3 77200010 720057 526310 P
Framef 7 - Bockmeek 7 /23010 720057 526310 PM

GoTa

= WE §

Remne &0

Figure 5.14 - Find Window Bookmark tab Used to Move Around With Bookmarks

To delete a bookmark, select it and click the Delete button.
To modify a bookmark, select it and click the Modify button.

Click Remove All to delete all the bookmarks.
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Everywhereyoulook

Chapter 6 Saving and Importing Data
6.1 Saving Your Data

You can save all or part of the data that you have captured. You can also load a previously saved capture file, and
save a portion of that file to another file. This feature is useful if someone else needs to see only a portion of the
data in your capture file.

On the Control window toolbar you can set up to capture a single file. Click here to see those settings.

There are two ways to save portions or all of the data collected during a data capture. Click here to see how to
capture data to disk.

6.1.1 Saving the Entire Capture File

This option is only available when you select Single File from the Capture Mode on System Settings. Click
here to learn more about selecting Save options from System Settings.

1. If you are capturing data, click on the Stop Capture [ icon to stop data capture. You cannot save data to

file while it is being captured.

2. Openthe Event Display P or Frame Display ‘ window.

3. Click the SaveE icon, or select Save from the File menu.
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Chapter 6 Saving and Importing Data
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Figure 6.1 - Windows Save dialog

4. Type afile name in the File name box at the bottom of the screen.

5. Browse to select a specific directory. Otherwise your file is saved in the default capture file directory.

6. When you are finished, click OK.

6.1.2 Saving the Entire Capture File with Save Selection

95

1. Ifyou are capturing data, click on the Stop icon [g to stop data capture. You cannot save data to file while

it is being captured.

2. Open the Event Display por Frame Display I\ window.

3. Rightclickin the data

4. Select Save Selection or Save As from the right click
menu.

5. Click on the radio button labeled Entire File.

6. Choose to save Events or Frames . Choosing to save
Events saves the entire contents of the capture file.
Choosing to save Frames does not save all events in the
capture file.

7. Type afile name in the As box at the bottom of the screen.

Click the Browse icon to browse to a specific directory.
Otherwise your file is saved in the default capture file
directory.

8. When you are finished, click OK.

Save As

Save
) Enitiee Fibe
(%) Selackion

O Events @'Frm
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6.1.3 Saving a Portion of a Capture File

1.

If you are capturing data, click on the Stop icon [ to pause data capture.You cannot save data to afile
while it is being captured.

Open the Event Display éﬁj or Frame Display window, depending on whether you want to
specify a range in bytes or in frames.

Select the portion of the data that you want to save. Click and drag to select data, or click on the first item,
move to the last item and Shift+Click to select the entire range, or use the Shift key with the keyboard
arrows or the navigation icons in the Frame Display toolbar. If the range you want to save is too large to
select, note the numbers of the first and last item in the range.

Right click in the data

Select Save Selection or Save As from the right click

menu soess &

Click on the radio button labeled Selection. If you selected | Save 0
arange, make sure the starting and ending numbers are () Eniire Fila

correct. To specify a range, type the numbers of the first () Selection g
and last items in the range in the boxes. () Eventz  (5) Frames

Select either Events or Frames to indicate whether the , )

numbers are event or frame numbers.

5 Pk

&z | Type e names heid
Type a file name in the As box at the bottom of the screen.
Click the Browse icon to browse to a specific directory.
Otherwise your file is saved in the default capture file
directory.

MNote: No capbuing vall be dors whis the
file is bedng sarved.

Click OK when you are finished.

6.2 Adding Comments to a Capture File

The Notes feature allows you to add comments to a CFA file. These comments can be used for many purposes.

For example, you can list the setup used to create the capture file, record why the file is useful to keep, or include
notes to another person detailing which frames to look at and why. (Bookmarks are another useful way to record

information about individual frames.)

To open the Notes window :

1. Click the Show Notes icon LPJ . This icon is present on the toolbars of the Frame Display @, as well

as the Event Display éﬁj . Notes can be selected from the Edit menu on one of these windows.
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2. Type your comments in the large edit box on the Notes window. The Cut, Copy, Paste features are

A & @

are all supported from Edit menu and the toolbar A at the current cursor location.

supported from Edit menu and the toolbar when text is selected. Undo and Redo features

3. Click the thumbtack icon 49 to keep the Notes window on top of any other windows.

4. When you're done adding comments, close the window.

5. When you close the capture file, you are asked to confirm the changes to the capture file. See Confirming
Capture File (CFA) Changes for more information.

6.3 Confirm Capture File (CFA) Changes

This dialog appears when you close a capture file after changing the Notes, the protocol stack, or bookmarks. The
dialog lists information that was added or changed and allows you to select which information to save, and
whether to save it to the current file or to a new one.

Changes made to the file appear in a list in the left pane. You can click on each item to see details in the right pane
about what was changed for each item. You simply check the boxes next to the changes you want to keep. Once
you decide what changes to keep, select one of the following:

« Save To This File — Saves the changes you have made to the current capture file.
o Save As - Saves the changes to a new file.
« Cancel the Close Operation — Closes the file and returns you back to the display. No changes are saved.

« Discard Changes - Closes the file without saving any of the changes made to the notes, bookmarks, or
protocol stack.

6.4 Loading and Importing a Capture File
6.4.1 Loading a Capture File

From the Control Window:
1. Go to the File menu.
2. Choose afile from the recently used file list.
3. If the file is not in the File menu list, select Open Capture File from the File menu or simply click on the
Open icon g on the toolbar.

4. Capture files have a .cfa extension. Browse if necessary to find your capture file.

5. Click on your file, and then click Open.
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6.4.2 Importing Capture Files

1. From the Control window .@, go to the File menu and select Open Capture File or click on the Open
icon on the toolbar.

2. Left of the File name text box, select from the drop-down list Supported File Types box to All
Importable File Types or All Supported File Types (*.cfa, *.log, *.txt, *.csv, *.cap). Select the file
and click Open.

The analyzer automatically converts the file to the analyzer's format while keeping the original file in its original
format. You can save the file in the analyzer's format, close the file without saving it in the analyzer's format, or

have the analyzer automatically save the file in the analyzer's format (see the System Settings to set this option).
All of these options keep your original file untouched.

When you first open the file, the analyzer brings up the Protocol Stack window and ask you what protocol
decodes, if any, you want to use. You must choose a protocol decode at this point for the analyzer to decode the
data in the file. If you open a file without using any decodes, and decide later that you want to apply a decode,
choose Reframe from the File menu on the Control window.

At present, the analyzer supports the following file types:

« Frontline Serialtest* Async and Serialtest ComProbe® for DOS — requires the .byt for data and the .tim for
timestamps (see note on importing DOS timestamps).

« Greenleaf ViewComm?* 3.0 for DOS - requires the .byt for data and the .tim for timestamps (see note on
importing DOS timestamps).

o Frontline Ethertest* for DOS — requires 3 files: filename.cap, filename.ca0 and filename.cal.
« Sniffer Type 1 — supports files with the .enc extension. Does not support Sniffer files with a .cap extension.

o Snoop or Sun Snoop — files with a .cap extension based on RFC 1761. For file format, see
http://www.fags.org/rfcs/rfc1761.html.

« Shomiti Surveyor files in Snoop format — files with a .cap extension. For file format, contact Technical Support.

o CATC Merlin - files with a .csv extension. Files must be exported with a specific format. See File Format for
Merlin Files for information.

e CATC Chief - files with a .txt extension.

6.5 Printing
6.5.1 Printing from the Frame Display/HTML Export

The Frame Display Print dialog and the Frame Display HTML Export are very similar. This topic discusses
both dialogs.

Frame Display Print

The Frame Display Print feature provides the user with the option to print the capture buffer or the current
selection. The maximum file size, however, that can be exported is 1000 frames.

When Print Preview is selected, the output displays in a browser print preview window, where the user can
select from the standard print options. The output file format is in html, and uses the Microsoft Web Browser
Control print options for background colors and images.
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Print Background Colors Using Internet Explorer

1.
2.
3.
4.

5.

Open the Tools menu on the browser menu bar

Select “Internet Options...” menu entry.

Click Advanced tab.

Check “Print background colors and images” under the Printing section

Click the Apply button, then click OK

Configure the Print File Range in the Frame Display Print Dialog

Selecting more than one frame in the Frame Display window defaults the radio button in the Frame Display Print
dialog to Selection and allows the user to choose the All radio button. When only one frame is selected, the All
radio button in the Frame Display Print dialog is selected.

How to Print Frame Display Data

1.

99

Select Print or Print Preview from the File menu on the Frame Display window to display the Frame
Display Print dialog. Select Print if you just want to print your data to your default printer. Select Print
Preview if you want access to printer options.

Choose to include the Summary pane (check the box) in the print output. The Summary pane appears at
the beginning of the printed output in tabular format. If you select All layers in the Detail Section, the
Data Bytes option becomes available.

In the Detail Section, choose to exclude—No decode section—the decode from the Detail pane in
the Frame Display, or include All Layers or Selected Layers Only. If you choose to include selected
layers, then select (click on and highlight) the layers from the list box.

Click on selected layers in the list to de-select, or click the Reset Selected Layers button to de-select all

selected layers.
Frame Display Print E]

Prowade mformation 1o export data lrom the cusently selacted fiter tab

Inechidle Uietad 5echon
[+] Summary (%) Mo decode techon
(0l layers
() Seleched Lypess cnly
Frame Fangs
B02.11 AMP -
802h -5TP
(%) Selacton 0214
B2DP
AMP Manager =
Ao
[+#] Dot File

Miobe: Biowwses pand aptions mayp alfect whether arg gray
backgound iz prnded. See Help lod mia

Lok _J [ Cocel | [ Heo |

Figure 6.2 - Frame Display Print Dialog
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5. Select the range of frames to include All or Selection in the Frame Range section of the Frame
Display Print dialog.

Choosing All prints up to 1000 frames from the buffer.

Choosing Selection prints only the frames you select in the Frame Display window.
6. Selecting the Delete File deletes the temporary html file that was used during printing
7. Click the OK button.
Frame Display Print Preview

The Frame Display Print Preview feature provides the user with the option to export the capture buffer to an
.html file. The maximum file size, however, that can be exported is 1000 frames.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make some
of these selections. When printing your data, the analyzer creates an html file and prints the path to the file at the
bottom of the page. This file can be opened in your browser, however, it may appear different than the printed
version.

1. Select Print Preview from the File menu on the Frame Display window to display the Frame Display
Print Preview.

2

Frame Display Print Preview

Provide information to export data from the currently selected filker tab.

Include [retail Section
| Summary Mo decode section
D ata Bytes Al layers

@ Selected layers only:

Frame Fange

S &pplication -
Al P
@ Selection SMB
SMTP e
ChAD
V| Delete Fils | Reset The Selected Layer |

Mote: Browser print options may affect whether any gray
background iz printed. See Help for info.

| Ok, | |Eance|| | Help |

Figure 6.3 - Frame Display Print Preview Dialog

2. From this point the procedure is the same as steps 2 through 5 in "How to Print Frame Display Data" above.

3. Click the OK button, and after a brief wait a browser window will appear.
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6.5.2 Printing from the Event Display

The Event Display Print feature provides the user with the option to print either the entire capture buffer or the
current selection. When Print Preview is selected, the output displays in a browser print preview window where
the user can select from the standard print options. The output file format is in html, and uses the Microsoft Web
Browser Control print options for background colors and images (see below).

Print Background Colors Using Internet Explorer
1. Open the Tools menu on the browser menu bar
2. Select “Internet Options...” menu entry.
3. Click Advanced tab.
4. Check “Print background colors and images” under the Printing section
5. Click the Apply button, then click OK
The Event Display Print feature uses the current format of the Event Display as specified by the user.

See About Event Display for an explanation on formatting the Event Display prior to initiating the print feature.

Configure the Print File Range in the Event Display Print dialog

Selecting more than one event in the Event Display window defaults the radio button in the Event Display
Print dialog to Selection and allows the user to choose the All radio button. When only one event is selected ,
the All radio button in the Event Display Print dialog is selected.

How to Print Event Display Data to a Browser

1. Select Print or Print Preview from the File menu on the Event Display window to display the Event
Display Print dialog. Select Print if you just want to print your data to your default printer. Select Print
Preview if you want preview the printin your browser.

2. Select the range of events to include from either All or Selection in the Event Range section . Choosing
All prints all of the events in the capture file or buffer. Choosing Selection prints only the selected events
in the Event Display window.

Note: Inorderto prevent a Print crash, you cannot select All if there are more than
100,000 events in the capture buffer.

Note: See "Configure the Print File Range in the Event Display Print Dialog" above for
an explanation of these selections
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Figure 6.4 - Event Display Print Dialog

3. Click the OK button.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make some
of these selections. When printing your data, the analyzer creates an html file and prints the path to the file at the
bottom of the page. This file can be opened in your browser, however, it may appear different than the printed
version.

6.6 Exporting
6.6.1 Frame Display Export
You can dump the contents of the Summary pane on the Frame Display into a Comma Separated File (.csv).
To access this feature:
1. Right click on the Summary pane or open the Frame Display File menu.
2. Select the Export... menu item.
3. Select a storage location and enter a File name.

4. Select Save.

6.6.2 Exporting a File with Event Display Export

With the Event Display Export dialog you can export the contents of the Event Display dialog as a test (.txt),
CSV (.csv.), HTML (.htm), or Binary File (.bin). You also have the option of exporting the entire capture buffer or
just the current selection of the Event Display dialog.
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Event Display Export 29
File name:  C\Users\Frontine\D eskiophNFC - wifi B
Save az type: | C5V File [*.oev] -

Event range Side
All @ Selection Both
DTE
1 to 2000
DCE
Ewvents Per Row C5Y Headers
Multiple Events Per Row [Mo Timestamps] Show Preamble
@ Ore Event Per Row [Show Timestamps) | Show Column Headings
Help | Cancel | | Save |

Figure 6.5 - Event Display Export Example: .csv file.

How to Export Event Display Data to a File

1. Select Export Events from the File menu on the Event Display window to display the Event Display
Export dialog.

2. Enter afile path and name, or click the browser button to display the Windows Save As dialog and
navigate to the desired storage location.

3. Select a file type from the Save as type: drop-down List Menu on the Event Display Export dialog.
Select from among the following file formats:

Text File (*.txt)
CSV File (*.csv)
HTML File (*.html)
Binary File (*.bin)

4. Select the range of events to include in the file from either All or Selection in the Event Range section
of the Event Display Export dialog.

« Selecting more than one event in the Event Display window defaults the radio button in the Event
Display Export dialog to Selection and allows the user to choose the All radio button.

« When only one event is selected (something must be selected), the All radio button in the Event
Display Export dialog is selected by default.

5. Next you need to select the Side variable for serial communications.

o is used to determine whether you want to export data from , or both.

o Choose Host, Function\Control or Both to determine how you want to export the data.
5. Choose Host, Function\Control or Both to determine how you want to export the data.

6. Choose whether you want to display multiple events or single events per row.
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Events Per Row: You can choose to display Multiple Events Per Row, but this method contains no
timestamps. If you select One Event Per Row, you can display timestamps. multiple events or single
events per row.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

The timestamp data types displayed in columns for One Event Per Row.
Timestamp
Delta

Event Number
Byte Number
Frame Number
Type

Hex

Dec

Oct

Bin

Side

ASCII | 7-bit ASCII | EBCDIC | Baudot
RTS

CTS

DSR

DTR

CcD

RI

UART Overrun
Parity Error
Framing Error

7. If you select .csv as the file type, choose whether you want to hide/display Preambles or Column
Headings in the exported file

8. Click Save. The Event Display Export file is saved to the locations you specified in File name.
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A B 5 D E F G H | J K
1 Timestamp Delta Event Number Byte Number Frame Number Type Hex {Dec Oct Bin ASCII
632 11/30/2012 12:20:02.895166 PM  0:00:00.00 631 626 3 Data 0; 0 0 0.
633 11/30/2012 12:20:02.895166 PM  0:00:00.00 632 627 3 Data 0} 0 0 0.
634 11/30/2012 12:20:02.895166 PM  0:00:00.00 633 628 3 Data 0 0 0 0.
635 11/30/2012 12:20:02.895166 PM  0:00:00.00 634 629 3 Data 98 152 230 10011000 .
636 11/30/2012 12:20:02.895166 PM  0:00:00.00 635 630 3 Data 70{ 112 160 1110000 p
637 11/30/2012 12:20:02.895166 PM  0:00:00.00 636 631 3 Data 94{ 148 224 10010100 .
638 11/30/2012 12:20:02.895166 PM  0:00:00.00 637 632 3 Data 22{ 34 42 100010 "
639 11/30/2012 12:20:02.895166 PM  0:00:00.00 638 633 3 Data 21{ 33 41 100001!
640 11/30/2012 12:20:02.895166 PM  0:00:00.00 639 634 3 Data 1c 28 34 11100 .
641 11/30/2012 12:20:02.895166 PM  0:00:00.00 640 635 3 Data 80{ 128 200 10000000 .
642 11/30/2012 12:20:02.895166 PM  0:00:00.00 641 636 3 Data 80i{ 128 200 10000000 .
643 11/30/2012 12:20:02.895166 PM  0:00:00.00 642 637 3 Data 80i{ 128 200 10000000 .
644 11/30/2012 12:20:02.895166 PM  0:00:00.00 643 638 3 Data 80{ 128 200 10000000 .

Figure 6.6 - Example: .csv Event Display Export, Excel spreadsheet

6.6.2.1 Export Filter Out

You can filter out data you don't want or need in your text file.

(This option is available only for serial data.) In the Filter Out box, choose which side to filter out: the DTE data,
the DCE data or neither side (don't filter any data.) For example, if you choose the radio button for DTE data, the
DTE data would be filtered out of your export file and the file would contain only the DCE data.

You can also filter out Special Events (which is everything that is not a data byte, such as control signal changes and
Set I/0 events), Non-printable characters or both. If you choose to filter out Special Events, your export file would
contain only the data bytes. Filtering out the non-printable characters means that your export file would contain
only special events and data bytes classified as printable. In ASCII, printable characters are those with hex values
between $20 and $7e.

6.6.2.2 Exporting Baudot

When exporting Baudot, you need to be able to determine the state of the shift character. In a text export, the
state of the shift bit can be determined by the data in the Character field. When letters is active, the character
field shows letters and vice versa.
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7.1 System Settings and Progam Options
7.1.1 System Settings

Open the System Settings window by choosing System Settings from the Options menu on the Control
window. To enable a setting, click in the box next to the setting to place a checkmark in the box. To disable a
setting, click in the box to remove the checkmark. When viewing a capture file, settings related to data capture
are grayed out.
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Single File

-

System Settings

Capture Mode: | Single File
Hestgrt Capturing .-’:'-.fter Saving ar
Clearing Capture File
YWrap File
File Size [in k) | 81979 FIAREES

Startup...

Advanced...

Figure 7.1 - System Settings Single File Mode

This option allows the analyzer to capture data to a file. Each time you capture the file you must provide a file
name. The size of each file cannot larger than the number given in File Size (in K). The name of each file is the
name you give it in the Name box followed by the date and time. The date and time are when the series was
opened.

« Restart Capturing After Saving or Clearing Capture File

If the Automatically Restart feature is enabled, the analyzer restarts capture to the file immediately after the
file is closed.

« Wrap File

When enabled, the analyzer wraps the file when it becomes full. The oldest events are moved out of the file
to make room for new events. Any events moved out of the file are lost. When disabled, the analyzer stops
capture when the file becomes full. Either reset the file or close your capture file to continue.

o File Size: The size of the file will depend of the available hard disk space.
1. Click the Min button to see/set the minimum acceptable value for the file size.

2. Click the Max button to see/set the maximum acceptable value for the file size.

107 Frontline SD Hardware & Software User Manual



Chapter 7 General Information TELEDYNE LECROY

You can accept these values, or you can enter a unique file size.
But if you try to close the dialog after entering a value greater
1 \ Eniter an integer between 1096 and 1848257, than the maximum or less than the minimum, you will see the
.

following dialog.

« Start up

Opens the Program Start up Options window. Start up options let you choose whether to start data capture
immediately on opening the analyzer.

« Advanced

Opens the Advanced System Options window. The Advanced Settings should only be changed on advice of
technical support.

7.1.1.1 System Settings - Disabled/Enabled Options

Some of the System Settings options are disabled depending upon the status of the data capture session.
o Asthe default, all the options on the System Settings dialog are enabled.

e Once the user begins to capture data by selecting the Start Capture button, some of the options on the System
Settings dialog are disabled until the user stops data capture and either saves or erases the captured data.

o The user can go into the Startup options and Advanced system options on the System Settings dialog and
make changes to the settings at any time.

7.1.1.2 Advanced System Options

These parameters affect fundamental aspects of the software, and it is unlikely that you ever have to change
them. If you do change them and need to return them to their original values, the default value is listed in
parentheses to the right of the value box.

Most technical support problems are not related to these parameters, and as changing them could have serious
consequences for the performance of the analyzer, we strongly recommend contacting technical support before
changing any of these parameters.

To access the Advanced System Options:

1. Go to the Control @ window.

2. Choose System Settings from the Options menu.

3. Onthe System Settings window, click the Advanced button.
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« Driver Receive Buffer Size in Kbytes - This is the size of the buffer used by the driver to store incoming

Advanced System Options @

Chapter 7 General Information
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Diver Receve Buller Size in Ehytes | I {100800]
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Fianre Complation Trmesold in Seconds |

Figure 7.2 - Advanced System Options dialog

data. This value is expressed in Kbytes.

« Driver Action Queue Size In Operating System Pages - This is the size of the buffer used by the driver

to store data to be transmitted. This value is expressed in operating system pages.

« Frame Completion Timeout in Seconds - This is the number of seconds that the analyzer waits to receive
data on a side while in the midst of receiving a frame on that side.

If no data comes in on that side for longer than the specified number of seconds, an "aborted frame" event is
added to the Event Display and the analyzer resumes decoding incoming data. This can occur when capturing
interwoven data (DTE and DCE) and one side stops transmitting in the middle of a frame.

The range for this value is from 0 to 999,999 seconds. Setting it to zero disables the timeout feature.

Note: This option is currently disabled.

7.1.1.3 Selecting Start Up Options

To open this window:

1. Choose System Settings from the Options menu on the Control @ window.

2. On the System Settings window, click the Start Up button.

3. Choose one of the options to determine if the analyzer starts data capture immediately on starting up or

not.
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Program Start Up Options @
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Figure 7.3 - Start Up Options dialog

« Don't start capturing immediately - This is the default setting. The analyzer begins monitoring data but
does not begin capturing data until clicking the Start Capture [ icon on the Control, Event Display or

Frame Display windows.

« Start capturing to a file immediately - When the analyzer starts up, itimmediately opens a capture file
and begins data capture to it. This is the equivalent of clicking theStart Capture ' icon. The file is given a

name based on the settings for capturing to a file or series of files in the System Settings window.

« Start capturing immediately to the following file: - Enter a file name in the box below this option. When
the analyzer starts up, it immediately begins data capture to that file. If the file already exists, the data in it is
overwritten.

7.1.2 Changing Default File Locations

The analyzer saves user files in specific locations by default. Capture files are placed in the My Capture Files
directory and configurations are put in My Configurations. These locations are set at installation.

Follow the steps below to change the default locations.

1. Choose Directories from the Options menu on the Control window to open the File Locations
window.
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File Locations
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Figure 7.4 - File Locations dialog

2. Select the default location you wish to change.

3. Click Modify.

4. Browse to a new location.

5. Click OK.

’
Browse for Folder ﬁ

Spedfy My Decoders directary. ..

4 | Public *
> | Desktop
4 || Public Documents
4 | Frontline Test Equipment
|| My Capture Files
| My Configurations |_

m

| My Decoders

. My Log Files
> 1 My Methods
| My Mode Databases

Figure 7.5 - File Locations Browse dialog

6. Click OK when finished.
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If a user sets the My Decoders directory such that it is up-directory from an installation path, multiple instances of
a personality entry may be detected, which causes a failure when trying to launch Frontline. For example, if an
Frontline product is installed at C:\Users\Public\Public Documents\Frontline Test Equipment\My Decoders\ then
"My Decoders" cannot be set to any of the following:

o C:\ My Decoders\

o C:\Users\ My Decoders\

o C:\Users\\Public\My Decoders\

o C:\Users\Public\Public Documents\My Decoders\

o or to any directory that already exists in the path C:\Users\Public\Public Documents\Frontline Test
Equipment\My Decoders\

Default Capture File Folder Checkbox

If the Use Last Opened Folder for Capture Files checkbox is checked, then the system automatically
changes the default location for saving capture files each time you open a file from or save a file to a new location.
For example, let's say the default location for saving capture files is Drive A > Folder A. Now you select the Use
Last Opened Folder for Capture Files checkbox. The next time, however, you open a capture file from a
different location, Folder B > Removable Flash Drive for example. Now when you save the capture file, it will be
saved to Folder B > Removable Flash Drive. Also, all subsequent files will be saved to that location. This remains
true until you open a file from or save a file to a different location.

There is one caveat to this scenario, however. Let's say you have selected Use Last Opened Folder for
Capture Files and opened a file from a location other than the default directory. All subsequent capture files
will be saved to that location. Suppose, however, the next time you want to save a capture file, the new file
location is not available because the directory structure has changed: a folder has been moved, a drive has been
reassigned, a flash drive has been disconnected, etc. In the case of a "lost" directory structure, subsequent
capture files will be saved to the default location. ComProbe software will always try to save a file to the folder
where the last file was opened from or saved to, if Use Last Opened Folder for Capture Files is checked. If,
however, the location is not accessible, files are saved to the default directory that is set at installation.

If the checkbox is unchecked, then the system always defaults to the directory listed in the File Locations dialog.

7.1.3 Side Names

The Side Names dialog is used to change the names of objects and events that appear in various displays. The
Side Names dialog will change depending on the sniffing technology in use at the time the software was loaded.

Changes to the Names are used throughout the program.
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Figure 7.6 - Example: Side Names Where "Slave" and "Master" are current

1. To open the Side Names dialog, choose Side Names... from the Options menu on the Control
window.

2. To change a name, click on the name given in the Current Names column, and then click again to modify
the name (a slow double-click).

3. Select OK to initiate the changes. The changes that have been made will not fully take effect for any views
already open. Closing and reopening the views will cause the name change to take effect.

4. To restore the default values, click the Set Defaults button.

7.1.4 Timestamping

Timestamping is the process of precise recording in time of packet arrival. Timestamps is an optional parameter in
the Frame Display and Event Display that can assist in troubleshooting a network link.

7.1.4.1 Timestamping Options

The Timestamping Options window allows you to enable or disable timestamping, and change the resolution of
the timestamps for both capture and display purposes.

To open this window:

Choose Set Timestamp Format... from the Options menu on the Frame Display and Event Display window or
click on the Timestamping Option EE!B icon in the Event Display toolbar. The Timestamping Options window

will open.
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Figure 7.7 - Timestamping Options dialog
Enabling/Disabling Timestamp

To enable timestamping click to make a check appear in the check box Store Timestamps (This time takes
effect immediately). Removing the check will disable timestamping.

Changing the Timestamp Resolution

This option affects the resolution of the timestamp stored in the capture file. The default timestamp is 10
milliseconds. This value is determined by the operating system and is the smallest "normal" resolutions possible.

Note: The raw timestamp value is the number of 100-nanosecond intervals since the
beginning of January 1, 1601. This is standard Windows time.

It is also possible to use "high resolution”

timestamping. High resolution timestamp Stare Timestamps [This item takes effect immediately)]
values are marked by an asterisk as high Capture Uptions
reSO|UtI0n |n the drOp dOWn |i5t. TO Change Stﬂ[age HESDIU“DH: |:|5|:| MiCIDSECDndS [h|gh resnlutiun] -

timestamping resolutions:

. . Maote 1: To apply resolution changes, you must restart the program.
1. Go to the Capture Options section
of the window. Mate 2 Finer resolutions increaze the capture file size.

2. Change the resolution listed in the
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Storage Resolution box.

Note: If you change the resolution, you need to exit the analyzer and restart in order for
the change to take effect.

Performance Issues with High Resolution Timestamp

There are two things to be aware of when using high resolution timestamps. The first is that high resolution
timestamps take up more space in the capture file because more bits are required to store the timestamp. Also,
more timestamps need to be stored than at normal resolutions. The second issue is that using high resolution
timestamping may affect performance on slower machines

For example, if 10 bytes of data are captured in 10 milliseconds at a rate of 1 byte per millisecond, and the
timestamp resolution is 10 milliseconds, then only one timestamp needs to be stored for the 10 bytes of data. If
the resolution is 1 millisecond, then 10 timestamps need to be stored, one for each byte of data. If you have two
capture files, both of the same size, but one was captured using normal resolution timestamping and the other
using high resolution, the normal resolution file has more data events in it, because less room is used to store
timestamps.

You can increase the size of your capture file in the System Settings.
Switching Between Relative and Absolute Time
With Timestamping you can choose to employ Relative Time or Absolute time.

1. Choose System Settings from the Options menu on the Control window, and click the
Timestamping Options button, or click the click the Timestamping Options icon ) from the

Event Display p window.

2. Go to the Display Options section at the bottom of the window and find the Display Relative
Timestamps checkbox.

3. Check the box to switch the display to relative timestamps. Remove the check to return to absolute

timestamps.

Note: The options in this section affect only how the timestamps are displayed on the screen,
not how the timestamps are recorded in the capture file.

« Display Raw Timestamp Value shows the timestamp as the total time in hundred nanoseconds from a
specific point in time.

« Display Relative Timestamps shows the timestamp as the amount of time that has passed since the first
byte was captured. It works just like a stop watch in that the timestamp for the first byte is 0:00:00.0000 and
all subsequent timestamps increment from there. The timestamp is recorded as the actual time, so you can
flip back and forth between relative and actual time as needed.

« Selecting both values displays the total time in nanoseconds from the start of the capture as opposed to a
specific pointin time.

« Selecting neither value displays the actual chronological time.

115 Frontline SD Hardware & Software User Manual



Chapter 7 General Information TELEDYNE LECROY

When you select Display Relative Timestamp you can set the number of digits to display using the up or down
arrows on the numeric list.

Displaying Fractions of a Second
1. Choose System Settings from the Options menu on the Control @ window, and click the
Timestamping Options button, or click the click the Timestamping Options icon E& from the

Event Display p window.

2. Go to the Display Options section at the bottom of the window, and find the Number of Digits to
Display box.

3. Click on the arrows to change the number. You can display between 0 and 6 digits to the right of the
decimal point.

7.2 Technical Information

7.2.1 Performance Notes

As a software-based product, the speed of your computer’s processor affects the analyzer’s performance. Buffer
overflow errors are an indicator that the analyzer is unable to keep up with the data. The information below
describes what happens to the data as it arrives, what the error means, and how various aspects of the analyzer
affect performance. Also included are suggestions on how to improve performance.

The analyzer's driver takes data from the driver and counts each byte as they are put into the driver’s buffer. The
analyzer's driver tells the user interface that data is ready to be processed. The analyzer takes the data from the
driver’s buffer and puts the data into the capture buffer.

Driver Buffer Overflows occur when the user interface does not retrieve frames from the driver quickly
enough. Buffer overflows are indicated in the Event Display window by a plus sign within a circle. Clicking on
the buffer overflow symbol displays how many frames have been lost.

There are several things that you can do to try and solve this problem.

o Use capture filters to filter out data you don't need to see. Capture filters reduce the amount of data
processed by the analyzer. (Ethernet Only)

o Close all other programs that are doing work while the analyzer is running. Refrain from doing searches in the
Event Display window or other processor intensive activities while the analyzer is capturing data.

« Timestamping takes up processor time, primarily not in timestamping the data, but in writing the timestamp to
the file. Try turning off timestamping from the Timestamping Options window.

o For Driver Buffer Overflows, change the size of the driver buffer. This value is changed from the
Advanced System Settings. Go to the Control window and choose System Settings from the Options
menu. Click on the Advanced button. Find the value Driver Receive Buffer Size in Operating System
Pages. Take the number listed there and double it.

o The analyzer’s number one priority is capturing data; updating windows is secondary. However, updating
windows still takes a certain amount of processor time, and may cause the analyzer to lose data while the
window is being updated. Some windows require more processing time than others because the information
being displayed in them is constantly changing. Refrain from displaying data live in the Event Display and
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Frame Display windows. The analyzer can capture data with no windows other than the Control window
open.

« If you are still experiencing buffer overflows after trying all of the above options, then you need to use a faster
PC.

7.2.2 BTSnoop File Format

Overview

The BTSnoop file format is suitable for storing Bluetooth® HCI traffic. It closely resembles the snoop format, as
documented in RFC 1761.

File Format

The snoop packet capture file is an array of octets structured as follows:

File Header
Packet Record
Mumber 1

Packet Record
Mumber 2

L 3

Packet Record
Mumber M

The File Header is a fixed-length field containing general information about the packet file and the format of the
packet records it contains. One or more variable-length Packet Record fields follow the File Header field. Each
Packet Record field holds the data of one captured packet.

File Header

The structure of the File Header is as follows:

Identification
Pattern

Yersion
Mumber = 1

Datalink Type

Identification Pattern:

A 64-bit (8 octet) pattern used to identify the file as a snoop packet capture file. The Identification Pattern consists
of the 8 hexadecimal octets:

62 74 73 6E 6F 6F 70 00
This is the ASCII string "btsnoop" followed by one null octets.

Version Number:
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A 32-bit (4 octet) unsigned integer value representing the version of the packet capture file being used. This
document describes version number 1.

Datalink Type:

A 32-bit (4 octet) field identifying the type of datalink header used in the packet records that follow. The datalink
type codes are listed in the table below. Values 0 - 1000 are reserved, to maximize compatibility with the
RFC1761 snoop version 2 format.

Table 7.1 - Datalink Codes

Datalink Type Code
Reserved 0-1000
Un-encapsulated HCI (H1) | 1001
HCI UART (H4) 1002
HCIBSCP 1003
HCI Serial (H5) 1004
Unassigned 1005 - 4294967295

Packet Record Format

Each packet record holds a partial or complete copy of one packet as well as some descriptive information about
that packet. The packet may be truncated in order to limit the amount of data to be stored in the packet file.

Each packet record holds 24 octets of descriptive information about the packet, followed by the packet data,
which is variable-length, and an optional pad field. The descriptive information is structured as six 32-bit (4-octet)
integer values.

The structure of the packet record is as follows:

Original Length

Included Length

Packet Flags

Cumulative Drops

Timestamp Microseconds

Packet Data

Original Length
A 32-bit unsigned integer representing the length in octets of the captured packet as received via a network.

Included Length
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A 32-bit unsigned integer representing the length of the Packet Data field. This is the number of octets of the
captured packet that are included in this packet record. If the received packet was truncated, the Included Length
field is less than the Original Length field.

Packet Flags
Flags specific to this packet. Currently the following flags are defined:

Table 7.2 - Packet Flag Description

Bit No. Definition

0 Direction flag 0 = Sent, 1 = Received

1 Command flag 0 = Data, 1 = Command/Event
2-31 | Reserved

Bit 0 is the least significant bit of the 32-bit word.

Direction is relative to host / DTE. i.e. for Bluetooth controllers, Send is Host->Controller, Receive is Controller-
>Host.

Note: Some Datalink Types already encode some or all of this information within the Packet Data. With these
Datalink Types, these flags should be treated as informational only, and the value in the Packet Data should take
precedence.

Cumulative Drops

A 32-bit unsigned integer representing the number of packets that were lost by the system that created the
packet file between the first packet record in the file and this one. Packets may be lost because of insufficient
resources in the capturing system, or for other reasons.

Note: some implementations lack the ability to count dropped packets. Those implementations may set the
cumulative drops value to zero.

Timestamp Microseconds

A 64-bit signed integer representing the time of packet arrival, in microseconds since midnight, January 1st, 0 AD
nominal Gregorian.

In order to avoid leap-day ambiguity in calculations, note that an equivalent epoch may be used of midnight,
January 1st 2000 AD, which is represented in this field as 0OXOOEO3AB44A676000.

Packet Data

Variable-length field holding the packet that was captured, beginning with its datalink header. The Datalink Type
field of the file header can be used to determine how to decode the datalink header. The length of the Packet
Data field is given in the Included Length field.

Note that the length of this field in not necessarily rounded to any particular multi-octet boundary, as might
otherwise be suggested by the diagram.

Data Format

All integer values are stored in "big-endian" order, with the high-order bits first.
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7.2.3 Progress Bars

The analyzer uses progress bars to indicate the progress of a number of different processes. Some progress bars
(such as the filtering progress bar) remain visible, while others are hidden.

The title on the progress bar indicates the process underway.
7.2.4 Event Numbering

This section provides information about how events are numbered when they are first captured and how this
affects the display windows in the analyzer. The information in this section applies to frame numbering as well.

When the analyzer captures an event, it gives the event a number. If the event is a data byte event, it receives a
byte number in addition to an event number. There are usually more events than bytes, with the result is that a
byte might be listed as Event 10 of 16 when viewing all events, and Byte 8 of 11 when viewing only the data bytes.

The numbers assigned to events that are wrapped out of the buffer are not reassigned. In other words, when
event number 1 is wrapped out of the buffer, event number 2 is not renumbered to event 1. This means that the
first event in the buffer may be listed as event 11520 of 16334, because events 1-11519 have been wrapped out
of the buffer. Since row numbers refer to the event numbers, they work the same way. In the above example,
the first row would be listed as 2d00 (which is hex for 11520.)

The advantage of not renumbering events is that you can save a portion of a capture file, send it to a colleague,
and tell your colleague to look at a particular event. Since the events are not renumbered, your colleague’s file
use the same event numbers that your file does.

7.2.5 Useful Character Tables

7.2.5.1 ASCII Codes

hex| =0 | x1 | x2 | x3 | x4 | =5 | o6 | x7 | xB | «9 | xA [ 2B | xC | =D | xE | »F
Ox |NUL|SOH| STX| ETX [ECT |[ENQIACKIBEL| BS | HT | LF [ VT | FF JCR | S0 | SI
1x |ODLE[DC1|DC2|DC3 | DCY |NAKISYN| ETB|CAM| EM |SUB|ESC]) FS | GS | RS | US
2 |SP] 1 ) #l5 | %] & ' { } G + ) - !

x| 0 1 213|456 ]|7 |88 . < | = ?

xl@ | AlBJC[DIEJF|]G|H ] J K [ LIM]IN] O

5Sx P Q R S T 0] Wl W[ X i Fi [ \ ] A

Ba | a b & d & flag(h i i k | | m | n | o

i)l p q f 3 t u ¥ | w | x ¥ I { | ] ~ |DEL
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7.2.5.2 Baudot Codes

[DEC [ HEX | LETTERS | FIGURES |
0 | 00 |BLANK (NUL)] BLANK MNUL)
1 | o1 E 3
7 | o2 LF LF
ElE A :

4 | o4 sP sP
5 | 05 g BEL
E | 06 [ B
7 | o7 1] 7
8 | o8 CR CR
E] ] D §
10 | 0A R 4
1 |08 J :
12 | o N .
13 | 0D F 1
14 | O C :
15 | OF K {
16 10 T 5
17| 1 Fd -
18 | 12 L ]
19 | 13 W !
20 | 14 H #
21 | 15 [ B
22 | 16 P i
=l T Q 1
24 | 18 0 g
25 | 19 B 7
% | 1A G 2
27 | 16 | FIGURES | FIGURES
28 | 1C M

29 10D x /
W | 1E W .
31 | 1F | LETTERS | LETTERS

7.2.5.3 EBCDIC Codes

hex| a0 | =1 | o2 | 23 | 28 | o6 | 66 | 27 [ B | @ | xA [ xB [ xC | 2D | «E | »F
Ox | NUL[SOH| ST#] ET¢| PF | HT | LC [DEL Sk VT | FF | CR | SO [ SI

1x |OLE(DCIIDC2| TM |RES) NL | BS | IL |CAM|EM | CC |CU1| IFS |IGS | IRS | IUS
2x | DS |S08]| FS BYF| LF |ETB|ESC S | CLU2 |ENQ]ACK|BEL
3 SYN| PH [ RS | UC |EOT CUZ | DC4 MAK SUE
4z | 5P . £ { +

5p | & | $ |- 1 5 e

Bx | - ! | L | % > [ ?

7x : # | @ = "

G i b lc[d]| e flaglh i

Qx i k | m | n o |l p | g r

A m 5 t u | v | w | x ¥ z |

Bx 1

Cx] [ |AlB)JCIDIEJFIGI|H I

Dx| 1 |JIKIL|IM| NIO|P|QIR

Ex | S|TlIUlVIW]|X]|Y]Z

Fx] D 1 2134|567 |89

7.2.5.4 Communication Control Characters

Chapter 7 General Information

Listed below in alphabetical order are the expanded text meanings for common ANSI communication control
characters, and two-character system abbreviation for each one. Some abbreviations have forward slash
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characters between the two letters. This is to differentiate the abbreviations for a control character from a hex
number. For example, the abbreviation for Form Feed is listed as F/F, to differentiate it from the hex number FF.

Table 7.3 - Communications Control Characters

Abbreviation | Control Character Text
AK ACK Acknowledge
BL BEL Bell
BS BS Backspace
CN CAN Cancel
CR CR Carriage Return
D/1-4 DC14 Device Control 1-4
D/E DEL Delete
DL DLE Data Link Escape
EM EM End of Medium
EQ ENQ Enquiry
ET EOT End of Transmission
E/C ESC Escape
E/B ETB End of Transmission Block
EX ETX End of Text
FIF FF Form Feed
FS FS File Separator
GS GS Group Separator
HT HT Horizontal Tabulation
LF LF Line Feed
NK NAK Negative Acknowledge
NU NUL Null
RS RS Record Separator
SI Si Shift In
SO SO Shift Out
SH SOH Start of Heading
SX STX Start of Text
SB SuB Substitute
SY SYN Synchronous Idle
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Table 7.3 - Communications Control Characters(continued)

Abbreviation Control Character Text
us us Unit Separator
VT VT Vertical Tabulation

7.2.6 DecoderScript Overview

The main purpose of this manual is to describe DecoderScript™, the language used in writing decoders.
DecoderScript allows you to create new decoders or modify existing decoders to expand the functionality of your
ComProbe protocol analyzer. DecoderScript displays protocol data, checks the values of fields, validates
checksums, converts and combines field values for convenient presentation. Decoders can also be augmented
with custom C++-coded functions, called "methods", to extend data formatting, validation, transformations, and so
on.

A decoder defines field-by-field how a protocol message can be taken apart and displayed. The core of each
"decoder" is a program that defines how the protocol data is broken up into fields and displayed in the Frame
Display window of the analyzer software.

This manual provides instruction on how to create and use custom decoders. When reading the manual for the
first time, we encourage you to read the chapters in sequence. The chapters are organized in such a way to
introduce you to DecoderScript writing step- by- step.

Screenshots of the ComProbe protocol analyzer have been included in the manual to illustrate what you see on
your own screen as you develop decoders. But you should be aware for various reasons, the examples may be
slightly different from the ones that you create. The differences could be the result of configuration differences or
because you are running a newer version of the program. Do not worry if an icon seems to be missing, a font is
different, or even if the entire color scheme appears to have changed. The examples are still valid.

Examples of decoders, methods, and frame recognizers are included in this manual. You can cut and paste from
these examples to create your own decoders.

A quick note here: Usually the pasted code appears the same as the original in your editor. Some editors,
however, change the appearance of the text when it is pasted (something to do with whether it is ASCIl or
Unicode text). If you find that the pasted text does not appear the same as the original, you can transfer the code
into a simple text editor like Notepad, save it as an ANSI (ASCII) file, then use it in your decoder.

These files are installed in the FTE directory of the system Common Files directory. The readme file in the root
directory of the protocol analyzer installation contains a complete list of included files. Most files are located in My
Decoders and My Methods.

We will be updating our web site with new and updated utilities, etc, on a regular basis and we urge decoder
writers to check there occasionally.

7.2.7 Bluetooth low energy ATT Decoder Handle Mapping

Low energy device attributes contain a 16-bit address called the attribute handle. Each handle is associated with
an attribute Universally Unique Identifier (UUID) that is 128-bits long. In the attribute database, the handle is
unique while the UUID is not unique.

The ComProbe software detects and stores the relationships (mappings) between handle and UUID during the
GATT discovery process. But sometimes, there is no GATT discovery process because
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o The discovery has previously taken place and both devices stored the mappings and the discovery will not
repeat at every subsequent connection.

« The developer owns both devices in the conversation and chose to ignore discovery because the mappings
are known.

o The devices are in development and the code to perform the mappings has not been written yet.
The solution to this problem is to
1. define the mappingsin a file and
2. then pre-loading the mapping using the ComProbe software.
Creating handle-UUID mapping file

Create a file named "ATT_Handle_UUID_Preload.ini' in the root directory of "C:\Users\Public\Public
Documents\Frontline Test Equipment\My Decoders\", but the file can be located anywhere.

Assume that you want to create a GATT service starting at handle 1.
Create a section in the ini file called

[Service Base Handles]
A=1

"A" will be your first service. Make the base handle equal to the handle of your service. You can use all upper and
lower case letters so you can have up to 52 service handles.

Next add the following section.

[Advertiser Handles]

; Generic Access Profile (GAP)
A0 = 1800

A1=2803

A2 = 2a00

A3 =2803

A4 =2a01

A5 =2803

A6 = 2a04

A few things of note:
« Inthe code above, lines begging with a semi-colon are comments.
« If you want to change the base handle of the GAP service, change the "1" to some other number.

« If you want to comment out the entire service, comment out the base handle. If no "A" is defined, the
software will ignore "A1", "A2" and so on.

Contacting Technical Support

Technical support is available in several ways. The online help system provides answers to many user related
questions. Frontline's website has documentation on common problems, as well as software upgrades and utilities
to use with our products.

On the Web: http://fte.com/support/supportrequest.aspx

Email: tech_support@fte.com
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If you need to talk to a technical support representative about your ComProbe SDSDIO product, support is
available between 9 am and 5 pm, U.S. Eastern Time zone, and between 9 am and 5 pm, Pacific Time zone, on
Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500

Fax: +1 (434)984-4505
Instructional Videos

Teledyne LeCroy provides a series of videos to assist the user and may answer your questions. These videos can
be accessed at fte.com/support/videos.aspx. On this web page use the Video Filters sidebar to select
instructional videos for your product.
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